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xaHAxAar: .rn. ac. A_p feoprn pyMeHoB Uo,leB

9lex xa Hayvro xypr:

Aot-I. A-p NHx, MHreHa Hxxo,noBa M[.neBa _ XapoBa

1.o6qa xapaxreprcrHxa Ha HayqHolr3c,eAoaarercxara h HayqHonpxnoxxara 4eixocr xa xaHAhAara

KarAn,qarbr rn, ac..q-p xHx. Teop*a LloeeB yeacrBa B xoHKypca c xa6nnuraqroxen rpy4 _noxorpa$rr
,,fi3CIEABAHE CI.IryPHOCTTA HA Kr.1EEpet43 hq HVIE CVCrEMvt,, o6qo 16 xayvNr ny6arxaqrar.r a
r3AaH|4a, xorro ca peQeplrpaHt,t x 14HAeRcrpaHta B cBeroBHo]t3Becrnr 6a3r 4annu c Hayvna ux$opaaaqtn
14 21 Hay,{Ht4 ny6nnxatyn I HepeQepxpaHt,t cn,lcaH{a c HayqHo peqeH3xpaHe unr B peAaKrxpaHx
xonexrxBHX TpyAoae. Bchqkx re orpa3flBar ocHoBHrre pe3yrrarx or Hay!.1Ho_ !43cneAoBareac xa pa6ora Ha
kaHAxAara. npe.qcraEeHara rvroHorpaQur npeAcraBrsEa o6enarcr rpy4 0r 260 crpaxuqn, xoiro orpa:nea
npo6nennrre, cBrp3aHu ctc cr,urHocrra xa raQopnaaqlroxHara cxrypHocr, ocHoBH,,Te BhAoBe 3annaxr,
xaxro r o6qara xoHqenryanHa paMxa

x u 6e pQ rs u l r.lare ct,tcreMta.

v noAxoAV 3a ocxrypfBaHe Ha HaAeXAHa 3aqr4ra Ha

rn. ac. reoprx uo'ieB eyqacrBano6uloe4HayqHo-x3cneAoBarenckk npoexra.Ha2orrnx(arrpeuuN
3a Ty-cooxr) e 6ur xaysex plxo'oArren, B ocraHa.nhre 2 (raqraoranen npoexr 14 npoexr no $ox4 Hh) e
qneH Ha Ho,fleKTl4Ba.

Hay,{Hlare rpyAoBe Morar Aa ce xlacuQrqrpar no B]rA HaHTo cneA8a:
. 3 caMocrosrenHh Aox,naAa r 11 xoreKrrBH14 yqacr,lfl B Ao{na,qh Ha MexAyHapoAH}.

xoN$epexqrra, peQepr,rpaxra B EA Scopus;
. 1 caMocroflTelaa ny6nrxaqtr !.1 I cflrcaH e, pe$eprapaxo I 6A Ha Scopus r l. xo,[eKThBHa

ny6nrxaqrn I cnrcaHye (Q3, SIR=0.226), peQeprapaxo s 6A Scopus;
r 3 caarocrosrenau ny6nuxaquu B HepeoepxpaHla B MexAyHapoAHt4 6A cnucaHxr;
r 9 camoclonleltr ny6aaxaqun a Hepe$epnparir Melt<AylapoAHrl Efl xor-rQepe nqr,tt;
. 9 xonexrhBHx ny6nuxa4uu a xepeQeprapaar MexAyHapoAHx 6A xoHOepeHqry;
. 2 ny6nnxa\nn na 6urapcxra e3fix, ocraHanhre 35- Ha aHrn icxue3tax.

npaBr4 Bfle.rarneHl4e 3Ha.iurelHoro npeatauJaBaHe Ha roqkhre no pernaMeHTr4paHr,jre xarerop4x
HaqIoHanHI Mt4H,4.MafiHtl Ha yKOM eTp14r.t H x
xaHAhAara, HaHTO CreABa:

noxa3arert,t, nocl4THarr or ocHoBH]4Te 4einocrr ua

rpyna ,,f1"n ,,f8" - xayrxr ny6arxaqrar e pe$epnpaHn ra nepeQepupaxr,r r3AaHhr:466 roeKx flp,
nnxuuanw 2OQ:,

rpyna,,A12" a ,,A1,4" - t-l4rxpaHrn h,nu peqeH3hx B HayqHn peQeprapaxr nnr HepeSepupaHl
h3AaHxf,: 582 npra Heo6xo.qlMx 50 ro,{Hl4;

crAH o B t1 u.l E



. fpyna ,,E' - ytacrna B Haq!4oHaneH BayLteH ,r4 o6pa3oBareneH npoeKr, prxoBoAcrBo Ha npoexr
u ny6nrxysaHe Ha yHxeepcrrercxo yve6uo noco6ue: 70, npt-l Heo6xo,ql4Mr4 0 ro,]Kt4;

. fpyna,,)K" - xopapxyM Ha BoAeH,,.ne*qhx 3a nocreAHrre rpx ro4uxr a 6tnrapcxx yHrBepcrrer]4:
209, npr Heo6xoArMx 30.

o6qo ct6paHrare roqKh B cnpaBxara 3a ta3n'b,nHeHue Ha MrH14MarHtare ]43hckBarr!rra or npaBtanHrKa
3a 3aeMa He Ha axaAeMxqHara AnlHHocr ,,AoqeHr" ca 7457 , xoero e noBeee or xeo6xo.qumoto I noxa:aa
,.l3x,4lorrxTe,nHaTa aKTT4BHoCT Ha xaHA!{AaTa r{ MOra Aa AaM x3KnrcqrTe/lHo aficoxa oqeHKa Ha

HayqHor3c.neAoBare,ncxara h Hayq onptano)+(Hara my 4eitocr.
fn. ac. feopry l-loyeB ,lneHysa I 6 Hay.tHtl opraHr3aqxx, pecnexr[BHo ,,C]ro3 no aBToMari4Ka ,,1

ur$opmarrxa" (CAl4), IEEE Buglarian section, Association for Computing Machinery (ACM), Cr,lo3 no
eneKrpoHuKa, eneHTporexHrixa r cr,o6qenun (CEEC), pe4xonerl4rra Ha cnhcaHne ',problems of
Engineering Cybernetics and Robotics", Cr,rcs xa yrennre I Ebnraphfl, ceKqtan TexHxqecK HayKr.

KaHA[Aarbr rma 6orar npakruqecxt,t on r xaro nporpaM[cr, aAMxHrlcrparop !4 o4creMeH
aAMt,lHxcrparop. flphnoxeHhre AoKyMeHTx ca y6e4ureltu AoKa3arencrBa 3a HayqHara x
npo$ecrouanHa xoMnereHrHocr Ha Ra HAuAara.

B 3axnpqeHxe: xaHAhAalbr noKpuBa fi3xcxBaHuflTa Ha BC qx,{ rpynh noKa3arerh 36 A.0,,,.{oqexr,, o

0BO "Texxuuecxu xayxr".

2.OqeHKa Ha neAarorrqecRara noAroroBxa n 4eixocr xa xaHAxAara

fn. ac. A-p Teoprh UoleB ce orltr4qaoa c 6orar ne4aroruqecx[ ontaT g o6lacrure ,,MpexoBa ta

ttr$opruaqronxa curypxocr" 3a cneqha,nHocr ,, hx$oprvtaqrox xr,l rexHo/loTt t4 a rn4ycrprnra,,,
,,l4H0opMaqxoHHa o.rrypxocr" 3a cneLlhanHocr ,,KoMnrcft,pHr4 uayxu" u,,Mpexoga ra ratsopruaqnonxa
ctryprocr", aa cnequanHocr,,HoMntort,pxo lr co$ryepxo r.tHxexepcrao.,.

o6u1o :a nocre4arre 3 axa4ervrrrxt/1 toAtllt4 | rn.ac. A-p teoprfi l-loqeB e npoBen 209 saca nexqru.
Blrcoxrtr4nl Ha npenoAaBaHHTe AtacqrnnHHx ce norBbpxAaBa or Ko^reecrgeHo npeBhuraBaHrf B nbrta
HayxoMerphyeH noxa3aren ,,r+\" - 2O9 cpeqy M[HxMan H u uSAcRBaHy.A 3a An]xHocrra 30ToqKl4.

B 3axrlo,reHne: kaH.qhAarbr hMa axaAeMr!Ha x neAarorxqecxa noAroroBKa 3a 3aeMaHe Ha AA
,0,oqe xr.

3.OcHosHl,t HayqH14 n HayqHonpunoxH]4 npxHocx

npueMaM nprl.noxHhre nptaHocx raKa, xaKTo rr4 e $opaaynrapan xaHArAara. Cvlrram, ve aropurr
HayqeH nprHoc e no-cxopo Hay\.lHo-npunoxeH, Karo HMaM I npeAs!4p, Lle BoAeHero xa yve6Hlr xypcooe
e npaxTl4qecxa AeiHocr, a xonqenqflflTa 3a rflx e Hay.ina 4efiHocr.

e Hay..lHu

1. Palpa6oreH e reoperxqeH MoAe, 3a 3aq!.-ra Ha ycrpoicraa, pa6oreulu I scADA cxcreMx, xoraro
Morar AfipexrHo ,qa xoMyHr,4Klpar r e:auMoAefrcroar c pa3n[qHh noreau ycrpoictBa xaro ceH3opx,
xnanaHl4, noMnx, AB]4rare,nh, 3aABr4*(BaHHn x Apyru, t.tpe3 nonlaHr rexHo.norfin. (83.1, f7.11, f9.10]

. Hayq Ho-n pl4noxH14

1. npeAnoxeHo e nphnaraHero Ha uHTe,nhreHTHt4 MeroAu 3a noa[uaBaHe Ha curypHocrra B

xoMnOTtpH[Te Mpexu 14 cl4cTeMI, tlpe3 8]EexAaHe Ha e,neMeHTl4 Ha k3KycTBeH [HTene(T a MeToArlTe 3a
or(pxBaHe Ha xt6ep:annaxlr Ha pa3.nl4rtHx nraoa. (l-8.2, fi.f0,8.12, f9.15, f9.17)

2.lltcaegeanu n xaacr$ra qr pa nr ca pa3n,4qHx aAanrxBHr rexHt,tr(t,t 3a onrrMt,l3a qh, 3a uHre,flrreHTHa
MpexoBa c[rypHocr. B pe3ynrar Ha HanpaBeHrl aHa.nu3r ce npeA/lara c]BMecrf,BaHe Mexiqv pa3nxqHh
noAxoAh B ct4creMrTe 3a orxplaBaHe Ha Hapyularenh. lf9.1.7, f7.1,4,17.L6)



3. flpe4loxexa e xracrQNxaqun Ha tai-vecro cpeu4aH!4re yr3allMocrlt a 6u:nec uH$opmaquoxuure
c[creMh, Ha 6asara Ha xoero ca HanpaBeHu npenopht{r4 3a 3aqt.lra n nporreo4eicrexe cpeu-(y pa3nuqHr
EI4iqOBe 3annaxui HacoqeHn RrM rflx. (t8.1, f7.5)

4. KnacxQuqupaHh ca xrtoqoot,t npo6neMx B xpr{TurlHara unQopmaquoHua lrHQpacrpyxrypa, vpe:
aHanx3 Ha SCADA ct4creMl, I 14HAycrphaneH 14HTepHer Ha Heulara. 143c.neAsaHa e cbBMecT[Mocrra MexAy
TpaAuL{voHHxre nn$opmaqroanra crcreMh u re3x 3a ynpaBneHtae Ha npoMllul,.leHt-l npoqec[, qpe3

npunaraHe Ha pa3r[qHx MeroAh xa r3xycrBeHun 14HTerreKT. Pa3rneAaHh ca B'b3Mo]RHocrr4Te 3a rPxHoro
npxroxeHre 8 xoHxperH|4 o6nacrr sa crrypHocrra. (83.1, f7.3, f8.4, f8.8, 17.A,17.12, f7.13, fi.L5)

5. fipe.qaoxeHa e xoHqenqxe:a pa:pa6oreaxe xa y,re6nr KypcoBe I o6racrra xa xu6epcrrypxocrra
3a cryAeHr or xoMntorupHrl r,r coQryepnra t,tHxeHepHX cneqxarHocrx. (f8.6, f7.9, f8.9)

. nPxnoxHx
1. Pa:pa6o'renra ca npenopbKh 3a ta3no.n3BaHe Ha pa3nrqHure VPN rexnolorur t,l TflxHara

x,racrQrxaqtn B-b3 ocHoBa Ha HanpaBeHo npoy,lBaHe. l43cneABaHa e crcreMa xoan6ntupaqa aapexoar u

xocr 6aarpaut o,lcreMr 3a orKphBaHe Ha Hapylxlrent-r (IDPS) I pa3npeAe/leHa xerepo.eHHa MpexoBa
cpeAa. AeMoHcrprpaHo e Bnt4aHuero Ha ra3!4 chcreMa Bbpxy noBrluJaaaHero Ha eoexrrBHoct-ra 3a

orxpuBaHe Ha npo6h8r4 x Hapyulure.n[ x HaMannBaHero Ha npoqeHra xa Qanutrar anapMu. (f8.18, f7 .4,

18.13, 18.16, 18.21")

2. OopMynupaHx ca ua6op or xprrepx[ aa pa:pa6oreaxe Ha 3au-{xreHtl co$ryepHr4 nplnoxeHxn,3a
Aa ce rapaHTl4pa Han!4qHocrra/ noBeptare,nHocrra u qenocrra ra nxQopvraqloxHure cr4creMr. (17.6,f7.71

3. Pa:pa6orex H nporpaMHo e pean 3upaH MoAer 3a 3aul|4ra Ha xr6epSranvHa crcreMa, ype3

L3no^3BaHero Ha MeroAt4 or x3KycrBeH}4a [HTenexr, Karo MaulHHo o6yqeHhe 14 HeBpoHH]4 Mpe)Hx 3a

npeBaHr[BHo oTKphBaHe Ha ara{}4 or rrn DoS DDoS. (f8.5, f8.14)
4. Pa3pa6oreHx ca t,t3ucxaaHt.lfl npu npoBe)KAaHe Ha e,nexrpoHH14 ta AxcraHq[oHHx o6yvextn a

o6nacrra Ha rHxeHepHhre Hayxx. nporpaMHo e pearta3hpaHa cr4creMa 3a npoBexAaHe Ha

AlcraHLl4oHHx eacoBe no KoMntorbpHx Mpexx. AHa,nr43[paHX ca n,nareHr,! 14 6e:nlartr npoAyr(Tr4, xor4ro

npeAocraBar ra3x ab3MoxHocr. CracreMara e h3rpaAeHa c x3non3BaHe Ha orBopeH xog. (l-8.3, 18.j,17.L,
17 .2, E24.Ll

5. BHeApeHa e Haqronanxa nrarSopMa 3a enexrpoHHo o6yvenne s o6nacrra Ha rApeHara eHeprerxxa
CLP4NET. (18.19, 18.20)

KaHAh,qarbr e npxnoxtan moHorpaQlrven rpy4 a o6nacrra Ha c[rypHocrra s xu6ep$nsuvture
cncreMr. HanpaBeHxre n onrcaHu a moxorpaQuvnrr rpyA 143creABaHfin npeAonpeAenflT ronemrn 6poi
npxHoca4. KaHAxAarbr hMa nocoqeH[ 66 qhrhpaHt4fl Ha Hay']Hx lpyAoBe, or Ko]4To 55 ca e ny6arxaqr,rrn,
noMecreHt.t e peQeprpaHra x3AaH]4f, B Scopus 6aaa or AaHHh x 11 qxrala e Hepe$epr,rpaHu n3AaHuA.
Orpasenure qt,lrtapaHu, norB-bpxAaaar Ao6para 4ocrunHocr ta c]4,nHo nonox renHa oqeHxa Ha HayqHlre
pe3ynrarx npfl 3ano3HasaHe Ha HayyHara o6ulxocr e crpaxara I lyx6txa.

npeo6naAaBaqo, xaHA[Aarbr e BoAeq aBrop Ha rorflMa qacr or ny6nrxaqrure. Cne4ooarelBo Moxe
Aa ce T8t,prqt4, r{e nocoseHrTe no-rope npuHocx orpa3a8aT 3Haq Te,flH!4s np[Hoc Ha KaHiqxAaTa 3a

nocTurHaTHTe pe3ynTaT14.

4.3xaqu^,rocr xa npxHocr,tTe 3a HayKaTa h npaxThxaTa

noco,reHrre nphHocl4 B HayqHrlre rpyAoBe Ha KaHA[Aara ce xapaxrep 3upar c ahcoKa creneH Ha

3Ha'lHMocr. npeMoxeHlrre MoAenfi, xoHqenqy.v u noAxoAu, ce xoaa6uxrpar I u[poK!4 HanpaB,leH,,,r
Karo ,,MpexoBa chrypHocr B xoMnorbpH!4Te cv,ctettu ",,,KoMnrexcx 3a cxrypHocr npy x3rpaxAaHe I
MoHr4TopxHr B SCADA 14HAycrpl4anHx cucrelrr" A ,,MoAenu, MeroAt..t 14 cpeACTBa 3a MoHl4TopxHr Ha



cvrypHocr 14 AocrbnHocr Ha KoMnlorlpHx Mpexr". orpoMHUAf 6poh qhrxpaHxg no*a3Ba 
'[coxaraoqeHKa 3a xaHAHAara cpeA HayqHhre cpeAr y Hac x B '{yx6hHa. Bcx,tHta nocor{eHr HayqHr AefiHocrxMorar Aa 6t4ar uxrerprpaHr{ 3a peuaSaHe Ha BaxHr HayqHo-npxnoxHx 3aAaqx A Ra3ycu B pa3nuqHx

coepx Ha Haykara 14 hHAycrpnsra.

s.NprarrqHra 6enexxu 11 npenopbxx

HsMaM clulecrBeHt :a6eaexxr no o$opunexrero ra 40RyMeHraqxflTa 3a yqacrr4e I BoHKypca. l4MaM
cneAHHre npeaoplxll
nphnoxeHUe:

. floBrrluaBaHe

Quuaxcupaur

oruocxo 6-u4eqara HayqHo-h3cneAoBarencKa pa6ora lr npaKTta,{ecKoro l,,r

Ha y'lacrxero B Haq[oHanH],l x MexAyHapoAH[ npoexrx, nfly,L\uupaHu n
no pa3nhqHx oneparrBBH nporpaMu or Eaponeicxrn clo:;. noBhuaBaHe Ha ny6nrxaquoxxara 4efitocr s o6,flacrra Ha nhcaHe re yve6Htqra u yle6rr

MaTep anx;
. Pa3uxpf,BaHe Ha HayqHo-!43creAoBare,ncxara AeiHocr c o6yveHre Ha AoxropaHTr.

3AK/ OqrH14E

npruroxeHxre or rn ac.q-p rHx reoprfi LroqeB AoKyMeHTn no KoHxypca 3a 3aeMaHe Ha aka.qeM[qHa
M-bxHocr ,,AoqeHT" orroBapflT aa 3pACp6, [lpaBxnHxka 3a Heroaoro flp[noxeHxe r npaBxnHlxa 3a
peAa x ycnoBhsTa 3a 3aeMaHe Ha aKaAeM['{Hl4 AI}XHOCTT4 B TeXHr.]ecKr ynraaepcrrer - CoQrn o vacna
:a A,!, ".!,oqeHr"'.

Bb3 ocHosa Ha 3an03HaBaHero c npeAcraaeH,,re HayqHx rpyAose, TrxHara 3Hay14Mocr, c.bAbpxaqhre
ce B Trx HayqHx, HayqBonpl4.rloxHx n npunox<Hr1 npLHocv, HaMxpaM 3a oc8oBaTenHo Aa npea,noxa rn.
ac. A-p feoprn PyMeHoB l"lovea 4a 3aeMe axaAeMx,lHara p,,lxHocr ,,.{oqenr,, a npo@ecroxanno
HanpaBneHre 5.3."KorvryHr,rxa qroHHa h HoMnlorbpHa rexrrxa", cne44anHocr ,,Kor,,rnmrupur,r q4creM[,
r(oMn,nekcl,t r ltnpexu ".

p,ara:

6.03.2023r

tl/l EH HA iI(YPhTO:

/4or1. 4-p M. Kapo



OPINION
in a cornpetition for the academic position of "ASSOCIIATE PROFESSOR" in: the field of Higher

education 5.3 Communicatiotr and Computer Technology, scientific specialty " "Computer SysLms,
Complexes and Networks"

announced in the State Gazette No. 94125. I I .2022
with candidate: Assistant Professor Georgi Rurnenov'fsochev, PhD

Member of the scientific jury: Assoc. Prof. Eng. Milena Nikolova Mileva-Karova. phD.

l. General characteristics of the research and applied research activities of the
candidate

The candidate Assistant Prof-essor Georgi Tsochev parlicipates in the cornpetition rvith a
habilitation thesis - monograph " RESEARCH ON CYBER-PHYSICAI- SYSTEMS SIICL]RITy". a
total of l6 scientific publications in publications tlrat are referencecl ancl inclexed in worlcl-renorvnecl
databases lvith scientific information aud 2l scientiflc publications in non-referenced peer-reviewed
journals or in edited collective rvorks. All of thern reflect the rnain results of the candidate's research
work. The presented nronograph is a work of 260 pages, which reflects the issues related to the
essence of information security, the main types of threats, as well as the general conceptual framervork
and approaches to ensure reliable protection of cyber-physical systems.

The Assistant Professor Georgi Tsochev participates in a total of 4 research projects. In 2 of them
(intemal to TU-Sofia) he was the scientific supervisor, in the otlrer 2 (national iroject and project
runder the NI fund) he was a teatn menrber.

'Ihe scientific works can be classified by fype as follor,vs:

' 3 independent repofts and 1l collective participation in reports at international conferences,
referenced in the Scopus database:

' 1 independent publication in a .iournal refereucecl in the Scopus database and I collective
publication in a journal (Q3, sJR:0.226). referencecl in tlre ScopLrs database:

'3 independent publications in non-refereed iuternational DB journals;
'9 independent publications in nou-ref'ereed international DB conf'ereuces:
' 9 collective publications in non-refereed internationar DB conf'erences;
. 2 publications in Bulgarian, the remaining 35 - in Englislr.
The significallt excess ol'the points in the regulated categories of national minimulr scientometric

indicators achieved by the applicant's nrain activities is striking. as follows:
' group "G7" arld I'G8r' - scientific publications irt refereecl and non-refereed editiols:466 points

rvith 200 points required;
o group t'Dl2rr and "l)14" - citations or rcviews in scientific ref-ereed or rron-refereecl eclitions: 582

with the required 50 points;

' Group "E" - participation in a national scientific or eclucational project, project management and
publication of a university textbook: 70. rvith 0 points requireil;

. (iroup "C" - horary of guided lectures l'orthe last three !ears in Bulgarian universities:209, out ol.
the required 30.

The total poiltts collected in the repoft fbr the fulfillment of the nrinirnum requirements of the
regulatiot-ts tbr occupying the acadernic position "Associate Prof-essor" are 1457, ivhiclr are more tharr
necessary and shor.v the exceptional activity of the candidate. and I can give an extremely high
assessrnent of his scientiflc research and applied scientiflc activity.

The Associate Professor Georgi Tsochev is a nrember of 6 scientific organizations. respectively
"Association of Automatiott and Infbrrnatics" (SAI). IEEE Buglarian section. Association for
C-ornputing Machinery (ACM), Union of Electronics, E,lectrical Engineering and Cornmunications
(CEES)" the editorial board of the nragazine "Problems of E,ngineering Cybirnetics and Robotics',,
Union of Scientists in Bulgaria. Section Technical Sciences.

The candidate has an extensive practical experience as a programnler, an adrninistrator and a
system administrator. The attached documents are couvincing eviclence of tlre candidate's scientific
and prof'essional competence.



ln conclusion:the candidate meets the requirenrents of all groups of indicators lbrJSC,,Docent,,ir.r
the Higher Education Institution "Technical Sciences".

2. Evaluation of the pedagogical preparation and activity of the candidate.

The Associate Professor Georgi Tsochev. PhD. is distinguishecl by extensive teaching experience in
the fields of "Nettt'ork and Infonnation Securitv" I'or the speciaity "lnfbnnation Technologies in
Industly", "Ittfbrmation Security" fbr the specialty "Computer Science" apd "Netr.vclrk and Irrfbrmaticln
Security". for tlre specialty "Computer ancl Software lingineering,'.

For the last 3 acadelnic years. the Assistant Prof'essor Georgi Tsochev, phD has held 209 hours of
lectures. The high share of taught disciplines is confirried by quantitatively exceeding the
scientometric index "G" - 209 against the minimum requirements fbr ihe position - 3d points.

ln cottclusion: the candidate has academic and pedagogical preparation for holcling the p6st of
Associate Professor.

3. Main scientific and apptied contributions

I accept the applied contributions as the candidate has fornrulated them. I believe that the second
scientific contribution is more ol'a scientific-applied one. bearing in minct that the conduct of training
courses is a practical activity and the concept of thenr is a scientific activiry.

. Scientific
I. A theoretical rnoclel has been developed for the protection of devices operating in SCADA

systettts that catt directly cotnmulticate and interact u,ith various field devicer rr.i as sensors. valves.
pumps. motors, drives and others, through polling technology'. (83.1, G7.l t. Gg.l0)

. Scientifically applied
1. It is proposed to apply intelligent methods 1o increase security in cornputer netrvorks au<J

systems, by introducing elements of aftificial intelligence in the rnethodi of deteciing cyber threats at
different levels. (G8.2, G7.l 0, G8.12, G8.l 5, G8.l 7)

2. Various adaptive optirnization techniclues for smaft grid security are investigated an6 olassified.
As a result of the analvzes carried out. reconciliation between diff'erent appioaches irr intruder
detection systems is proposed. (C8.1l, G7.14,G7.16)

3. A classiflcation of the most common vulnerabilities in business infbrmation systeurs is proposed,
based on which recommendations are made fbr protection and countermeasures against various types
of threats directed ar them. (G8.1 , G7.5)

4. Key issues in critical information infrastructure are classified. through analysis of SCADA
systems and Industrial 

.lnternet of Things. The compatibility between traditional ilformation systems
and those for industrial process uranagemert has beerr investigatecl by applS,ing differcnt nrethocls of
artificial intelligertce. 1'he possibilities for their application irr specific ur"ri of sict,rity are considered.
(83.1, C7.3, G8.4. G8.8. C7.8, C7.12.G7.13, G7.15)

5. A concept tbr developing c1''ber security training courses fbr cornputer ancl software elgineerilg
students is proposed. (G8.6. G7.9. G8.9)

. Applied
I. Recommendations for the use of different VPN technologies and their classification have been

developed based on research. A system combining network ancl host-basecl intrusion <Jetection s),stems
(IDPS) in a distributed lteterogeneous network envirorrnrent is investigated. The inpact of this system
ott increasing the effectiveness of intrusion and intruder detection andl'eclucing the ialse alarm rate has
been demonstrated. (G8.18. G7.4, G8.13. G8.16, Cg.2 l)

2. A set of criteria have been formulated lor the developrnent ol secure software applications to
ensure the availability, confidentiality and integrity of information systems. (G7 .6, G7.7)

3' A model for the protection of a cyber-physical system rvas developed and programmatically
implemented using methods from anificial intelligence. such as machine learning ancl seural networks
fbr the preventive detection of DoS and DDoS attacks. (Gg.5, cg.l4)

4. Requiren-rents for cottducting electronic and distance learning in the field of engineering sciences
have been developed. A system fbr conducting renrote classes on computer netr,vorks has been
irnplemettted. Paid and fi'ee products that provide this capability have been analy,zed. "l"he systenr is
built using operl source. (GS.i. G8.7, G7. 1, G7 .2^ G24.1)



5. A national e-learning platfornr in the field of r.ruclear energy CLP4NET has been implenrented.
(G8.19, G8.20)

The candidate ltas applied a llrollographic rvork in the fielcl of security in cyber-physical systems."l'he studies canied out and described in the monographic rvork predetermin" ttr.'large .unrber of
contributions. The candidate has specified 66 citations of scientific works, of rvhich 55 are i,
publications placed in refereed editions in the Scopus database and I I citations in no,-ref'ereed
editions. The reflected citations confirm the good accessibility and a highly positive evaluation of the
scientific results rvhen familiarizing the scientific communify in the countryland abroad.

Predominantly, the applicant is the lead author of a large proportion of'the publications. Tlrerefore,
it can be argued that the above contributions reflect the applicant's significant contribution to the
results achieved.

4. Significance of contributions to science and practice

The specified contributions in the candiclate's scientific rvorks are characterizecl by a 5igh clegree of
significance. The proposed models. concepts and approaches are combined in broacl clirections suclr as
"Network security ilt computer systelns", "securitv complexes cluring cgustruction aud monitorirg in
SCADA industrial systems" and "Models, methods and tools fbr rnoiitoring security ancl availability
of computer netw'orks" . T'he huge number of citations shorvs the high erlluation of the candidate
amongthe scientific circles at home and abroad. All mentioned scientilic activities can be integrated to
solve important scientific-applied tasks and case studies in various fielcls of science ancl industiy..

5. Critical remarks and recommendations

I have no significant comnrents on the clocumentation for participation in the cornpetition. I have
the following recommendations fbr a future research and a practical applicarion:

' An Increasing participation in National and lnternational proje"tr initiut"d and financed under
various operational programs of the European Union;

' An Increasing publication activity in the field of writing non-textbooks and teaching materials:
'An Expansion of research activity with training of cloctoral students.

CONCLUSION

A large number of significartt scientific papers have been presentecl. There are enough origirral
scientific and applied corrtribtrtions in tlte rvorks. rvhich have receivecl irrternatio,ral recogniiion.
Assistant Profbssor. Tsochev is an authoritative lecturer. Based on the acquaintance with the prese,ted
scientific papers' their significance. the scientific, applied and applied contributions contained in them,I find it reasonable to propose Assistant Professoi Georgi Rumenov Tsochev to take the academic
ptlsition "ASSOC. PROFESSOR" in the professional fielcl: 5.3 "Communication and conrputer
technology". specialtv : " "Computer Systenrs. conrplexes and Netrvorks,'.
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