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1.06w4a xapaKTepUCTMKA Ha HayYHOM3CAeA0BaTeNCKaTa U Hay4YHONPUNOIKHATA AEAHOCT Ha KaHAMAATa

KaHanaatsT rn. ac. a-p uHsk. Feopru Lloyes yuacrsa 8 KOHKypCa € XxabuanTaumoHeH Tpya -moHorpadua
M3CNEABAHE CUTYPHOCTTA HA KWBEP®U3IUYHUTE CUCTEMWY, obwo 16 HayuHu nybaukaumu B
W3AaHUA, KOWTO Ca pedeprpPaHi U MHAEKCUPAHU B CBETOBHOM3BECTHYM 6a3n AaHHU C Hay4YHa nHbopmauma
W 21 HayuHu nybamkaumn 8 HepedepupaHn CNMCaHUA C HAayuYHO peueHsnpaHe WAWM B peaakTMpaHu
KONEKTMBHU TPDyAOBE. BCUYKN Te OTpasaBaT OCHOBHUTE PE3y/ITaTh OT Hay4HO-U3CNeA0BATENCKA paboTta Ha
Kananaara. NpeacraseHara moHorpadma npeacrasnasa ob6emuct TPyA o7 260 cTpaHuum, KOWTO OTpasssa
npobnemure, CBbP3aHU CbC CHLLHOCTTA HA MHDOPMALMOHHATA CUIYPHOCT, OCHOBHUWTE BUAOBE 3an/axm,
KakTo M obuwata KoHUenTyanHa pamKa W NOAXOAW 3a OCUTYPABaHE Ha HaAEeX/Ha 3awmTa Ha
knbepdusnunute cuctemu.

In.ac. leopru Llowes e yyactsan o6uwio 8 4 Hay4HO-U3CnenoBaTeNCkU npoekTa. Ha 2 oT Tax (BbTpeluHu
3a TY-Codusn) e 6un HayueH pbroBOAUTEN, B OCTaHanuTe 2 (HauMoHaneH NpoekT U NpoekT no Gong HN) e
YJEH Ha KONEKTKBaA.

HayuHuTe Tpys0Be MOraT Aa ce KnacuduumpaT no BUA KaKTo cneaBa:

* 3 CaMOCTOATENHW fAoKNaga M 11 KONeKTUBHU y4actua B AOKN3AM Ha MEMAyHapoaHW
KoHdepeHuun, pedepupann B B/ Scopus;

* 1 camoctoatenta nybaukaums u 8 cnucaHue, pedepupaHo 8 Bl Ha Scopus U 1 KONeKTUBHA
nybaukauma 8 cnucanme (Q3, SIR=0.226), pedepupaHo 8 BJ] Scopus;

* 3 camocroaTenHn nybankauum 8 HepedepupaHu s MexayHapoaHu Bl cnucaHuma;

* 9 camocroaTtenHn nybaukauum B Hepedepupanm mexayHapoaHu b KoHpepeHuymm;

* 9 KonekTMBHM nybnnKaymum 8 Hepedepupanu mexayHapoaHn B/ KoHdepeHumu;

*  2nybaukaummn Ha BbArapCKKU e3uK, OCTaHaAUTe 35 - Ha aHFUIACKM e3UK.

MpasBu BreuatneHue 3HAUUTENHOTO NPEBUIIABAHE HA TOUKWUTE NO pernameHTUpaHnTe KaTeropuu
HAUMOHANHM MWHWUMA/IHN  HAYKOMETPWYHM MOKa3aTeNu, MNOCTUIHATM OT OCHOBHWTE AEWHOCTM Ha
KaHAWAaTa, KakTo cnenBa:

* rpyna,l7"vw 8" - Hayurn nybaukaumm 8 pedepupann u Hepedepupann usaanna: 466 TOUKKM Npu

MUHUManHK 200;

* rpyna A12° v 014" - unTMPaHUA MAN PELEH3UM B HayYHM pedepupaHn uamn HepedepupaHm

u3panma: 582 npu Heobxoanmu 50 TouKK;



e [pyna ,E"”-y4acrtna 8 HauMOHaNeH HayYeH UK 06pa3oBaTeNeH NPOeKT, PbKOBOACTBO Ha NPoOeKT
n nybaukyBaHe Ha yHUBEpcUTeTCKO yuebHo nocobue: 70, npu Heobxoanmu O TOUKMK;

* Tpyna,X"-xopapnym Ha BOAEHM IEKUMM 32 NOCAEAHUTE TPU FOAMHM B Gbrapcku YHUBEpCUTETH:
209, npun Heobxognmu 30.

O6uwio cbbpaHnTe TOUKM B CNPaBKaTa 3a M3NbAHEHWE HA MUHUMANHUTE W3UCKBAHMATA OT npaBrHKWKA
33 3aeMaHe Ha akagemuuHaTta anbHocT , JdoueHT” ca 1457, KoeTo e noBeye oT HeobBX0AMMOTO U NOKa3Ba
U3KNKOYUTEAHATA aKTMBHOCT Ha KaHAMAaTa M Mora A3 [am M3KAKYUTENHO BUCOKAa OLEHKa Ha
Hay4YHOM3CNEA0BATENCKATA WU HAYYHONPUAOKHATA MY AEWHOCT.

Fn. ac. Teoprn Uoues uneHysa B 6 Hay4yHW OpraHuU3aumu, pecnekTusHo ,Cblo3 MO aBTOMAaTHKA W
uHdopmatnka” (CAM), IEEE Buglarian section, Association for Computing Machinery (ACM), Cbio3 no
€/IeKTPOHUKA, eNeKTPOoTeXHWMKa M Ccbobwenua (CEEC), pepaxoneruaTta Ha cnucanuve "Problems of
Engineering Cybernetics and Robotics", Cbto3 Ha yueHnTe B Bbarapus, cekuma TeXHUYECKU HayKu.

KahanaamsT uma OoraT npakTUYecku ONUT Kato NPOrpamuct, aaMMHWUCTPATOP W CUCTEMEH
agmMuHUCTpatop. lpuaokeHuTe OOKymeHTM ca  ybeawTenHu AoKasaTencrsa 3a  HayyHata W
NpodecroHanHa KOMNETEHTHOCT Ha KaHAMAATA.

B 3aKkntoyeHue: KaHAMAATLT NOKPUBA M3UCKBAHWATA HAa BCUYKM rpynu nokasaTtenu 3a Afl ,JloueHt” B
OBO "TexHuuecKku Haykn'",

2.0ueHKa Ha negaroruvyeckaTa NoAroToBKa M 4eMHOCT Ha KaHauaarta

fn. ac. a-p leopru Louyes ce otamuvasa ¢ Gorat neparormuecku onut B obnactute ,Mpexosa u
MHOOPMAUMOHHA CUrYPHOCT” 33 cneumanHocT ,MHGOPMAaLMOHHU TEXHONOTMK B MHAYCTpUATa”,
»MHPOPMaUMOHHA CUTYPHOCT" 33 CreunanHocT ,KOMNIoTbpHK Hayku” u ,Mpexosa u MHGOPMaLMOHHa
CUTYpPHOCT", 3a cneuuanHocT ,KOMNIOTLPHO U COPTYEPHO UHKEHEPCTBO".

Obuwo 3a nocnegHuTe 3 akafemuuHn roanHu, r.ac. a-p feopru LUouves e nposen 209 yaca nekumu.
BucokWAT Asin Ha npenoaasaHuTe AUCUMNANHK Ce NOTBbPIKAABA OT KOMYECTBEHO NPEBULLABAHNA B MbTH
HayKOMeTpuyeH nokasaten K" — 209 cpelwy MUHUMANHKU M3MCKBAHMA 33 ANBKHOCTTA - 30 TOYKM.

B 3akniovenme: KaHAMAATLT MMA aKaJeMU4Ha M NefarorMyecka NOAroTOBKa 3a 3aemaHe Ha A/l
JoueHr.

3.0CHOBHM HayYHU M HAYYHOMPUAOMKHMW NPUHOCK

Mpuemam MPUNOKHUTE NPUHOCK TaKa, KAKTO rv e Gpopmynupan kaHaupata. CuMTam, Ye BTOPUAT
Hay4eH NPUHOC € NO-CKOPO Hay4HO-NPUIOKEH, KaTO UMam B NpeaBu/, Ye BOAEHETO Ha yyebHW Kypcose
€ NPAKTUYECKa AENHOCT, @ KOHLENUMATA 33 TAX € HayuHa AeiHOCT.

e HayyHn

1. Pa3paboteH e TeopeTuueH mogen 3a 3aWyTa Ha ycTpoicTea, paboreum B SCADA cUCTEMM, KOWTO
MOTaT AWMPEKTHO A3 KOMYHUKWPAT U B3aMMOAEMCTBAT C Pas/IMyHK NONEBM YCTPOICTBA KaTO CEH30pH,
Knanaku, nomnu, ABUraTeNn, 3aABUKBAHUA U APYTK, Ype3 NONAWHT TexHonorua. (B3.1, 17.11, r8.10)

*  Hay4yHO-NnpuNoMHK

1. MNpeanoKeHo e NpuNaraHeTo Ha MUHTENWUIEHTHW MEeTOAM 33 NOBMIAaBaHe Ha CUTYpPHOCTTa B
KOMMIOTbPHUTE MPEXKKM M CUCTEMU, YPE3 BLBEKAAHE Ha e/IEMEHTH HA M3KYCTBEH MHTENEKT B MeTOAMTE 33
OTKpuBaHe Ha kubep3annaxu Ha pasnnyum Huea. (8.2, 17.10,18.12, 18.15, r8.17)

2. Vscnessaiu v Knacnprumpani ca pasnuyHn afanTyBHU TEXHUKK 338 ONTUMMU3ALMS 38 MHTEAMFeHTHa
MPEXOBA CUIYPHOCT. B pesynTtar Ha HanpaBeHW aHanW3um Ce npej/ara CbBMECTABaHe MEeXAY PasnuuHu
noAxoau B CUCTEMUWTE 33 OTKPUBaHe Ha HapywwuTtenu. (M8.11, 7.14, 7.16)



3. Npegnoxenra e knacuPuKauMA Ha HAM-YECTO CPELAHUTE YA3BUMOCTH B BU3HeC MHHOPMaLMOHHUTE
cucTemm, Ha 6asaTa Ha KOETO Ca HanpaBeH| NPenopbKY 3a 3alMTa U NPOTUBOAENCTBUE CPELLy Pa3fUYHN
BMAOBE 3an/1axu, HACOYeHU Kbm Tax. (8.1, ['7.5)

4. Knacnduumpanm ca KAw40BM nNpobaemu B KpUTHUYHATAE MHPOPMALUOHHA UHBPACTPYKTYPa, Ypes
aHanu3 Ha SCADA cuctemu n MnagycTpuaneH MHTepHET Ha Hewara. M3cieaBaHa e CbBMECTUMOCTTa MeXay
TPaAULMOHHWUTE WHOOPMALIMOHHM CUCTEMM W TE3W 33 yNpaBieHMe Ha NPOMULUNEHW NPOLEecH, Ypes
NnpuaaraHe Ha pas/iMyHU MeTOAM Ha U3KYCTBEHUA MHTENEeKT. Pa3rnesaHu ca Bb3MOXHOCTUTE 33 TAXHOTO
NPUIOXKEHWE B KOHKPeTHM obnacTu Ha curypHocrTa. (B3.1,17.3,18.4,18.8,7.8,7.12,7.13,7.15)

5. MNpegnokeHa e KoHUenuus 3a paspaboTsaHe Ha y4ebHU Kypcose B 0b6nacTTa Ha KMBepcurypHoCTTa
33 CTYAEHTM OT KOMMOTbPHU U COPTYEPHMN MHKEHEPHU cneymanHocTu. (8.6, 7.9, 8.9)

e [puUnoXKHK

1. PaspaboTteHu ca npenopbkwM 3a wW3NoOA3BaHe Ha pasnuuHute VPN TexHonorMm M TAXHAaTa
KnacupuKauma Bb3 OCHOBA Ha HanpaBeHO NPoy4BaHe. M3cneaBaHa e cucTema KOMBUMHMPaLLa MPeXKosu 1
xoCT 6as3upanu cucTeMmn 3a OTKpUBaAHe Ha HapywwuTtenwm (IDPS) B pasnpegeneHa xeTeporeHHa MpeXKoBa
cpesa. [emMOHCTPUPaHO e BAMAHMETO Ha Ta3u CUCTeMa BbPXY NOBUILIABAHETO Ha edEeKTMBHOCTTa 3a
OTKpUBaHE Ha NPOBMBYM W HAPYLIMTENIM U HAMA/IABAHETO Ha NPoUeHTa Ha danwumsm anapmu. (18.18, 7.4,
rg.13,r8.16, ra.21)

2. PopmynrpaHm ca Habop OT KpuTepuu 3a pa3paboTBaHe Ha 3aWMUTEHN COPTYEPHU NPUIOKEHUA, 33
Aa Ce rapaHT1pa HaNMYHOCTTa, NOBEPUTENHOCTTA U LEAOCTTa Ha MHPopMauuoHHUTe cuctemu. (7.6, 17.7)

3. Pa3paboTeH M NporpamHO e peanu3upaH MOAEN 33 3aWmTa Ha KubepduanuHa cuctema, upes
M3N0N3BaHETO Ha METOAMU OT M3KYCTBEHMA MHTENEKT, KaTo MalUHHO 0ByyYyeHue 1 HEBPOHHM MpPEXHU 3a
npesaHTUBHO OTKPWBAHE Ha aTaku ot Tun DoS u DDoS. (8.5, 8.14)

4. PazpaboteHn ca M3WUCKBAHMA NPU NPOBEKAAHE HA ENEKTPOHHWM U AWUCTAHLUMOHHU 0byueHus B
obnactta Ha MHXEHepHUTe Hayku. [porpamHO € peanusuMpaHa cucTema 3a npoBexaaHe Ha
AWCTAHLMOHHMW YACOBE N0 KOMMIOTLPHW MPEWU. AHaNM3UPaHU Ca NAATEHU M BE3NNATHU NPOAYKTU, KOUTO
NPefoCTaBAT Ta3n Bb3MOXKHOCT. CUCTemaTa e u3rpageHa ¢ u3nonssaHe Ha otsopeH Kog, (8.3,8.7,17.1,
I7.2,E24.1)

5. BHeapeHa e HauMoHanHa NnaThopma 3a eNeKTPOHHO 0byyeHue B 06NacTTa Ha AAPEHaTa eHepreTuka
CLPANET. (r8.19, 8.20)

KaHanaatsT e npunoskun moHorpaduueH Tpya B obnactta Ha curypHoctta B Kubepdusuuxute
cuctemu. HanpaBeHUTe M ONUCaHM B MOHOrpaduyHus TPy N3cieABaHna NpeaonpeaenaT ronemus 6poit
NpuHOCK. KaHAMAATLT MMa NOCOYEeHN 66 LMTUPAHUA HA HAayYHU TPYA0BE, OT KOMTO 55 ca B nybaukaumm,
nomecrenu 8 pedepupaHn m3gaHua B Scopus 6asa oT AaHHW M 11 uuTaTta B HepedepupaHu U3gaHuA.
OrtpaseHuTte unTMpaHMA NOTBBLPXAABAT A0BPaTa 4OCTLNHOCT M CUIHO NONOKUTE/IHA OUEHKA Ha HayuHUTe
pe3ynTaTv Npu 3an03HaBaHe Ha HayvyHaTa OBOWHOCT B CTpaHaTa U YyKOuHa.

Mpeobnagasallo, KAaHAWAATHLT € BOAELL, aBTOP Ha roNAMa YacT ot nybaukaumumte. CneaoBaTenHo MOKe

Aa Ceé TBbpPAWU, Y& NOCOYEeHUTE MNO-TOPe NMPUHOCK OTpasABaT 3HaYUTEe/IHUA NPMHOC Ha KaHAWA4aTa 3a
NOCTUTHATUTE Pe3ynTaTu.

4.3HauMMOCT Ha NPUHOCUTE 33 HAYKaTa M NPAKTMKATA

loCoOYeHUTE NMPUHOCK B HAay4YHUTE TPYAOBE HA KaHAM/ATa Ce XxapaKTepusmpaT C BUCOKA CTENeH Ha
3HauumocT. lpeanoxeHnTe Moaenu, KOHLENUMK U NOAXOAU CE KOMBWHMPAT B WMPOKM HanpaBneHusa
Kato ,MpeKoBa CUTYPHOCT B KOMNIOTbPHUTE CUCTEMM “, ,KOMMIEKCK 33 CUIYPHOCT NPW W3rpasKaaHe U
moHuTopuHr B SCADA uHaycTpuanHu cuctemu” u ,Mogenn, Metoam U Cpeactsa 3a MOHUTOPUHT Ha



CHTYPHOCT M AOCTBNHOCT Ha KOMMIOTbPHW Mpexu”. OrpOMHUAT Bpoit LMTUPaHUA NOKAa3Ba BUCOKATa
OUEHKa 3a KaHAWAATa Cpej, HAYYHUTE CPefM Y Hac M B YyKOMHA. BCUYKM NOCOYEeHM Hay4YHU OeMHOCTY
morart la 6b4aT UHTErpUpPaHK 3a pellaBaHe Ha BayKHM HAaY4HO-NPUNOMKHM 33a41 1 KA3yCK B PasAUdHK
chepu Ha HayKaTa u UHAYCTPUATA.

5.KputnuHmn benexku u npenopbvku

Hamam covliectsenn 3abenemkn no ohopmaenmeTo Ha AOKYMEHTaALMATa 3a y4acTUe B KOHKypca. Mmam
CNEAHMTE NPENOpbKM OTHOCHO ObfellaTa HayyHO-u3cnepoBaTencka pabota u NPaKTUYECKOTO U
NPUAOKEHWe:

¢ [oBuwasaHe Ha yuyacTMeTo B HauMOHaNHW W MexAayHapoAHN NPOEKTU, WHULUMUPAHU U

$uHaHCMpaHu No pasnuuHu onepatMeHU nporpamu ot EBponeitckun cbios;

* [losuwasarne Ha ny6auKauMOHHaTa AeHHOCT B 061aCTTa Ha NucaHe He yq4ebHUUM U yuebHu

martepuanu;

* Pa3swnpasaHe Ha Hay4YHO-WU3C/NeL0BaTENCKATA AEHHOCT C 0byueHMe Ha AOKTOPaHTH.
3AKMKOYEHUE

NpunoxeHwnTe ot 1. ac 4-p uHx. leopru Lioues AOKYMEHTK N0 KOHKYPCA 3a 3aeMaHe Ha akagemuyuHa
AMbRHOCT |, [louenT” oTroBapaTt Ha 3PACPB, MpaBuaHuKa 3a HErOBOTO npunoxeHue un MNpaBunHuka 3a
PEAa N yCN0BMATa 32 3aemaHe Ha akaAeMUUYHK ATBHMHOCTH B TeXHUYECKM yHusepcuTeT - Coduma B yacTra
3a Al “OoueHTt”",

Bb3 ocHoBa Ha 3ano3HaBaHeTo ¢ NnpeacTaBeHUTE Hay4HU Tpy0Be, TAXHATA 3HAUYMMOCT, ChbAbPMKaLUTE
CE B TAX Hay4HW, HAYHHONPUNOMKHU W NPUNOMKHW NPUHOCK, HAMMPAM 33 OCHOBATENTHO Aa npeanoxa ra.
ac. A-p leoprn PymeHos LloueB aa 3aeme akagemwuHata AnexHoct L JloueHt” B npodecuoHanHo

Hanpaenenue 5.3.“KomyHuKauMOHHE U KOMMIOTbPHa TeXHWKA", CneunanHocT “KoMnioTbpHU cuctemu,
KOMIIEKCK M Mpexmn”,

Oara; HNEH HA YPUTO:

6.03.2023r. /nou. a-p M.Kapos /

P



OPINION

in a competition for the academic position of "ASSOCIATE PROFESSOR" in: the field of Higher
education 5.3 Communication and Computer Technology, scientific specialty " "Computer Systems,
Complexes and Networks"
announced in the State Gazette No. 94/25.11.2022
with candidate: Assistant Professor Georgi Rumenov Tsochev, PhD
Member of the scientific jury: Assoc. Prof. Eng. Milena Nikolova Mileva-Karova. PhD.,

1.  General characteristics of the research and applied research activities of the
candidate

The candidate Assistant Professor Georgi Tsochev participates in the competition with a
habilitation thesis - monograph " RESEARCH ON CYBER-PHYSICAL SYSTEMS SECURITY", a
total of 16 scientific publications in publications that are referenced and indexed in world-renowned
databases with scientific information and 21 scientific publications in non-referenced peer-reviewed
Journals or in edited collective works. All of them reflect the main results of the candidate's research
work. The presented monograph is a work of 260 pages, which reflects the issues related to the
essence of information security, the main types of threats, as well as the general conceptual framework
and approaches to ensure reliable protection of cyber-physical systems.

The Assistant Professor Georgi Tsochev participates in a total of 4 research projects. In 2 of them
(internal to TU-Sofia) he was the scientific supervisor, in the other 2 (national project and project
under the NI fund) he was a team member.

The scientific works can be classified by type as follows:

* 3 independent reports and 11 collective participation in reports at international conferences,
referenced in the Scopus database:

* 1 independent publication in a journal referenced in the Scopus database and 1 collective
publication in a journal (Q3, SJR=0.226), referenced in the Scopus database:

* 3 independent publications in non-refereed international DB journals;

* 9 independent publications in non-refereed international DB conferences:

* 9 collective publications in non-refereed international DB conferences;

* 2 publications in Bulgarian, the remaining 35 - in English.

The significant excess of the points in the regulated categories of national minimum scientometric
indicators achieved by the applicant's main activities is striking, as follows:

* group "G7" and "G8" - scientific publications in refereed and non-refereed editions: 466 points
with 200 points required;

* group "D12" and "D14" - citations or reviews in scientific refereed or non-refereed editions: 582
with the required 50 points;

* Group "E" - participation in a national scientific or educational project, project management and
publication of a university textbook: 70, with 0 points required;

* Group "G" - horary of guided lectures for the last three years in Bulgarian universities: 209, out of
the required 30.

The total points collected in the report for the fulfillment of the minimum requirements of the
regulations for occupying the academic position "Associate Professor are 1457, which are more than
necessary and show the exceptional activity of the candidate, and I can give an extremely high
assessment of his scientific research and applied scientific activity.

The Associate Professor Georgi Tsochev is a member of 6 scientific organizations, respectively
"Association of Automation and Informatics" (SAI), IEEE Buglarian section, Association for
Computing Machinery (ACM), Union of Electronics, Electrical Engineering and Communications
(CEES), the editorial board of the magazine "Problems of Engineering Cybernetics and Robotics",
Union of Scientists in Bulgaria. Section Technical Sciences.

The candidate has an extensive practical experience as a programmer, an administrator and a
system administrator. The attached documents are convincing evidence of the candidate's scientific
and professional competence.



In conclusion: the candidate meets the requirements of all groups of indicators for JSC "Docent" in
the Higher Education Institution "Technical Sciences".

2. Evaluation of the pedagogical preparation and activity of the candidate.

The Associate Professor Georgi Tsochev, PhD, is distinguished by extensive teaching experience in
the fields of "Network and Information Security" for the specialty "Information Technologies in
Industry", "Information Security" for the specialty "Computer Science" and "Network and Information
Security", for the specialty "Computer and Software Engineering".

For the last 3 academic years, the Assistant Professor Georgi Tsochev, PhD has held 209 hours of
lectures. The high share of taught disciplines is confirmed by quantitatively exceeding the
scientometric index "G" - 209 against the minimum requirements for the position - 30 points.

In conclusion: the candidate has academic and pedagogical preparation for holding the post of
Associate Professor.

3. Main scientific and applied contributions

I accept the applied contributions as the candidate has formulated them. I believe that the second
scientific contribution is more of a scientific-applied one, bearing in mind that the conduct of training
courses is a practical activity and the concept of them is a scientific activity.

» Scientific

I. A theoretical model has been developed for the protection of devices operating in SCADA
systems that can directly communicate and interact with various field devices such as sensors. valves.
pumps, motors, drives and others, through polling technology. (B3.1, G7.11, G8.10)

* Scientifically applied

1. It is proposed to apply intelligent methods to increase security in computer networks and
systems, by introducing elements of artificial intelligence in the methods of detecting cyber threats at
different levels. (G8.2, G7.10, G8.12, G8.15, G8.17)

2. Various adaptive optimization techniques for smart grid security are investigated and classified.
As a result of the analyzes carried out, reconciliation between different approaches in intruder
detection systems is proposed. (G8.11, G7.14, G7.16)

3. A classification of the most common vulnerabilities in business information systems is proposed,
based on which recommendations are made for protection and countermeasures against various types
of threats directed at them. (G8.1, G7.5)

4. Key issues in critical information infrastructure are classified, through analysis of SCADA
systems and Industrial Internet of Things. The compatibility between traditional information systems
and those for industrial process management has been investigated by applying different methods of
artificial intelligence. The possibilities for their application in specific areas of security are considered.
(B3.1,G7.3,G8.4, G8.8, G7.8, G7.12, G7.13, G7.15)

5. A concept for developing cyber security training courses for computer and software engineering
students is proposed. (G8.6, G7.9, G8.9)

» Applied

1. Recommendations for the use of different VPN technologies and their classification have been
developed based on research. A system combining network and host-based intrusion detection systems
(IDPS) in a distributed heterogeneous network environment is investigated. The impact of this system
on increasing the effectiveness of intrusion and intruder detection and reducing the false alarm rate has
been demonstrated. (G8.18, G7.4, G8.13, G8.16, G8.21)

2. A set of criteria have been formulated for the development of secure software applications to
ensure the availability, confidentiality and integrity of information systems. (G7.6, G7.7)

3. A model for the protection of a cyber-physical system was developed and programmatically
implemented using methods from artificial intelligence, such as machine learning and neural networks
for the preventive detection of DoS and DDoS attacks. (G8.5,G8.14)

4. Requirements for conducting electronic and distance learning in the field of engineering sciences
have been developed. A system for conducting remote classes on computer networks has been
implemented. Paid and free products that provide this capability have been analyzed. The system is
built using open source. (G8.3, G8.7, G7.1, G7.2. G24.1)



5. A national e-learning platform in the field of nuclear energy CLPANET has been implemented.
(G8.19, G8.20)

The candidate has applied a monographic work in the field of security in cyber-physical systems.
The studies carried out and described in the monographic work predetermine the large number of
contributions. The candidate has specified 66 citations of scientific works, of which 55 are in
publications placed in refereed editions in the Scopus database and 11 citations in non-refereed
editions. The reflected citations confirm the good accessibility and a highly positive evaluation of the
scientific results when familiarizing the scientific community in the country and abroad.

Predominantly, the applicant is the lead author of a large proportion of the publications. Therefore,
it can be argued that the above contributions reflect the applicant's significant contribution to the
results achieved.

4. Significance of contributions to science and practice

The specified contributions in the candidate's scientific works are characterized by a high degree of
significance. The proposed models, concepts and approaches are combined in broad directions such as
"Network security in computer systems", "Security complexes during construction and monitoring in
SCADA industrial systems" and "Models, methods and tools for monitoring security and availability
of computer networks" . The huge number of citations shows the high evaluation of the candidate
among the scientific circles at home and abroad. All mentioned scientific activities can be integrated to
solve important scientific-applied tasks and case studies in various fields of science and industry.

S. Critical remarks and recommendations

[ have no significant comments on the documentation for participation in the competition. | have
the following recommendations for a future research and a practical application:

* An Increasing participation in National and International projects initiated and financed under
various operational programs of the European Union;

* An Increasing publication activity in the field of writing non-textbooks and teaching materials;

* An Expansion of research activity with training of doctoral students.

CONCLUSION

A large number of significant scientific papers have been presented. There are enough original
scientific and applied contributions in the works, which have received international recognition.
Assistant Professor. Tsochev is an authoritative lecturer. Based on the acquaintance with the presented
scientific papers, their significance, the scientific, applied and applied contributions contained in them,
I find it reasonable to propose Assistant Professor Georgi Rumenov Tsochev to take the academic
position "ASSOC. PROFESSOR" in the professional field: 5.3 “Communication and computer
technology™, specialty: ""Computer Systems, Complexes and Networks".

06.03.2023 Signature:
/Assos. Prof. M.Karova, PhD/



