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PETIEHSI'Ifl

KoHKypc 3a 3aeMaHe Ha aKaAeMI{qHara AJIbxHocr "goI1eHT"
a upoSecraoHaJlHo Ha[paBJlenze 5.3. KorvrynnraqroHHa il KoMrrrorbpHa rexHlrKa
c rt eq pI aJI H ocr,, Ko M flrorbp H I,I cn creM I,I, Ko MfI JI eKc t4 u Mp e]KLr"
o6sseH r ,{rpxaneH BecrHr{K, 6p. 94 or 25 noerrarpu2l22 r.
KaHAI{Aar: rur.ac. A-p rHrs leopru Pyrvrenon I{o.ren
perleH3enr: npoQ. A-p A.nexcaHAbp Bor4anon Berapcxn

1. O6ruu noJrolmeHlrn n 6norpaQu.urn AaHHrr

Konrypcrr 3a aKaAeMI.IqHara AnbxHocr ,,4oqeHT" n upoSecuoHajlrHo
HarIpaBneHI{e 5.3. Kouryuuraqr4oHHa il KoMnrorbpHa rexHr.rKa, cfleq[zurHocr
,,KoMfltor"bpHl{ cHcreMI{, KoMfIJIeKcIa rI Mpexl4" e o6flBen n ,{rpxaBeH BecrHr,Il<,6p.94
or 26.11. 2021 r. LI B caina na Texnu.recKr,r yHr4Bepcr{Ter - CoSrax 3a HyxArdre Ha
KareApa ,,ZuSoprrlaII[IoHHLI TexHoJrorrru B r{H.{ycrpt4flTa" ua $axylrer "KoMlrorbpHr,r
crrcreMl,I r4 TexHonotkrut" rrpv Texszqecxn yHr,rBepcl{Ter - Co$ux.

KanAIa.qar uo o6xseHl4, KoHKypc e rJr.ac. A-p uHx. feoprra Pynaenon I{ouen or
KareApa "LlHSopnaaqrroHHr,r rexuoJrorr4r.r B r.rHAycrpr4flTa" Ha @arylrera
,,KourlorspHr4 cI,IcreMI4 Id rexuoJlotkrvr" upu TexnuqecKu yHl{Bepcr{Ter - CoQux.

.{oxyrvreutuTe rlo KoHKypca ca npeAaAeHr{ B npe.{rlu1eHyrs, cpoK r4 orroBaprr
HarIbJIHo Ha [3LIcKBaHLIrTa na 3arOna 3a piBBr4Tr4e Ha aKaAeMr,rqHrafl cbcTaB B

Peny6nura Buraplrr, IlparurHrara 3a HeroBoro rrpunaraHe v llpanumruKa 3a
ycnoBllrra 14 peAa sa npu4o6uBaHe Ha HaytrHr.r crerreHr.r s TY - CoQur.

fl. ac. a-p leopru I{ouen e poAeH na 05.12.1988 r.3anrpmBa cpeAHoro crl
o6pa:onau[e B "TexHoJloturrHo yrrr.rnurrle - ElerrpoHHu cr.rcreMu" KbM TY - Co$ur n
rp. CoSux upes 2008 r. Ilpes 2012 r. ce Ar.rrnoMprpa B TexHzqecxn Ynznepcr{rer B

rp. CoQur raro 6axanaBbp r4HxeHep, a rpe3 2013 xaro Marr,rcrlp r,rHxeHep 868
(Daxyrrer KouurorupHr.r crrcreMkr Lr yilpaB.rreHr{e, Ty - Co$ux. llpe: 2016 r. ce
AI{nnoMLIpa e TexHI,IqecKLI YHIanepcrErer B rp. CoQur Karo r4HxeHep-MeHr{Axbp B

Cronaucxu Qaxynrer n TY Co0rar. 3a.{ucreH e B peAoBHa AoKropaHrypa BbB
@arylrer KoltnrorrpHu cr4creMu r{ ylpaBneHr4e rrpe3 2014 r. Orquclen e c npaBo Ha
3AIIII,ITA I,I 3AIII{TABA AI,ICEPTAIII{OHEH TPYA NPE3 2018 r. HA TEMA ,,?I3CIE4NAHE HA

MeroAt4 or I{3KycrBeHr,rfl r.rHTeJreKT 3a npl4noxeHr.re B KoMlrorbpHara MpexoBa
crarypHocr". B nepuo4a 2010-2014 r. e Ha3HaqeH Karo rporpaMr4cr ua co$ryepHu
npvnoxeHr.r, e TY Co$zx. B nepr{oAa 2015-2016 r. e Ha3HaqeH Karo
aAMI..IHI{crparop, uu$opuaq}roHHr.r crrcreMr.r n YHunepcr.rrer rro Apxrarerrypa,
Crpoure:rcrBo H feoAeslas. B uepzoga 2014-2019 r. e Ha3HarreH Karo cr{creMeH
aAMVHLIcrparop B Ty - Co$ur. llpea 2019 r. creqerrBa KoHKypc r4 e Ha3HaqeH 3a
uIaBeH acucreHT rlo cnequaJrHocr < KourrcrlpHu clrcreMr{, KoMfrJreKclr I4 Mpexra > B
KareApa ,,KourlorspHl4 cucreMu" Ha Sarynrer "I{n$oprrarlrdoHHrr rexHoJror}rr{ B

uH1ycrpuflTa" ilpLt Texnra.recxu )iHr{Bepcr{Ter - CoSur.



2. O6qa xapaKTeplrcr[Ka Ha HayqHo-rr3cJreAoBareJrcKara Ir HayrIHo-
[pr{JroxHa gefiuocr Ha KaHAlrAara

fu.ac. A-p HHx. feoprn I{ouen fracrBa B Hacrorulus KoHKypc c 37 HayqHI,I

uy6rmxaquu, 1 uonorpaQrEuHo r.r3cneABaHe Ha reMa ,,Ll3cre1BaHe cl{rypHocrra Ha

xu6epSurnqHraTe cficreMpr" u 1 yre6uo roco6ue.

fIOKA3ATEJI A. ,{rlcepraqr.roHeH rpyA 3a rprrcbxAane na OHC ,,loKrop"
IIo noragarer A - 50 ro.mu, Mr,rHraMturHr{ r{3r4cKBaHus, - 50 ToqKLI:

IIOKA3ATEJI B. Xa6muraurroHeH rpyA - uoHorpaQun
f. I{o.ren pr P. frouuEnon, [I3cleABaHe cr{rypHocrra na xra6epSusu.ruure cpIcreMI,I,

|4s.{arercrno ,,O6pasoBaHr.re H rro3HaHr{e",2020,258 c.,ISBN: 978-619-7515-21-3, e-

ISBN: 97 8-619-7 515 -22-0
IIo uorasaren B - 100 rourur, MHHlrMuLrrHr{ }r3r4cKBaHuq - 100 ToqKu:

Hayvnure uy6rurraqr.rn Ha ur.ac. A-p lIHx. feoprz I-{ouen Morar Aa ce

npe.qcTaBflT IIo cneAHr.r.f, Harrr4H :

- 16 Hayurn uy6rurarlr{r4, B pr31anprfl, KoHTo ca peQepupantr u I{HAeKcI,IpaHrI B

cBeroBHo H3BecrHr4 6azu La:cI:Hu c HayLrHa unoopvraqux (nora:arel 17)
- HayrrHH ny6mxaquu B perleH3r{paHr,r cflucaHr.rfl 2I n HepeQepupanur

cilvrcar;as. n Burapufl c Ha) rHo perleH3lrpaHe r.rnu B peAaKTIrpaHH KoIeKTI,IBHI4

TpyAoBe crrucaHvrfl, (uo xa:aren 18) ;

Toqru ro rroKa3aretm f7 u 18 o6uto ca 446; Mr.rHr.rMiuIHIl H3I,IcKBarrus, - 200
TOqKI,I.

Toqru no noKzBarerru [12 u [14 o6ulo ca 582; MHHHMiLrrHvr vt3ucKBauus - 50

TOTIKU:

- rlr4Tr,rpaHr,rr n uy6nnrar\ywt, pe{epuparu{ }r r{HAeKcr.rpaHr4 B cBeroBHo I,t3BecrHI{

6a:Ia Aansll c HafrHa ranQopuaqkrfl, tto noKa3areJl !]2 - 550 to.Iru: \vrupaHur vnkt
perleH3r{r.r n uepeQepvpanil crrurcanus. c HayqHo perleH3r,rpaHe no noKa3areJl il14 - 32

TOIIKH.

KanArEAamr r.rMa 6 cauocroflTelrnLr ny6ru.rraquu. Karo aBTop Ha BTopo Mrcro e
n 4 uy6maralllru.

IIOKA3ATEJI E18. Y.racrue B HaurroHaJreH Hayqeg rrJrrr o6paronarelen
rrpoeKT

Yqac'rue n 2 4oronopa:
l. Ilpoerr J\lb BG05M2OP00L-2.009-0033,,Crr.ruyrupaHe Ha cbBpeMeHHI'I

HayqHu H3cneABaHr4fl r{pe3 cb3AaBaHe Ha Ha}rrHo-r4HoBaTI,IBHa CpeAa 3a HacbpqaBaHe

Ha MnaAr,r H3cJreAoBareJrr4 or HoBo rroKoJreHrre n Texsuqecrl{ yH}IBepc}ITer - Co$ur n

HaquonalHa KoMflaHr,rfl ,,Xere3orrbrHa unQpacrpyKTypa" s o6racrra Ha HHxeHepHo-

TexHr,rqecxr,rre HayKr.r r.r rexHoJror[rqHoro pa3Br,rrrae, pbKoBoAI,ITel upoQ. Hen'ro Henos
2. flonuuraBaHe HLIBoro Ha MpexoBara u nnQopuauuoHHa cl'IrypHocr tlpe3

u3rron3BaHe Ha I{HToJII,ITeHTHH MeroALI, @HI,I upn MOH, pbKoBoAraren npoQ. a-P
Pyuen Tpu(fonon



IIOKA3ATEJI 824. Ily6rlrrcynaHo yHuBepcrrercro yve6no uoco6ue u;ru
y.re6no noco6ue, Koero ce [r3rroJr3Ba B yqnJrlrrrlHara Mpexa
I. I{ouen u P. TpuSoHoB, Prrono4crso sa ra6oparopHr{ yrpaxHeHr,r.fl rro MpexoBa r.r

nnQoprraaqr4oHHa cr4rypHocr, IlIzgarerrcrso AnaHrapA llpr4Ma,2021, 178 c., ISBN:
97 8 - 6 19 -239 - 62 I -3, e-IS BN : 97 8 - 6 I 9 -23 9 - 622 -0

fIOKA3ATEJI E29. PrrconoAcrBo Ha HayqeH rurn o6paroBareJreH rIpoeKT
1. BsrpeureH HafrHor.r3cneAoBareJrcKr{ [poeKT na Texuuqecru YnunepcuTer -

CoQux "llepcuerrr.rBHn pbKoBoAr.rreJrr.r 2020" Ha reMa "Z3cre4naHe Ha curypHocrra
na rr.r6ep-Sr43r,rrrHr.rre Bpb3Klr B KoHTeKcra Ha KoMrrrorbpHr4Te Mpexrr qpe3 Mero.qI,I or
HoBo rroKoreHr,re", AoroBop 1t201IP0010-09, pbKoBoAr.rreJr rJr. ac. A-p leopru
Ilouen.

2. BlrperueH Ha)^rHor.r3cneAoBareJrcKr.r npoeKT na Texuuqecrfi Ynusepcr,rrer -

CoSur "flepcneru.rBHr.r pbroBoAr.rrenr,r 2021" Ha reMa "LIHTe,qureHTHa cucreMa 3a

orKprrBaHe Ha npoHHKBaHufl, npu xrz6eparaKr.r na rur6ep$H3r,rtrHr.r cucreMu", AoroBop
Ilb211[P0004-09, pbroBoArrrerr rJr. ac. A-p leopru Ilouen.

IIo noxasaren E - 70 rouxu, MHHHMarrHr,r H3r,rcKBaHts. - 0 ToqKu:

rlo ncnqrcu rroKa3areru: o6rqo 1457 ro.rrn.

IlpunoNenv ca,qoKa3areJrcrBeHu Marepr{anu :a rs6poeuure Aefiuocru

3. OqeHrca Ha rreAaror[qecKara noAroroBKa rr AefiHocr Ha KaHAuAara

fr.ac. A-p HHx. feoprn I{ouen rMa AbnroroAurrrHa reAaroruqecra geftuocr,
KOflTO Ce l{3pa3flBa B [pOBeX,{aHe Ha JreKrIHH, ynpaxHeHur, pbKOBOACTBO Ha KypCOBH

npoelrru, r{ Ar.rflnoMHu pa6oru.
Ilponexga JreKrIr{[ nrn Qaryrrrer "KoMn]orbpHu crdcreMrd H TexHoJlorrrrr" no

Ar,rcquilnr,rHure: MpexoBa r,r r,rHxopMarllroHHa cr{rypHocr, KareApa,,ZH$opuaul{oHHLI
TexHoJrorur{ B }rHAycrpuflTa"; Zu$oprraaquoHHa cr{rypHocr, KareApa ,,Kountottpura
uayKz"; MpeNora r4 r{HxopMarl}roHua cr4rypHocr, KareApa KovrnrompHo rI coQryepHo
HH}I(eHepCTBO.

IleAaroruqecKara xnaru$uraqufl. Ha rJr.ac. A-p HHx. feoprra Idouen ce oQopur u
c ycnerxHoTo pbKoBoAcTBo Ha MHoxecTBo KypcoBld 3a4aqv 14 npoeKTH, KaKTo I4 Ha

AranIroMaHTr4.
rlo uorasarer Jtr(: Xopapuyu Ha BoAeH]r neKrlrru 3a nocneAHr.rre rpr,r roALIHa B

6urapcxra ).Hr4Bepcr4Terr.r, aKpeAr,rrrapaHu or HAOA ro AHcIrvrrruIHLI or
npo(pecuonilrrHoro HalpaBJreHrze, B Koero e o6qseH KoHxypcbr, ToqKr,ITe Ha

KaHAV Aara ca 209, MHHraMiurHH r{ 3HcKAaH us 30 TorrKr.r.

Y.re6Hara ileAarorurqecKa r.r ny6:ruraquouna Aeftnocr Ha rJr.ac. A-p HHx. feopru
I{ouen e HarrbJrHo AocrarbqHa H e B o6racrra Ha Hacroflrrl}r, KoHKypc.

I,lgroxenure apryr!(eHTr.r Ha[bJrHo oqepraBar [eAaron{qecKara noAroroBKa LI

Aefinocr Ha rJl.ac. A-p LIHx. feopru l{oven Karo AbJIroroALIIrrHa, BHcoKo



npo$ecuoH€utr{a, c [oAqepraHa MeroAr,rrrHocr vt Harlaque Ha flpxo pr3pa3eHz

npen oAaBaTeJrcKr.r KarrecTBa.

4. OcnosH[ HayrIH[, HayrlHo-rrpnJroxurr rr [plrJroxHrr [prrnocrr

Bcuqxu [peAcraBeHu HayrrHu uy6rmxaquu ca B o6lacrra Ha KoHKypca. B
aBTOpCKaTa CnpaBKa Ca [peAcTaBeHr{ cneAHraTe ocHoBHu HayqHH, HayqHo-np[noxHr,r
vt npunoxHr,r rpr.rHocr.r, cbAbpxarrlu ce B MoHolpa$u.rrum rpya ,,I4screAsaHe
curypHocrta Ha ru6ep$usuqHure cucreMu" u B rrpeAcraBeHraTe 37 Haf{Hr4
ny6nuxaqzpr, ra3BbH uouorpa$uqur{fl TpyA:

HayuHu [puHocrr:

- paspa6oteH e reoperuqeH MoAen 3a 3arrlr.rra na ycrpoficrna, pa6orerrlu B

SCADA cr4creMr.r, orpa3eH n uy6luraquu 83.1,f7.1 I ra f8.10;

- npeAnoxeHa e KoHrrelrluf, sa pa:pa6orBaHe ua yre6Hrl KypcoBe s o6racrra
Ha rr.r6epcurypHocrra 3a cry.qeHTr.r or KoMnrorbpHu u coQryepnn HHxeHepHH
cfleqrraJrHocrr.r, orpur3eua n ny6luKarJLtuf 8.6,f7.9 u f8.9.

Hayuno-uprrJroxHrr [prrHocn :

- npeAnoxeHo e npunafaHeTo Ha uHTeJrr,rreHTHI,r MeToAr,r 3a rroBr{IlaBaHe Ha

cPIrypHocTTa B KoMrIIOTSpHr.rTe MpeXU U CIACTeMr,r, qpe3 BbBeX,(aHe Ha eJreMeHTyr HA

LI3KycrBeH r.rHTeJrer(r, orpa3eHo n ny6rura\uuf8.2, f7.10, f8.12, f8.15 u f8.17;

- LI3CneABaHr.M X,raCU$Uqupanu ca pinnurrHr,r aAanTraBHr,r TexHHKr.r 3a

oIITVMU3aIIr4fl 3a LIHTenr{feHTHa MpeXOBa Cr{rypHOCT rr e [peAnOXeHO CbBMeCTrBaHe

MexAy pa3nHqHu noAxoAH B cr.rcTeMr{Te 3a oTKpHBaHe Ha HapyuuTeJrr4, oTpa3eHo B

uy6rurcaquu f8.1 l,l7.I4 ufl .16;

- npeAnoxeHa e rnacu$uxaqus, Ha naft-.recro cpeqaHr,rre yr3BLtMocrr.r B

6nsnec uu$opuaqr4oHHr,rre cr.rcreMLr lr ca HanpaBeHr,r npelopbKr{ 3a 3arrlraTa r,r

rlporuBoAeficrsue cpeqy pmnr,rqHu Br,rAoBe 3arrJraxlr, orpa3eHo n uy6rurxaquu f8.1 n
f7.5;

- xracuQrarlupaHu ca Kffoqonu rpo6reMu B Kpr.rrr{qHara ranSopnarlrroHHa
un$pacrpyrrypa, qpe3 aHanus Ha SCADA cucrerupr n I4H4ycrpuuureH I,Iurepuer ua
Helrlara, H3cJreABaHa e cbBMecrrrMocrra MexAy rpaAr.rrlnoHuure uu$opMaqr{oHHr,r
cHcTeMr.r r4 Te3r,r 3a yrrpaBneHr.re Ha npoMHrrrneHH [poqecH, qpe3 npHnafaHe Ha

pzBnlrrlHu MeroAr,r Ha [3KycrBeHur uHTeJrercr, orpa3eHo n ly6luraquu B3.1, f7.3,
f8.4, f8.8, f7.8, f7.12,f7.13 uf7.l5.

flpn;roxnrl flpr.rHocrr:

- pa:pa6oreHr,r ca npenopbKrr 3a H3non3BaHe Ha pa3nr{ttrruTe VPN rexrroJroruu
u rrxHara uacn$uxaqufl, Bb3 ocHoBa Ha HanpaBeHo [poyqBaHe r.r e r.r3cneABaHa

cl{creMa, xorra6unzparrla MpexoBla u xocr 6a:upaH}r cr4creMr{, 3a orKpI,IBaHe Ha

Hapymr{renr,r (IDPS) B pa3npeAeJreHa xereporeHHa MpexoBa cpeAa, orpa3eHo B

ny6ruxaquu f8.18,f7.4, f8.13, f8.16 uf8.2l;



- Qopuynvpanu ca Ha6op or Kpr.rrepr{u 3a paspa6ornane Ha 3arru,rreHr,r

coQtyepuu npunoxeut4fl, 3a Aa ce rapaHTzpa HaJrlrqHocrra, rroBeprareJrHocrra r,r

Ilenocrra ua nn$opuarl[oHHr,rre cucreMr,r, orpa3eHo n ny6.nuxauuuf7.6 uf7.7;
- paspa6oren I4 nporpaMHo e peanr,r3upaH MoAen 3a 3arqr.rra na xu6epQlr3t4qHa

CI'ICTeMa, rlpe3 I43nOJBBaHeTO Ha MeTOALI OT I{3KyCTBeHI4, HHTeJIeKT, KaTO MaTHHHO
o6yveuue I{ HeBpoHHr.r Mpexpl 3a npeBaHTr.rBHo orKpr.rBaHe Ha araKr,r or rr,r[ DoS u
DdoS, orpa3eHo r uy6ruxarlrur f8.5 u f8.14;

- pa:pa6oreHra ca H3lrcKBaHru nplE npoBexAaHe Ha enerTpoHHu vt

AucraHllr.rouuu o6yreHr.rq B o6.rracrra Ha r4HxeHepHrdre HayKr{ u e peanu3r4paHa

nporpaMHo cr4cTeMa c orBopeH KoA 3a npoBex,4aHe Ha Ar,rcTaHulroHHr4 qacoBe ro
KoMrIorbpHH Mpexu, orpa3eHo n ny6lnraqura I8.3, I8.7, f 7. l, f'7 .2 u E24.1 ;

- BHeApeHa e HarlrroHaJrna nlarSopMa 3a enerTpoHuo o6yveune e o6racrra Ha

flApeHara eHeprerr.rKa CLP4NET, orpaseuo n uy6nuraquu f8.19 u f8.20.

Ocnosaurze 3a cbrrlecrByBaHero Ha onpeAeJreHu r,r AoKa3aHr.r HayqHil H Hayr{Ho-

rIplIJIoxHpI lp]rHocr{ AaBar cbruo u \ytrvpanptflTa Ha HayqHr4 ny6,ruxaqur.r Ha rJr.ac.

A-p r,rHx. feopru [ouen B crncaHr,ra u ron([epeHrlr.M n.ryx6uua.

5. 3ua.r[rvrocr Ha rrpr{Hocnre 3a HayKara il rrpaKTrrKara

Or r,r3JroxeHr.rero B cnpaBKara v Aerafimroro 3ano3HaBaHe c Haf{Hara
lpoAyKIIHfl CJreABa, rre HayqHHTe r,r HarrHo-[pr{JroxHr,rTe [pHHocr{ B TpyAoBeTe Ha

ul.ac. A-p prHx. feopru I{ouen n o6racrra Ha KoHKypca ,,Kolr[]orbpHr{ cLrcreMr,
KoMnneKclr r,r Mpex[ " ca cbrqecrBeHl,I or HafrHa rneAHa roqKa I{ ce xapaKTeprl3r{par
c orreBuAHa 3Harr[Mocr B HayKa'ra v npaKrr{Kara. TasH 3Haqr,rMocr Moxe Aa ce

apryMeHTHpa c opHrr{HaJrHr4 r44er4, cep}ro3Ha MaTeMaTr{qecKa H TeopeTlaqHa

o6ocnonanocr, iLJIropLITMLrrIHa peilnu3arl[.r{, [paKTr,rqecKa np[nox]IMocr B HayqHH
paspa6orxu I4 MexAyHapoAHra rrpoeKTlr r{ MexAyH apoAHo [pr,r3HaHr.re.

6. KpuruqHu 6erelttKrr r rperopbKu

fIpoQecuoH,LIIHI'ITe Hayr{Hu H rIpeloAaBareJIcKI4 Kar{ecrBa Ha 1.Jl.ac. A-p I{Hx.
feopru I-{ouen ca Heocnopktvrkr pt ce sa6en-f,sBar KaKTo B nperlu3Horo oQopuJreHr.re Ha

Hayr{Hrare ny6ruraqzu u pazpa6orxu, 'raKa H npu oQoprrJreHuero Ha AoK}MeHTr{Te rro

KoHKypca. 3arosa ne e neo6xoAr,rMo la 6rlal uogpo6uo [peAcraBrHe Ha KpHTI,ITTHI,I

6elexxu, mfi xaro zaietszasure flponycKr,r r,r Heror{Hocrr,r ca He3HarryrreJrurz I,I ca

eAr.rHcrBeHo or peAaKrlr,roHHo ecTecTBo.
Karo flpenopbKa, oco6euo s 6rAeuIE Ha)^{HH ny6rurxaqIErE, cJIeABa KbM

HayqHr4Te npnHocr{ Aa ce qr{Tr.rpar uoAo6uu cbulecrByBarrlr4 MeroAr.r, ,LJIropIrrM}I I4

CHCTeMH H qpe3 KOMeHTapI{pI B CpaBHLITeJIeH aoneKr Aa Ce I{3TbKBaT nOCTUXeHucTa Ha

aBTOpa.

Otrocno [penopbKr.r KbM KaHAurara, Moxe eAHHcrBeHo Aa ce orrlpaBflT
KoJrerrraJrHr,r trpenopbKu 3a 6rAeutpr oqe [o-3HaquMu reoperuIqHll [3cJIeABaHvtfl,)

pbKoBoAcTBo Ha HoBu MexAyHapoAHrd r.r HarIr4oHaJrHV HaTIHI{ IIpoeKTI,I, CB3AaBaHe Ha



IITKoJIa or MnaAI,I KaApI4 I{ AoKTopaHTr.r B r436paHara HayqHa o6lacr - KoNrnrcTbpHta
cr4cTeMI4, KOMIJTeKCH t4 MpexE.

7. Jlnqnu BrreqarJreuuq lr craHoBuule Ha peueH3eHTa

flosuasaN,r m.rqHo tJr. ac. A-p r4Hx. feopru I{ouen Karo cucreMen
aAMl,rHr.rcrparop H rJraBeH acr4creHT n TY CoSas. Y.racrsan cBM B peAr{rla Sopyuu ua

$axynrera "KoMtIIorbpHI{ crrcreMr.r H TexHoror[u" upu TexHuqecKr,r yHr{BepcuTer -
Co$ur v cbM 6ut cBr.rAeren Ha HefoBo aKTr.rBHo yqacrr4e, aKyparHocr,
HHHIIrIarI,IBHocr, KoJIerHaJrHocr u BIacoKH npo$ecuouaJrHu KaqecrBa Ha llpenoAaBaren
LI Ha)rureH cnerluanl{cr c rxr4poK ctteKTbp or Ha]rIHLr rro3HaHr,r, He caMo s o6racrra Ha

KoHx)apca, uo s o6racru Karo [porpaMHu e3r{qrr, crrcreMHo nporpaMupaHe r.r Ap.,
KoI4To ro xapaKrepu3r.rpar Karo yrBbpAeH crreqrrawrcr B HayrrHara o6racr Ha
HacToflrrlHfl KoHKypC.

8. 3arc"rrroqenrre

L{rlocruara Ha) {Ha, H3cJreAoBarencKa H npenoAaBareJrcKa Aeftuocr
xapaxTepr{3rrpar rJr.ac. A-p r,rHx. feoprn I{oven Karo Br,rcoKoKBirnraQzqupaH
npefloAaBaren v yqeH c HayqeH v [eAaroruqecKr,r aBTopr,rrer e o6racrra Ha

KoHKypca. Tosa r,ru AaBa ocHoBaHHe Aa rBbpAr, qe rJr.ac. A-p tlHx. feopru Pyueuon
I{o.ren npllTexaBa neo6xoAuuvre Kar{ecrBa H 3acnyxaBa Aa 3aeMa aKaAeMr.rqHara

AnbxHocr ,,[OIIF111" n lpoQecuoHiL'rHoro HanpaBnenue 5.3. KouynuxarlrroHHa r.r

KoMrIIor"bpHa rexHrrra, crreqlrilllHocr,,KounrorbpHl,I crrcreMu, KoMfIJIeKcI,I I,I Mpexll".

08.03.2023 r rfueu Ha xypr.rro:

/ upoQ. A-p AnercaHAbp Eeupcru/



REVIEW

by competition for the academic position "docent"
in a professional direction 5.3. Communication and computer technology
specialty "Computer systems, complexes and networks"
announced in the State Gazette, no. 94 of November 25,2022
candidate: chief assistant Dr. Eng. Georgi Rumenov Tsochev
reviewer: Prof. Dr. Alexander Bogdanov Bekyarski

1. General and biographical data

The competition for the academic position "associate professor" in professional
direction 5.3. Communication and computer technology, specialty "Computer systems,
complexes and networks" was announced in the State Gazette, no. 94 of 26.11. 2021
and on the website of the Technical University - Sofia for the needs of the
"Information Technologies in Industry" department of the "Computer Systems and
Technologies" faculty at the Technical University - Sofia.
The candidate for the announced competition is Chief Assistant. Dr. Eng. Georgi
Rumenov Tsochev from the Department of "Information Technologies in Industry" of
the Faculty of "Computer Systems and Technologies" at the Technical University -
Sofia.

The documents for the competition were submitted within the stipulated time
and fully meet the requirements of the Law on the Development of the Academic Staff
in the Republic of Bulgaria, the Regulations for its Implementation and the
Regulations for the Conditions and Procedures for Acquiring Scientific Degrees at TU
- Sofia.

Ch. Assistant Professor Georgi Tsochev, PhD, was bom on 05.12.1988. He
completed his secondary education at the "Technological School - Electronic Systems"
at the Technical University of Sofia in the city of Sofia in 2008. In 2012, he graduated
from the Technical University in Sofia as a bachelor engineer, and in20l3 as a master
engineer at the Faculty of Computer Systems and Management, TU - Sofia. ln 2016,
he graduated from the Technical University in Sofia as an engineer-manager in the
Faculty of Economics at TU Sofia. He was enrolled in full-time doctoral studies at the
Faculty of Computer Systems and Management in 2014. He was awarded the right to
defense and defended his dissertation in 2018 on the topic "Research of artificial
intelligence methods for application in computer network security". In the period
2010-2014, he was appointed as a software application programmer at TU - Sofia. In
the period 2015-2016, he was appointed as an administrator, information systems at
the University of Architecture, Construction and Geodesy. In the period 2014-2019,he
was appointed as a system administrator at TU - Sofia. In2019, he won a competition
and was appointed as the main assistant majoring in "Computer Systems, Complexes
and Networks" in the "Computer Systems" Department of the "lnformation
Technologies in Industry" Faculty at the Technical University - Sofia.



2. General characteristics of the candidate's scientific-research and scientific-
applied activity

General Assistant Dr. Eng. Georgi Tsochev participated in the current competition
with 37 scientific publications, 1 monographic study on the topic "Researching the
security of cyber-physical systems" and 1 textbook.

INDICATOR A. Dissertation work for the award of ONS "Doctor"
According to indicator A - 50 points, minimum requirements - 50 points:

INDEX C. Habilitation work - monograph
G. Tsochev and R. Yoshinov, Investigating the security of cyber-physical systems,

Education and Knowledge Publishing House, 2020,258 p., ISBN: 978-619-7515-21-3,
e-ISBN: 97 8-619-7 515-22 -0
According to indicator B - 100 points, minimum requirements - 100 points:

The scientific publications of the chief assistant Dr. Eng. Georgi Tsochev can

introduce themselves as follows:
- 16 scientific publications, in editions that are referenced and indexed in world-
renowned databases with scientific information (indicator D7)
- scientific publications in peer-reviewed journals - 2l in non-refereed journals in
Bulgaria with scientific review or in edited collective labor journals (indicator D8);
Points for G7 and G8 indicators total446; minimum requirements - 200 points.
Points according to indicators D12 and D14 are a total of 582; minimum requirements

- 50 points:
- citations in publications, referenced and indexed in world-renowned databases with
scientific information according to indicatorDl2 - 550 points; citations or reviews in
non-refereed journals with scientific review according to indicator D14 - 32 points.

The candidate has 6 solo publications. He is second author in 4 publications.
INDICATOR E18. Participation in a national scientific or educational project
Participation in 2 contracts:
1. Project No. BG05M2OP001-2.009-0033 "stimulation of modem scientific research

by creating a scientific and innovative environment for the promotion of young
researchers of a new generation at Technical University - Sofia and National Company
"Railway Infrastructure" in the field of engineering and technical sciences and

technological development, head Prof. Nencho Nenov
2. Increasing the level of network and information security through the use of
intelligent methods, FNI at the MES, head Prof. Dr. Rumen Trifonov

INDICATOR E24. A published university textbook or a textbook that is used on the
school network
G. Tsochev and R. Trifonov, Guide for laboratory exercises in network and

information security, Avangard Prima Publishing House, 2021, 178 p., ISBN: 978-

619-239-621 -3, e-ISBN : 97 8-619-239- 622-0

INDICATOR E29. Management of a scientific or educational project



1. Internal research project of the Technical University - Sofia "Prospective Leaders
2020" on the topic "Investigation of the security of cyber-physical connections in the
context of computer networks using new generation methods", contract No.
201PR0010-09, head ch. assistant Dr. Georgi Tsochev.
2. Internal research project of the Technical University - Sofia "Perspective Managers
2021" on the topic "Intelligent system for detection of intrusions during cyber-attacks
on cyber-physical systems", contract No. 211PR0004-09, head ch. assistant Dr. Georgi
Tsochev.
According to indicator E - 70 points, minimum requirements - 0 points:

In all indicators: a total of 1457 points.

Evidence materials for the listed activities are attached.

3. Evaluation of the candidate's pedagogical training and activity

General Assistant Dr. Eng. Georgi Tsochev has a long-standing pedagogical
activity, which is expressed in lectures, exercises, management of course projects, and

diploma theses.

Conducts lectures at the "Computer Systems and Technologies" faculty in the
disciplines: Network and Information Security, Department "Information
Technologies in Industry"; Information Security, Computer Science Department;
Network and Information Security, Department of Computer and Software
Engineering.

The pedagogical qualification of the chief assistant Georgi Tsochev, Ph.D., was

also shaped by the successful management of numerous course assignments and
projects, as well as graduate students.

According to indicator G: Schedule of lectures for the last three years at

Bulgarian universities accredited by NAOA in the disciplines of the professional field
in which the competition was announced, the candidate's points are 209, minimum
requirements 30 points.

The teaching, pedagogical and publication activities of the Assistant Professor
Dr. Eng. Georgi Tsochev is completely sufficient and is in the field of the current
competition.

The presented arguments fully outline the pedagogical preparation and activities
of the assistant principal. Georgi Tsochev, Ph.D., as a long-time, highly professional,
with a marked methodical approach and the presence of clearly expressed teaching
qualities.

4. Basic scientific, scientific-applied and applied contributions

All presented scientific publications are in the field of the competition. The
author's reference presents the following main scientific, scientific-applied and applied
contributions contained in the monographic work "Research on the security of cyber-
physical systems" and in the presented 37 scientific publications, outside the
monographic work:



Scientifi c contributions :

- a theoretical model was developed for the protection of devices operating in
SCADA systems, reflected in publications 83.l,D7 .11 and D8.10;

- a concept for the development of training courses in the field of cyber security
for students of computer and software engineering specialties is proposed, reflected in
publications D8.6, D7.9 and D8.9.

Scientific and applied contributions:

- the application of intelligent methods for increasing security in computer
networks and systems by introducing elements of artificial intelligence is proposed,
reflected in publications D8.2, D7.10, D8.12, D8.15 and D8.17;

- different adaptive optimization techniques for intelligent network security are
studied and classified and a reconciliation between different approaches in intruder
detection systems is proposed, reflected in publications D8.I1,D7.14 and D7.16;

- a classification of the most common wlnerabilities in business information
systems was proposed and recommendations were made for protection and
countermeasures against various types of threats, reflected in publications D8.1 and
D7.5;

- key problems in the critical information infrastructure were classified, through
the analysis of SCADA systems and the Industrial Internet of Things, the compatibility
between traditional information systems and those for industrial process management
was investigated, through the application of various methods of artificial intelligence,
reflected in publications 83. 1,D7.3, D8.4, D8.8, D7.8, D7.12,D7.13 and D7.15.

Applied Contributions :

- recommendations for using the different VPN technologies and their
classification based on a study were developed and a system combining network and
host-based systems for detecting intruders (IDPS) in a distributed heterogeneous
network environment was studied, reflected in publications D8.18,D7 .4, D8.13, D8.16
and D8.21;

- a set of criteria for the development of secure software applications are
formulated to ensure the availability, confidentiality and integrity of information
systems, reflected in publications D7.6 andD7.7;

- a model for the protection of a cyber-physical system was developed and
programmatically implemented, through the use of artificial intelligence methods, such
as machine learning and neural networks for the preventive detection of DoS and
DdoS attacks, reflected in publications D8.5 and D8.14;

- requirements for conducting electronic and distance learning in the field of
engineering sciences have been developed and an open-source software system has

been implemented for conducting distance classes on computer networks, reflected in
publications G8.3, G8.7, Gl.l, G7.2 andE24.l;



- a national platform for electronic learning in the field of nuclear energy
CLP4NET has been implemented, reflected in publications D8.19 and D8.20.

The basis for the existence of certain and proven scientific and scientihc-
applied contributions is also provided by the citations of scientific publications of the
chief assistant. Dr. Eng. Georgi Tsochev in magazines and conferences abroad.

5. Significance of contributions for science and practice

From the exposition in the reference and the detailed familiarization with the
scientific production, it follows that the scientific and scientific-applied contributions
in the works of the assistant professor Dr. Eng. Georgi Tsochev in the field of the
competition "Computer Systems, Complexes and Networks" are significant from a

scientific point of view and are characterized by obvious significance in science and
practice. This importance can be argued with original ideas, serious mathematical and
theoretical justification, algorithmic implementation, practical applicability in
scientific developments and international projects and international recognition.

6. Critical notes and recommendations

The professional scientific and teaching qualities of the assistant professor Dr.
Eng. Georgi Tsochev are indisputable and can be seen both in the precise layout of the
scientific publications and developments, and in the layout of the competition
documents. Therefore, it is not necessary to be a detailed presentation of critical notes,

since the omissions and inaccuracies noted are minor and are purely editorial in nature.

As a recommendation, especially in future scientific publications, the scientific
contributions should cite similar existing methods, algorithms and systems and

highlight the author's achievements through comments in a comparative aspect.
Regarding recommendations to the candidate, only collegial recommendations can be

made for future even more significant theoretical research, leadership of new
international and national scientific projects, creation of a school of young staff and

doctoral students in the chosen scientific field - Computer systems, complexes and

networks.

7. Personal impressions and opinion of the reviewer

I personally know Ch. Georgi Tsochev, Ph.D., as a system administrator and
chief assistant at TU Sofia. I have participated in a number of forums of the Faculty
"Computer Systems and Technologies" at the Technical University - Sofia and I have

witnessed his active participation, accuracy, initiative, collegiality and high
professional qualities of a teacher and scientific specialist with a wide range of
scientific knowledge not only in the field of the competition, but in areas such as

programming languages, system programming, etc., which characterize him as an

established specialist in the scientific field of the current competition.



8. Conclusion

The overall scientific, research and teaching activities are characterized by the
assistant professor. Dr. Eng. Georgi Tsochev as a highly qualified teacher and scientist
with scientific and pedagogical authority in the field of the competition. This gives me
reason to claim that Chief Assistant. Dr. Eng. Georgi Rumenov Tsochev possesses the
necessary qualities and deserves to hold the academic position "ASSOCIST" in the
professional direction 5.3. Communication and computer technology, specialty
"Computer systems, complexes and networks".

08.03.2023 Jury

/Prof. Dr. Alexander Bekyarski/


