PELIEH3MS

0 KOHKYPC 3a 3a€MaH€ Ha aKaJIeMUYHaTa JIIHXHOCT “JOLIeHT
*/'B Ipo(ecuonanHo Hanpasiaenue 5.3. KoMyHHKalMOHHA ¥ KOMIIOTEPHA TEXHUKA
CIIENUAITHOCT ,, KOMIIOTEPHU CHCTEMH, KOMILUIEKCH M MPEKH™
00s1BeH B JIbpakaBeH BECTHHK, Op. 94 ot 25 HoemBpu 2022 T.
KaHAUJAT: rj.ac. 1-p uHx. 'eopru Pymenos IloueB
peneHseHT: mpo¢. 1-p Anexcanabp bornanos Beksipcku

1. O6mu nosnoxeHus: 4 GuorpaguIHU JaAHHH

KoHKypchT 3a akameMWyHaTa JUIBXKHOCT ,,JIOLEHT B IpogecUOHaIHO
HarnpaBjieHue 5.3. KoOMyHHMKallMOHHA H KOMIIIOTBPHA TEXHHMKA, CIEIHATHOCT
»KOMITIOTBPHH CHCTEMH, KOMIIIEKCH U MPeXH™~ € 00siBeH B JIbp)kaBeH BECTHHK, Op. 94
or 26.11. 2021 r. u B caiita Ha Texuuuecku yuuepcurerT — Cous 3a HyXIUTE Ha
xarezipa ,,IH(OpMalMOHHY TEXHOJIOIHH B HHAYCTpHsATa  Ha (akynrer “KoMmorspan
cHCTeMH ¥ TexHojorun” npu Texnudecku yausepcuter — Codus.

Kangunar no o6sBeHUss KOHKypc e riac. aA-p urxk. ['eopru Pymenos Iloues ot
karenpa “MHpopManMOHHM TEXHONOrMH B HHAyCTpusaTra® Ha ®DakyiTeTa
»KOMITIOTBPHH CHCTEMH U TeXHoJorun” npu Texuudecku yausepcutet — Codus.

JIOKyMEHTHTE 110 KOHKypca ca IIPENaJICHH B MPEABHACHUS CPOK M OTTOBApAT
HallBJIHO HA HW3UCKBAHUATA Ha 3aKOHA 3a pa3BUTHE Ha AaKaJEeMHUYHHA CHCTAaB B
PenyOnuka beirapus, IIpaBuiHuka 3a HEroBOTO Npuinarade M IlpaBuiHHKa 3a
YCJIOBUATA M Pe/ia 3a NpUA00KMBaHe Ha Hay4yHU cteneHu B TY — Codus.

I'n. ac. n-p I'eopru LloueB e poxen na 05.12.1988 r. 3aBbpiuBa CpeaHOTO CHU
obpasosanue B "TexHonornuno yuumie - Enexrponnu cucremu" kbM TV — Codus B
rp. Codus mpe3 2008 r. IIpe3 2012 r. ce gumnomupa B Texuuueckn YHUBEPCUTET B
rp. Codus kato GakamaBbp HMHXKeHep, a mpe3 2013 Karo MarucTbp HHIXKEHED BbHB
®axkynrer KommiorspHu cuctemu u ympasienue, 1Y - Codus. Ilpes 2016 r. ce
aumuiomupa B Texnnuyeckn YHuBepcurer B rp. Codus Karo HHKCHEP-MEHHKBD B
Cromancku Qaxynrer B TY Codus. 3aumcieH € B peJoBHA JOKTOPAaHTYPa BbB
®akynrer KoMmoTepHU cHcTeMU | yrpasienue mnpe3 2014 r. OT4ucien € ¢ mpaso Ha
3alllMTa ¥ 3allliTaBa JUCepTallMOHEeH Tpyxd Ipe3 2018 r. Ha Tema ,M3cinenaBane Ha
METOJM OT H3KYCTBCHMs HHTEIEKT 3a IIPHIOKEHHE B KOMIIOThPHATA MpPEKOBa
curypHoct”. B mepuozma 2010-2014 r. e Ha3Ha4eH KaTo MPOrpaMHCT Ha COMTyepHH
npunoxenuss B TY — Codua. B mnepuoma 2015-2016 r. e Ha3HaUYeH KaTo
aIMHHUCTPATOp, HMH(MOPMALMOHHM CHCTEMH B YHHBEPCUTET II0 ApXHUTEKTYpa,
CrpoutenctBo u I'eomesus. B mepuoma 2014-2019 r. e Ha3HaueH KaTo CHCTEMEH
ammMuHucTparop B TY — Codus. IIpe3 2019 r. crneyenBa KOHKYpC M € Ha3Ha4YeH 3a
TJIaBEH aCHCTEHT I10 CHELMATHOCT « KOMIIOThpHU CHCTEMH, KOMITJIEKCH B MPEXH » B
karenpa ,,KommoTbpHu cucremu” Ha dakyarer “UHGDOPMANMOHHM TEXHOJIOIUU B
uHIycTpusTa” 1pu TexHudecku yHuBepcutet — Codusi.



2. O0ma xapakTepHCTHKA HAa HAy4YHO-H3CJ1eJ0BaTeJCKATaA H HAay4YHO-
NPHJI0KHA JefHOCT HA KaHIUAATa

I'm.ac. n-p wrx. ['eopru [{oueB yyacTBa B HAcTOAIIMS KOHKypc ¢ 37 Hay4yHH
nyOymkanuy, | MoHorpadHyHO HM3clieBaHEe Ha Tema ,,M3cieqBaHe CUI'YpHOCTTa Ha
kubepdusnynuTe crcreMu” u 1 yueGHO mocobue.

INOKA3ATEJI A. Jluceprauuonen tpyn 3a npuckxaane Ha OHC ,,nokTop*
ITo moxa3aren A — 50 TOYKH, MUHUMAJIHUA U3UCKBAaHHUA — 50 TOUKHU:

ITIOKA3ATEJI B. XabuaurauuoHeH Tpya — MoHorpagus
I'. IloueB u P. Mommunos, W3cnensaue CHT'ypHOCTTa Ha KUOEpOU3NYHUTE CHUCTEMH,
W3parencto ,,O0pa3oBanue u no3xanue™, 2020, 258 c., ISBN: 978-619-7515-21-3, e-
ISBN: 978-619-7515-22-0

ITo mokasaren B — 100 Touxu, MuHHMAaJIHH H3KUcKkBaHUS — 100 Touku:

Hayuynute nyOnmkanuu Ha rnac. A-p uHx. ['eopru IloyeB Morar nga ce
IPEACTABAT 110 CJICAHUS HAUMH:

- 16 nayynu myOnukanuu, B M3JaHUSA, KOUTO ca pedepUpaHy U UHIEKCUPaHU B
CBETOBHO M3BECTHHU 0a3u JJaHHU ¢ Hay4Ha HHpopMmarus (moka3aren I'7)

- HayyHH MyOJWKalMd B pELEH3WpaHH chnucaHus — 21 B HepedepHpaHH
cnucaHuss B bbarapus ¢ HaydyHO pEIEH3UpAaHE WIM B PENAKTUPAHH KOJEKTHBHH
TpyZAoBe criucanus (rmokasaren I'S);

Touku 1o nokazarenu I'7 u I'8 o6mo ca 446; muauMannu u3uckBaus — 200
TOYKHU.

Touxu mo nokasaremu 12 u {14 o6mo ca 582; MuHUMaIHU U3ucKBaHUA — 50
TOYKH:

- IUTHpPaHUs B MyOIUKaluU, pedepupaHi U UHICKCUPAaHH B CBETOBHO M3BECTHH
0a3u gaHHU ¢ Hay4yHa HHQOpMarus no nokasaren 12 — 550 ToukH; HUTHUpAHHS WA
perieH3ur B HepedeprupaHu CIIUCAHKS C HAYYHO pelieH3upaHe mo mnokasaren 14 — 32
TOYKH.

Kanmuaarst uma 6 camocrosTenHu mydmmkanuu. Karo aBTop Ha BTOPO MSCTO €
B 4 myOIMKaIuu.

ITOKA3ATEJI E18. YuacTHe B HallMOHA/IeH Hay4yeH HJIM o0pa3oBaTejieH
NPOEKT

Vwuactue B 2 gorosopa:

1. Ilpoexkt Ne BGO5SM20P001-2.009-0033 ,.CtumynupaHe Ha ChbBPEMEHHH
HAy4YHHM M3CJIE/BaHUs 4Ype3 Ch3/laBaHE Ha HAyYHO-MHOBATHBHA CpElia 3a HaChpyaBaHE
Ha MJIaJM M3CJIE0BATENH OT HOBO MoKoyeHue B Texuuuecku yHuBepcuteT — Copus u
Hanuonanna komnanus ,,)Kene3ombTHa HHpacTpyKTypa” B 00JacTTa Ha HHXEHEPHO-
TEXHUUYECKHUTE HAYKH M TEXHOJIOIHYHOTO pa3BuTHE, ppkoBoauTeln npod. Henuo Hexos

2. TloBuilaBaHe HHBOTO Ha MpEXOBaTa M WHPOPMALMOHHA CHUIYPHOCT 4Ype3
U3M0JI3BaHe Ha MHTequreHTHH Metonu, ®HU nmpu MOH, pwsroBomuren mpod. a-p
Pymen Tpudonor




ITIOKA3ATEJI E24. Ily6;1nKyBaHO YHHBEPCHTETCKO Y4eOHO MOCOOHe HJIH
yueOHo nmocodue, K0eTo ce U3M0/I3Ba B YYHJIHIIHATA Mpexa
I'. Houes u P. Tpudonos, PrkoBoacTBO 32 nabopaTopHu yIpaKHEHUS IO MPEXKOBa
uH(opmanuonHa curypHoct, M3narenctBo ABanrapa Ilpuma, 2021, 178 c., ISBN:
978-619-239-621-3, e-ISBN: 978-619-239-622-0

IIOKA3ATEJI E29. PrkoB0oACTBO Ha Hay4YeH WIH 00pa3oBaTeieH POeKT

1. BpTpeleH Hay4HOU3CIIEe0BaTEICKU NPOEKT Ha TeXHUYECKH YHUBEPCUTET -
Co¢us "TlepciektuBHu prroBoauTenu 2020" Ha Tema "W3cienBaHe Ha CHTYypHOCTTa
Ha KHOep-(QpU3NYHUTE BPH3KU B KOHTEKCTA HA KOMITIOTHPHUTE MPEXH Upe3 METOIU OT
HOBO mokojeHue", noroop Ne201ITP0010-09, pbkoBoauten ria. ac. A-p I'eopru
IHoues.

2. BpTpelieH Hay4HOM3CIIe0BATEICKA TPOEKT Ha TeXHUYECKH YHHUBEPCUTET -
Codus "llepcnexktuBHu pbKoBoauTean 2021" Ha Tema "MHTeNWreHTHa cuUcTeMa 3a
OTKpHBaHE Ha IIPOHMKBaHMs NpH KuOepaTaku Ha KUOEpU3UYHU CHUCTEMHU", JOTOBOP
Ne2111TP0004-09, pekoBoauTen r.a. ac. a-p I'eopru Lloues.

ITo mokazaren E — 70 Touxku, MUHUMAIHHA U3UCKBAHUA — 0 TOUKH:

Ilo Bcnuku nmokaszareau: oomo 1457 Touxku.

IIpunoxeHu ca JOKa3aTeJICTBEHU MATEpUaIH 32 U30OPOCHUTE NEHHOCTH.

3. OneHKa Ha NeAaroruYecKarTa MmoAroToBKa M JeMHOCT HAa KaHAUAAaTa

I'm.ac. n-p unx. I'eopru IloueB mma IBIAroroguiiHa IMeJarorudecka JAEHHOCT,
KOSITO C€ U3pa3sBa B IIPOBEKAAHE Ha JICKIUH, YIIPaXKHEHHUS, PbKOBOJACTBO Ha KypPCOBU
IIPOEKTH, U JUIIJIOMHHU PabOTH.

[IpoBexna nekuuu BbB (akyareT “KoMmIOThpHH CUCTEMH U TEXHOJOTHUH IO
JIUMCIUILTMHUTE: MpexoBa U HHXOPMAlMOHHA CUTYPHOCT, KaTtenapa ,, IHpopMallMoHHI
TEXHOJOTMM B uMHAycTpusra”; MHdopmannoHHa CUrypHOCT, KaTteapa ,,KoMIOThpHH
Hayku”; Mpe)xoBa 1 HHXOPMAI[MOHHA CUTYPHOCT, KaTeapa KoMmoTspHO U coPTyepHO
HUH)KEHEPCTBO.

Ilenarormueckara kBaymuduKanus Ha ri.ac. 1-p uHx. ['eopru Lloues ce opopms u
C YCIEIIHOTO PBKOBOJACTBO Ha MHOXECTBO KypCOBH 3a/Jauydl U IIPOEKTH, KaKTO M Ha
JUIUIOMAHTH.

ITo nmoka3zaren K: XopapuyMm Ha BOJECHM JIEKIIMM 3a IOCIEAHUTE TPU T'OAUHH B
ObIrapckd yHHMBEpCUTETH, akpenutupand oT HAOA 1o JUCHMIUIMHH — OT
IpopEeCUOHATHOTO HANpaBJICHUE, B KOETO € OOsABEH KOHKYPCBT, TOUKHUTE Ha
Kagguaara ca 209, MuHuMaiHu u3uckaanusa 30 TOYKH.

VY4yeOHara mejarorndecka U myOJIMKaIMOHHA JEHHOCT Ha ri.ac. A-p UHXK. I'eopru
IloueB € HaTBJIHO JOCTAaThYHA U € B 00J1aCTTa HAa HACTOSIIIMSA KOHKYPC.

W3noxeHure apryMeHTH HAIbJIHO OdYepTaBaT II€Jarormyeckara IOJAroTOBKa H
JedHocT Ha riac. A-p uHK. leopru IloyeB Karo JIBIrOroAHIINHA, BHCOKO



HpO(l)eCI/IOHa.TIHa, C TIioA4epTaHa MCETOAUYHOCT W HAJIMYUEC Ha APKO H3pa3CHU
IpernogaBaTCICKH Ka4eCTBa.

4. OcHOBHH HaY4YHH, HAYYHO-TIPHUJIOKHH H MPHJI0KHH IPHHOCH

Bcuuky mpejcraBeHH HaydyHH IyONMKaniu ca B o0iacTra Ha KOHKypca. B
aBTOPCKATa CIIpPaBKa ca IPEICTaBEHU CJICIHUTE OCHOBHU HAay4HHU, HAYYHO-IIPUJIOKHHU
U TPHIOKHU IIPUHOCH, CBAbPXKAIIM c€ B MOHOrpauUuHUAT Tpynd ,M3ciensane
CUTYPHOCTTAa Ha KHOEpOHU3UYHHTE CHUCTEMH M B TPEACTaBeHHTE 37 HaAy4HH
yOJIMKaLUK, U3BbH MOHOTpadHUHHS TPY/I:

Hayuynu npunocu:

- pa3paboTeH € TEOpeTHYeH MOJeN 3a 3all[iTa Ha YCTPOWCTBa, paboTely B
SCADA cucremu, orpaseH B myomukamnuu B3.1, I'7.11 u I'8.10;

- NMPeJIIOKEHa € KOHLENIMs 3a pa3paboTBaHe Ha y4yeOHH KypcoBe B obiacTra
Ha KHOEPCHTYpPHOCTTa 32 CTYJCHTH OT KOMITIOTBPHH W CODTYEPHH HHXKEHEPHU
CIIEIMAIHOCTH, OTpa3eHa B mybymkanuu 1'8.6, ['7.9 u I'8.9.

Hay4Ho-npu/10KHH IPHHOCH:

- MIPEIJIOKEHO € MPHJIaraHeTO Ha WHTEJIMICHTHH METOJU 3a NOBHIIAaBaHE Ha
CUT'YPHOCTTAa B KOMIIIOTBPHUTE MPEXU U CHUCTEMH, Upe3 BHBEXKaHE HA €JEMEHTH Ha
M3KYCTBEH UHTEJIEKT, oTpa3eHo B mybmukanuu 8.2, 1'7.10,1'8.12, I'8.15u18.17;

- U3CIEABaHM M KIacU(UIMpaHH ca pa3IdYHA aJalTHBHH TEXHHUKH 3a
OIITUMM3ALMs 32 UHTEIUIEHTHA MPEXOBa CUTYPHOCT U € MPEJI0KEHO ChbBMECTSIBAHE
MEXIY pa3U4yHM MOAXOAM B CUCTEMHUTE 332 OTKPUBAHE Ha HAPYIIUTEIH, OTPa3eHO B
nyomakamuu ['8.11,1'7.14 uI'7.16;

- NpeaoXeHa € KiIacu(uKalus Ha Hal-yecTo CpeIlaHUuTE YS3BUMOCTH B
OusHec MHAOPMALMOHHUTE CHCTEMHM M Ca HAlpaBeHH MPEHOPHKU 3a 3aluTa |

IPOTUBOJEHCTBHE Cpelly pa3IM4yHU BHUIOBE 3allllaXd, OTpa3eHo B myoOnukarwu ['8.1 u
I'7.5;

- KIacCU(UIMpaHH ca KIFOYOBH TMPOOJeMH B KpPUTHYHATA HHGPOPMAIMOHHA
uHdpacTpykrypa, upe3 anamu3 Ha SCADA cucremu u Uuayctpuanen MuTepHeT Ha
HelllaTa, U3CJIEJBAHA € CHhBMECTUMOCTTa MEXIY TPaAULMOHHUTE HH(POPMAIMOHHHU
CHCTEMH M TE€3M 3a YIpaBJICHUWE Ha IPOMUILICHH IMPOLIECH, Ype3 IpHaraHe Ha
pas3IMYHU METOAW HAa W3KYCTBEHMsS MHTEJEKT, oTpa3zeHo B myOsmkauuu B3.1, I'7.3,
1'8.4,18.8,17.8,17.12,17.13 uI7.15.

IIpui1oxkHN NpUHOCH:

- pa3paboTeHHU ca MPEeNOpBHKHU 3a M3MO0J3BaHe Ha pazmuynuTe VPN TexHomoruu
U TAXHATa KJIacuUKalMs Bb3 OCHOBAa Ha HANpaBEHO INPOyYBaHE M € H3CIIEABaHa
CUCTEMA, KOMOMHHMpAIla MpPEXOBH M XOCT Oa3upaHH CHUCTEMH, 3a OTKpPHBAHE Ha
Hapymmtesn (IDPS) B pasmpeneneHa XxeTeporeHHa MpeXoBa Cpela, OTpa3eHO B
nyomkanuu 1'8.18,1'7.4,18.13,18.16 uI'8.21;



- QopmynmupaHnu ca Habop OT KpUTepHH 3a pa3paboTBaHe Ha 3alUTCHU
coTyepHHM NPHIIOXKEHHS, 3a Ja Ce rapaHTHpa HaJIWYHOCTTa, MOBEPUTEIHOCTTA U
1IEJIOCTTa Ha UH()OPMAILIMOHHUTE CUCTEMH, OTpa3eHo B myoukarwu ['7.6 u I'7.7,;

- pa3pabOTeH M MPOrpaMHO € peaM3upaH MOJEN 3a 3alluTa Ha Kubepduznuna
CHCTEMA, Ype3 M3II0JI3BAHETO HAa METOAM OT U3KYCTBEHHUS MHTEJEKT, KaTO MAaIIMHHO
00yuYeHHE ¥ HEBPOHHHM MPEXHU 3a MPEBAHTHBHO OTKPHBAaHE HA aTaku OoT TN DoS u
DdoS, orpa3zeno B mybnukaruu 1'8.5 u I'8.14;

- pa3paboTeHM ca U3UCKBAaHUS IIPH MPOBEXKIAAHE HA €JIeKTPOHHH U
JUCTAaHIIMOHHM O0y4yeHHs B 00JacTTa Ha WH)KCHEPHUTE HAYKH U € pealu3upaHa
IIPOIpaMHO CHCTEMa C OTBOPEH KOJ 3a MPOBEXIaHEe Ha JUCTAHLMOHHH YacoBE II0
KOMITIOTBPHU MPEXH, 0Tpa3eHo B mybmukanuu 8.3, 8.7, I'7.1,1'7.2 u E24.1;

- BHEJIPEHA € HallMOHAJIHA IIIaTdopMa 3a eJIeKTPOHHO oOydeHue B 00J1acTra Ha
anpenara eHepretuka CLPANET, orpa3eno B mybmukauuu 1'8.19 u 1'8.20.

OcHoBaHue 3a CHIIECTBYBAHETO HA ONPENCIICHN U JIOKA3aHU HAyYHU U HAy4YHO-
NPHJIOXKHH TIPUHOCH [JaBaT ChUIO U NUTHPAHHUATA Ha HAYYHU MyONMKALlMKM Ha IJ.ac.
A-p uHxk. I'eopru LloueB B criicanus 1 KOHGEPEHIIUH B TyKOUHA.

S. 3HaYMMOCT Ha IPUHOCHTE 32 HAYKATa H MPAKTHKATA

OT H3JI0)KEHHETO B CIIpaBKaTa M JETAWTHOTO 3allo3HaBaHE C Hay4dHaTa
IPOXYKIMS CJIE[Ba, Y€ HAYYHUTE U HAYYHO-NPHJIOKHUTE MPUHOCHU B TPYHOBETE Ha
riac. a-p uwxk. I'eopru LloueB B oGnactra Ha KOHKypca ,,KOMIIOTBpHU cHCTEMH,
KOMIUIEKCH M MPEXH “* ca ChIIECTBEHU OT Hay4Ha IJIe/Ha TOYKa U CEe XapaKTepu3upar
C OYEeBHJHA 3HAYMMOCT B HayKaTa M IpakThkara. Ta3u 3HAUMMOCT MOXE Ja ce
apryMeHTHpa C OpUIMHAJIHU MJIEH, CEpUO3HAa MaTeMaThyecka U TEOpeTHYHa
00OCHOBAHOCT, JITOPUTMHUYHA pPeaTH3al¥s, MMPAKTHYECKa MPUIOKUMOCT B HAyYHU
Pa3pabOTKU U MEXKTYHAPOIHH IIPOSKTH U MEXTYHAPOIHO ITPU3HAHHUE.

6. Kputuunm 0eJiesKKH U NPenopbKH

IIpodecnonanmnuTe HaydHH U IMPENoJaBaTEICKU KayecTBa Ha IJ.ac. A-p MHXK.
I'eopru LloueB ca Heocmopumu U ce 3a0eis3BaT KakTo B MPELU3HOTO OPOpPMIICHHE HA
Hay4HHTE IMyOIUKaluy U pa3paboTKu, Taka ¥ MpH 0GOPMIIEHHETO Ha JOKYMEHTHUTE 110
KOHKypca. 3aToBa HE € HeoOX0quMOo aa ObJaT MoApoOHO IpPECTaBIHE HAa KPUTHYHHU
Oenexku, ThH KaTo 3a0es3aHUTE MPOIMYCKH U HETOYHOCTH Ca HE3HAYUTENIHH U ca
€IMHCTBEHO OT PEJaKIIMOHHO €CTECTBO.

Karo mnpenopbvka, ocobeHo B Obaemd HayyHH ITyOJIMKAIMH, CIEIBa KbM
Hay4HHUTE NPUHOCU Jla C€ IUTHpaT MOJOOHU CHIIECTBYBAILM METOIHU, aJITOPUTMH H
CHCTEMH U Upe3 KOMEHTApHU B CPABHUTEJIEH aCIIEKT Jla C€ U3THhKBAT IIOCTHIKEHUATA Ha
aBTOpA.

OTHOCHO TIpenopbKH KbM KaHAWAATa, MOXKE€ €JUHCTBEHO Ja CE€ OTIPAaBAT
KOJIETHAJIHHA TPENOpbKH 3a OBJEeIM Olle IO0-3HAUYMMU TEOPETHYHH H3CJIEABAHUS,
PBKOBOJICTBO HAa HOBH MEXIYHApOJHHU ¥ HAI[MOHAJHU HAayYHU IIPOEKTH, Ch3JaBaHe Ha



IIKOJIa OT MJIaJi KaJpu W JOKTOPaHTH B M30paHaTa HaydHa obiact - KoMmroThpHH
CHCTEMH, KOMIUIEKCH H MPEXKH.

7. JInuHu BeYaTJIeHHs H CTAaHOBHIIIC HA PELCH3CHTA

IlosnaBam smuyHO 1. ac. A-p uHK. leopru IloueB Karo CHCTEMEH
aJIMMHUCTPATOp U ri1aBeH acucTeHT B TY Codus. YuacTBan cbM B peauna GopyMu Ha
(axynrera “KOMIIOTBPHU CHCTEMH U TEXHONOTHHM NpH TeXHUYECKH YHHBEPCUTET —
Codpus wm cpM Ouma cBueTel Ha HEroBO aKTHBHO YdYacTHE, aKypaTHOCT,
WHUIMATHBHOCT, KOJIETMAIHOCT U BUCOKH IPO(eCHOHATHN KayeCcTBa Ha Ipero1aBaTel
Y Hay4YeH CIICIHAJMCT C IIHUPOK CIEKTHDP OT HAyYHHU MO3HAHUS HE caMo B 00JacTTa Ha
KOHKYpCa, HO B 00JIaCTH KaTO HpPOIpaMHH €3WIM, CHCTEMHO MpOorpaMHpaHe H p.,
KOMTO IO XapaKTepu3upaT KaTo YTBBPAEH CIEUUAIMCT B HayyHara o0JacT Ha
HACTOSIIIMS KOHKYPC.

8. 3akaouenune

IlanocTHaTa HayyHa, WM3cleloBaTelicka M IpernojaBaTelicka JeWHOCT
XapakTepusdpar Triac. A-p HHXK. ['eopru I[loueB kaTo BUCOKOKBaIU(PHUIMPAH
npernojaBare]l M yY4YeH C HAy4eH M II€JaroriyecKd aBTOpPUTET B o0nacTTa Ha
KOHKypca. ToBa MM J1aBa OCHOBaHHE Jia TBbPJs, Y€ Ii.ac. I-p urxk. ['eopru PymeHos
[loueB npuTexaBa HEOOXOMAUMUTE KauyecTBa M 3acilyXaBa Ja 3aeMa akaJeMHUYHaTa
mrbxHocT L JIOLIEHT” B mpodecuonansoro HampasieHue 5.3. KomyHUKalMOHHA H
KOMITIIOThPHA TEXHUKA, CIELUAIHOCT ,, KOMIIOTBPHU CUCTEMU, KOMILIEKCH U MPEXHU .

08.03.2023 r. UIIEH Ha KYPHTO: oo e

/ mpod. a-p Anekcanbp bexspcku/



REVIEW

by competition for the academic position "docent"

in a professional direction 5.3. Communication and computer technology
specialty "Computer systems, complexes and networks"

announced in the State Gazette, no. 94 of November 25, 2022

candidate: chief assistant Dr. Eng. Georgi Rumenov Tsochev
reviewer: Prof. Dr. Alexander Bogdanov Bekyarski

1. General and biographical data

The competition for the academic position "associate professor" in professional

direction 5.3. Communication and computer technology, specialty "Computer systems,
complexes and networks" was announced in the State Gazette, no. 94 of 26.11. 2021
and on the website of the Technical University - Sofia for the needs of the
"Information Technologies in Industry" department of the "Computer Systems and
Technologies" faculty at the Technical University - Sofia.
The candidate for the announced competition is Chief Assistant. Dr. Eng. Georgi
Rumenov Tsochev from the Department of "Information Technologies in Industry" of
the Faculty of "Computer Systems and Technologies" at the Technical University -
Sofia.

The documents for the competition were submitted within the stipulated time
and fully meet the requirements of the Law on the Development of the Academic Staff
in the Republic of Bulgaria, the Regulations for its Implementation and the
Regulations for the Conditions and Procedures for Acquiring Scientific Degrees at TU
- Sofia.

Ch. Assistant Professor Georgi Tsochev, PhD, was born on 05.12.1988. He
completed his secondary education at the "Technological School - Electronic Systems"
at the Technical University of Sofia in the city of Sofia in 2008. In 2012, he graduated
from the Technical University in Sofia as a bachelor engineer, and in 2013 as a master
engineer at the Faculty of Computer Systems and Management, TU - Sofia. In 2016,
he graduated from the Technical University in Sofia as an engineer-manager in the
Faculty of Economics at TU Sofia. He was enrolled in full-time doctoral studies at the
Faculty of Computer Systems and Management in 2014. He was awarded the right to
defense and defended his dissertation in 2018 on the topic "Research of artificial
intelligence methods for application in computer network security". In the period
2010-2014, he was appointed as a software application programmer at TU - Sofia. In
the period 2015-2016, he was appointed as an administrator, information systems at
the University of Architecture, Construction and Geodesy. In the period 2014-2019, he
was appointed as a system administrator at TU - Sofia. In 2019, he won a competition
and was appointed as the main assistant majoring in "Computer Systems, Complexes
and Networks" in the "Computer Systems" Department of the "Information
Technologies in Industry" Faculty at the Technical University - Sofia.



2. General characteristics of the candidate's scientific-research and scientific-
applied activity

General Assistant Dr. Eng. Georgi Tsochev participated in the current competition
with 37 scientific publications, 1 monographic study on the topic "Researching the
security of cyber-physical systems" and 1 textbook.

INDICATOR A. Dissertation work for the award of ONS "Doctor"
According to indicator A — 50 points, minimum requirements — 50 points:

INDEX C. Habilitation work - monograph

G. Tsochev and R. Yoshinov, Investigating the security of cyber-physical systems,
Education and Knowledge Publishing House, 2020, 258 p., ISBN: 978-619-7515-21-3,
e-ISBN: 978-619-7515-22 -0

According to indicator B — 100 points, minimum requirements — 100 points:

The scientific publications of the chief assistant Dr. Eng. Georgi Tsochev can
introduce themselves as follows:
- 16 scientific publications, in editions that are referenced and indexed in world-
renowned databases with scientific information (indicator D7)
- scientific publications in peer-reviewed journals — 21 in non-refereed journals in
Bulgaria with scientific review or in edited collective labor journals (indicator D8);
Points for G7 and G8 indicators total 446; minimum requirements — 200 points.
Points according to indicators D12 and D14 are a total of 582; minimum requirements
— 50 points:
- citations in publications, referenced and indexed in world-renowned databases with
scientific information according to indicator D12 — 550 points; citations or reviews in
non-refereed journals with scientific review according to indicator D14 — 32 points.
The candidate has 6 solo publications. He is second author in 4 publications.
INDICATOR E18. Participation in a national scientific or educational project
Participation in 2 contracts:
1. Project No. BGOSM20OP001-2.009-0033 "Stimulation of modern scientific research
by creating a scientific and innovative environment for the promotion of young
researchers of a new generation at Technical University - Sofia and National Company
"Railway Infrastructure" in the field of engineering and technical sciences and
technological development, head Prof. Nencho Nenov
2. Increasing the level of network and information security through the use of
intelligent methods, FNI at the MES, head Prof. Dr. Rumen Trifonov

INDICATOR E24. A published university textbook or a textbook that is used on the
school network

G. Tsochev and R. Trifonov, Guide for laboratory exercises in network and
information security, Avangard Prima Publishing House, 2021, 178 p., ISBN: 978-
619-239-621-3, e-ISBN: 978-619-239- 622-0

INDICATOR E29. Management of a scientific or educational project



1. Internal research project of the Technical University - Sofia "Prospective Leaders
2020" on the topic "Investigation of the security of cyber-physical connections in the
context of computer networks using new generation methods", contract No.
201PR0010-09, head ch. assistant Dr. Georgi Tsochev.

2. Internal research project of the Technical University - Sofia "Perspective Managers
2021" on the topic "Intelligent system for detection of intrusions during cyber-attacks
on cyber-physical systems", contract No. 211PR0004-09, head ch. assistant Dr. Georgi
Tsochev.

According to indicator E — 70 points, minimum requirements — 0 points:

In all indicators: a total of 1457 points.
Evidence materials for the listed activities are attached.
3. Evaluation of the candidate's pedagogical training and activity

General Assistant Dr. Eng. Georgi Tsochev has a long-standing pedagogical
activity, which is expressed in lectures, exercises, management of course projects, and
diploma theses.

Conducts lectures at the "Computer Systems and Technologies" faculty in the
disciplines: Network and Information Security, Department "Information
Technologies in Industry"; Information Security, Computer Science Department;
Network and Information Security, Department of Computer and Software
Engineering.

The pedagogical qualification of the chief assistant Georgi Tsochev, Ph.D., was
also shaped by the successful management of numerous course assignments and
projects, as well as graduate students.

According to indicator G: Schedule of lectures for the last three years at
Bulgarian universities accredited by NAOA in the disciplines of the professional field
in which the competition was announced, the candidate's points are 209, minimum
requirements 30 points.

The teaching, pedagogical and publication activities of the Assistant Professor
Dr. Eng. Georgi Tsochev is completely sufficient and is in the field of the current
competition.

The presented arguments fully outline the pedagogical preparation and activities
of the assistant principal. Georgi Tsochev, Ph.D., as a long-time, highly professional,
with a marked methodical approach and the presence of clearly expressed teaching
qualities.

4. Basic scientific, scientific-applied and applied contributions

All presented scientific publications are in the field of the competition. The
author's reference presents the following main scientific, scientific-applied and applied
contributions contained in the monographic work "Research on the security of cyber-
physical systems" and in the presented 37 scientific publications, outside the
monographic work:



Scientific contributions:

- a theoretical model was developed for the protection of devices operating in
SCADA systems, reflected in publications B3.1, D7.11 and D8.10;

- a concept for the development of training courses in the field of cyber security
for students of computer and software engineering specialties is proposed, reflected in
publications D8.6, D7.9 and D8.9.

Scientific and applied contributions:

- the application of intelligent methods for increasing security in computer
networks and systems by introducing elements of artificial intelligence is proposed,
reflected in publications D8.2, D7.10, D8.12, D8.15 and D8.17;

- different adaptive optimization techniques for intelligent network security are
studied and classified and a reconciliation between different approaches in intruder
detection systems is proposed, reflected in publications D8.11, D7.14 and D7.16;

- a classification of the most common vulnerabilities in business information
systems was proposed and recommendations were made for protection and
countermeasures against various types of threats, reflected in publications D8.1 and
D7.5;

- key problems in the critical information infrastructure were classified, through
the analysis of SCADA systems and the Industrial Internet of Things, the compatibility
between traditional information systems and those for industrial process management
was investigated, through the application of various methods of artificial intelligence,
reflected in publications B3. 1, D7.3, D8.4, D8.8, D7.8, D7.12, D7.13 and D7.15.

Applied Contributions:

- recommendations for using the different VPN technologies and their
classification based on a study were developed and a system combining network and
host-based systems for detecting intruders (IDPS) in a distributed heterogeneous
network environment was studied, reflected in publications D8.18, D7.4, D8.13, D8.16
and D8.21;

- a set of criteria for the development of secure software applications are
formulated to ensure the availability, confidentiality and integrity of information
systems, reflected in publications D7.6 and D7.7,;

- a model for the protection of a cyber-physical system was developed and
programmatically implemented, through the use of artificial intelligence methods, such
as machine learning and neural networks for the preventive detection of DoS and
DdoS attacks, reflected in publications D8.5 and D8.14;

- requirements for conducting electronic and distance learning in the field of
engineering sciences have been developed and an open-source software system has
been implemented for conducting distance classes on computer networks, reflected in
publications G8.3, G8.7, G7.1, G7. 2 and E24.1;



- a national platform for electronic learning in the field of nuclear energy
CLP4NET has been implemented, reflected in publications D8.19 and D8.20.

The basis for the existence of certain and proven scientific and scientific-
applied contributions is also provided by the citations of scientific publications of the
chief assistant. Dr. Eng. Georgi Tsochev in magazines and conferences abroad.

S. Significance of contributions for science and practice

From the exposition in the reference and the detailed familiarization with the
scientific production, it follows that the scientific and scientific-applied contributions
in the works of the assistant professor Dr. Eng. Georgi Tsochev in the field of the
competition "Computer Systems, Complexes and Networks" are significant from a
scientific point of view and are characterized by obvious significance in science and
practice. This importance can be argued with original ideas, serious mathematical and
theoretical justification, algorithmic implementation, practical applicability in
scientific developments and international projects and international recognition.

6. Critical notes and recommendations

The professional scientific and teaching qualities of the assistant professor Dr.
Eng. Georgi Tsochev are indisputable and can be seen both in the precise layout of the
scientific publications and developments, and in the layout of the competition
documents. Therefore, it is not necessary to be a detailed presentation of critical notes,
since the omissions and inaccuracies noted are minor and are purely editorial in nature.
As a recommendation, especially in future scientific publications, the scientific
contributions should cite similar existing methods, algorithms and systems and
highlight the author's achievements through comments in a comparative aspect.
Regarding recommendations to the candidate, only collegial recommendations can be
made for future even more significant theoretical research, leadership of new
international and national scientific projects, creation of a school of young staff and
doctoral students in the chosen scientific field - Computer systems, complexes and
networks.

7. Personal impressions and opinion of the reviewer

I personally know Ch. Georgi Tsochev, Ph.D., as a system administrator and
chief assistant at TU Sofia. I have participated in a number of forums of the Faculty
"Computer Systems and Technologies" at the Technical University - Sofia and I have
witnessed his active participation, accuracy, initiative, collegiality and high
professional qualities of a teacher and scientific specialist with a wide range of
scientific knowledge not only in the field of the competition, but in areas such as
programming languages, system programming, etc., which characterize him as an
established specialist in the scientific field of the current competition.



8. Conclusion

The overall scientific, research and teaching activities are characterized by the
assistant professor. Dr. Eng. Georgi Tsochev as a highly qualified teacher and scientist
with scientific and pedagogical authority in the field of the competition. This gives me
reason to claim that Chief Assistant. Dr. Eng. Georgi Rumenov Tsochev possesses the
necessary qualities and deserves to hold the academic position "ASSOCIST" in the
professional direction 5.3. Communication and computer technology, specialty
"Computer systems, complexes and networks".

08.03.2023 Jury member: ........cocooeiinini

/Prof. Dr. Alexander Bekyarski/



