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PELEH3UA

MO KOHKYPC 33 3aéMaHe Ha aKageMUUHa ANbKHOCT ,A0LEeHT”
no npodecMoHanHo HanpasneHue 5.3. KOMyHUMKaLUOHHA U KOMNIOTbPHA TEXHUKA

C €QWHCTBEH KaHAWAAT: I, ac. 4-p uHXK. Neopru PymeHos Uoues

PeueHzeHT: npo¢. A-p MuneHa Kupunosa Jlasaposa—Muuesa

HacToAllaTta peueH3na e N3roTBeHa B KAYECTBOTO MM Ha YeH Ha Hay4HO ¥ypW, Ha3HauyeHo CbC
3anoseg Neg OX-5.3-15/25.01.2023 r. Ha Pektopa Ha TexHuuecku yHuepcuteT—Codma Ha
OCHOBaHMe Ha pelueHue Ha PaxkynTeTHMA cbBeT Ha PakynteT No KOMMOKOTbLPHU CUCTEMU WU
TexHonornn (Mpotokon Ne2/13.12.2022 r.) no npeanoxeHue Ha KateapeHwa cbBeT Ha KaTeapa
~MHpopmaumoHHM TexHonormn B uHayctpuata” (Mpotokon Ne3/12.12.2022 r.) u lNpoTokon ot
NbPBO 3acefiaHUe Ha HaY4YHOTO XYpW, NnposeaeHo Ha 06.02.2023 r.

1. O6wm nonoxeHusa n 6uorpaduuHu gaHHU

B KOHKypCa 3a 3aemaHe Ha akagemuiyHaTa ANbKHOCT ,A0ueHT”, o6aseH B [bprKaBeH BECTHUK,
6p. 94 o7 25.11.2022 1. U B MHTEPHET CTPaHULaTa Ha TexHUYeckn yHueepcuteT—Codua (TY-Codun)
338 Hy»auTe Ha Kategpa ,MHPOPMaLMOHHM TEXHONOTMM B MHAYCTPUATA” Kbm PakynteT no
KomnioTbpHKM cuctemu M TexHonoruu (PKCT) KaTo eguMHCTBEH KaHAMAAT Yy4acTBa . ac. A-p UHXK.
leoprmn PymeHos Lloves.

Fn.ac. a-p uHxK. N'eopru PymeHos Ljoyes 3aBbpLusa sucie obpasosanue B TY—-Codua, PKCT npes
2012 r. no cneumanHoct ,,KOMNIOTbPHU CUCTEMM U TEXHONOTMKM"” U NpodecuoHanHa KBannPuKaumna
»KOMNIOTbPEH MHXeHep—OaKanasbp” 1 npes 2013 r. no cneuyanHocT ,,KOMNIOTbLPHU CUCTEMM U
TEXHONOTMK" N NpodecroHanHa KBanudukauma ,,KOMMNIOTbPEH MHXKEHep — MarucTep”. B nepnoga
2011-2016 r. ce obyyaBa no BTOpa cneunanHoct ,MHaycTpuaneH MeHUAMMBHT” B CTOMAHCKM
¢dakynteT Ha TY—Codua u npes 2016 r. nonyyasa AUNAOMA 33 ,,MHKEHEP-MEHUAXKDBP — BaKkanasbp”.
B nepuvoga 2014-2018 r. e 3ag04eH [AOKTOPaAHT No npodecHMoHanHo HanpasneHue 5.3.
KOMYHWMKaUMOHHA M KOMMIOTbPHAa TEXHMKa, Hay4yHa cneunanHocT ,,CUCTEMM C M3KYCTBEH MHTENEeKT"
Kbm PKCT, TY — Codua. 3awmTaBa AOKTOPCKa AucepTauma Ha Tema ,M3cnegsaHe Ha meToau OT
M3KYCTBEHMA MHTENEKT 33 NPUAOMEHWE B KOMNIOTbPHaTa MpeMoBa curypHoct” npes 2018 r.
3ano4sa TpyAOBaTa CM AEMHOCT KaTo rNaBeH aAMMHUCTPaTop Ha ,MHBecTop.6r” Afl, Kbaeto pabotu
B nepuoga 2007-2011 r. Ot 2010 r. go 2019 r. 3aema ANBHHOCTATE NPOrPamMUCT Ha CODTyEpHH
NPUIOHKEHWUA U CUCTEMEH aAMUHUCTPaATOp B LieHTbp 3a MHPOpmMaLMOHHK pecypck Kbm TY—Codua,
a B nepuoga 2015-2016 e agMWHUCTPATOP Ha MHPOPMALMOHHM CUCTEMW B YHMBEPCUTET Mo
ApxutekTypa, Crpoutenctso u leonesua. B nepropa 2014 — 2019 r. e XOHOpPYBaH aCUCTEHT KbM
kategpute ,MHOOPMALMOHHM TEXHOIOTUM B MHAYCTPUATA" U ,KomnioTbpHM cuctemn” kbm PKCT.
Mpe3 2019 r. e Ha3Ha4YeH KaTo rnaBeH acWUCTEHT B Kategpa ,MHOOPMaLMOHHKM TEXHONOTMK B
uHaycTpusaTa” npu TY-Codus. B nepmuoaa 2013-2014 r. yyacTBa B Kypcose 3a 0byueHue kbm Cisco
Akagzemuna B TY-Coodwua ,Cisco Exploration: Network Fundamental®, ,Cisco Exploration 2: Routing
protocols and concepts”, ,,Cisco Exploration 3: Lan Switching and Wireless”, ,,Cisco Exploration 4:
Accessing the WAN" u ,,Cisco Security v.1.1“, a B nepuoaa 2020-2021 r. ce oby4aBa B KypcoBeTe
»HCIA-Security”, ,,Huawei Certified Academy Instructor” n ,HCIA-Al“ kbm Huawei Academy, KakTo
u , Al Basics for Schools” u ,Digital Education with Cultural Heritage” kbm European Schoolnet
Academy. Bnapee aHramiickm n pycku e3uk. YneH Ha IEEE Buglarian section, Association for
Computing Machinery, Cbt03 no asTomaTuKa u HpopmaTtuka (CAK), ®HTC, Cbio3 NO eNeKTPOHMKA,
eneKkTpoTexHuka u cboblenuns (CEEC), PHTC, Cvio3 Ha yueHuTe B Bbarapua, cekuua TexHUYecKu
Hayku. YneH e Ha pepkonernaTta Ha cnucaHue ,Problems of Engineering Cybernetics and Robotics”.
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2. O6wo onucaHue Ha NpeacTaBeHUTEe MaTepuanu
EAWHCTBEHMAT KaHAWAAT B KOHKYPCa 338 3aeMaHe Ha akaAeMHUiYHa ANbKHOCT ,A0LEeHT” 1. ac. Aa-

p uHX. Feopru Lloues e npeAcTaBun BCUMKU HEOBXOAMMM AOKYMEHTU, CNPABKU M AOKa3aTENCTBEHN
maTtepwnanu cernacHo 3PACPE n NMN3PALPE.

Kanaunpatoet . ac. a-p Meopru Lloyes y4acTea B KOHKypca € 0610 38 Hay4YHM TPYAR, B TOBA YMCAO
1 moHorpadua u 37 HayyHu nybankaumu. NMpeactasenn ca cbwo 1 y4yebHo nocobue u cnpaska 3a
yyacTue B 6 Hay4yHOM3CNe40BATE/CKU NPOEKTH.

XabunutaumoHHUAT Tpya (MoHorpadwma), NpeacTaBeH 3a y4acTve B KOHKypca 3a ALl ,AoueHT" e
CbC 3arnasue ,M3cnensaHe cMrypHocTTa Ha kKubepdusnuHute cuctemu”, M30afeH e B CbaBTOPCTBO
npe3 2020 r. ot n3gatencreo ,,06pa3oBaHMe 1 No3HaHKe" n e c obem 258 ctpaHmnum. CTpyKTypUpaH
e B 5 rnasum, cbabpa 35 ¢durypu 1 6 Tabnuum, uutMpanu ca 127 nutepaTypHM U3TOYHUKA.

My6ankaumuTe, NpeacTaBeHa 3a y4acTMe B KOHKypca 3a ALl , BOUEHT" He Ca BKKOYEHMW B CMIMCHK
nybanKauMm No 3alwmuTeHMA gucepTaumoHeH Tpya. NpeacrageHuTe 37 HaydHW TpyAa 3a ydacTue B
KOHKypca ca nybnukyBaHu B nepuoda 2016-2021 r. n morat ga 6bAaT KnacMUUUPaHU KaKTo
cnepga:

Mo eud:

— Cratnu B cnucaHua — 17 Bpos;

- [Joknaau Ha KoHpepeHuuu — 20 6poa.

Mo 3Ha4yumocm:

— CTaTiu B U34aHMA C UMnakT-dpakTop (SJR)- 6 6pon [.7.2 (JC1=0.14),.7.3 (SJR=0.262),I.7.8 (SIR

=0.242),1.7.10 (SJR = 0.228), I.7.15 (SJR = 0.226), .7.16 (SJR = 0.165)];

Mo macmo Ha nyBaukyseaHe:

— MNyb6nukauuu B M3naHua, pedepupaHn U MHAEKcUpaHu B Scopus u/mnum WoS — 16 6pos
[F.7.1+1.7.16];

- MMy6aunKaumm B HepedepupaHn U34aHUA C Hay4yHO peleH3upaHe — 21 6pon [.8.1+1.8.21];

— Cratum B pedepupaHn MexayHapoaHHU cnucaHua — 3 6pon [.7.2,T.7.8, I.7.15];

- Cratuu B HepedepupaHu MexAyHapoAHU cnMcaHuA — 2 bpos [.8.2, .8.17];

— Cratuu B HepedepupaHU HaLMOHaNHK cnucanHnA — 11 6poa [.8.1,1.8.4,1.8.5,1.8.8,1.8.9,1.8.10,
r.8.11,r.8.13,r.8.14, r.8.19, r.8.21J;

- [loknaau B TPYA0BE Ha MEXAYHAPOAHU HAaYYHU KOHPEepeHUUU B YykbrHa —4 6pona [.7.4,1.7.16,
r.8.16, r.8.20];

- Jloknagam B TpyOoBe Ha MEMAYHapoOHM HayyHW KoHdepeHuuu, nposegeHw B bbarapusa u
HaLMOHaNHU KOHPEPEHLMM C MeXKAYHAPOAHO yyacTue — 17 6poa [.7.1,1.7.3,1.7.5,1.7.6,.7.7,
r.7.9+r.7.14,1.8.3,1.8.6,r.8.7,1.8.12,.8.15, .8.18j;

Mo e3uka, Ha Kolimo ca HanuUCcaHu:
- Ha aHramiicku eamk — 35 6pos [.7.1+I.7.16, .8.1+.8.9, .8.11+1.8.20];
— Ha 6barapckm e3unk — 2 6pon [.8.10, .8.21].

Mo 6poii Ha cbaemopume:

— CamocTtoaTenHu — 6 6pon [.7.1,1.7.2,1.7.11,1.7.13, .8.5, .8.21];

— CepawH cbasTop — 6 6poa [.7.3,1.7.5,1.7.14,7.8.1,1.8.4, I.8.8];

- C asama cvaBTOpW — 6 Bpos [.7.7,1.7.8,.7.15,1.8.3,.8.10, .8.18];

- CT1pMma v nosevye cbasTopu —19 6pon [.7.4,1.7.6,1.7.9,1.7.10,.7.12,T.7.16,1.8.2,1.8.6,.8.7,

rs.g,rg.i11,rs.12,r.8.13,r.8.14,r.8.15,r.8.16,r.8.17,r.8.19, .8.20].

Ot 06wo 31 ny6AnMKauMM B CbaBTOPCTBO, KaHAMAATLT € Nbpeu asTop B 12 nybaukauuu, B8 4
nybavKauMmM e BTOpPKU CbaBTop, B 5 nybAMKauMm e TpeTu CbaBTop, B 5 nybaukauuu e 4eTBbpTH
cbasTop, B 4 nybavKauum e nety cvasTop M B 1 nybaunkauma e wectm cbasTop. He ca npeacTtaBeHn
pasnpedenuTesiHd MPOTOKOAN 33 HayyHMTE TPYAOBE B CbaBTOPCTBO, MPUEMA Ce PaBHOCTOMHO
y4acThe Ha BCUYKU CHaBTOPU.



Mo OTHOWEHKUE Ha U3NBAHEHUETO Ha MUHUMANHUTE M3UCKBAHM TOYKM NO rPynM NoKasartenu 3a
3aemaHe Ha A/l ,aoueHT” no npodecuoHanHo HanpasneHue 5.3. KOMyHUKaLMOHHA U KOMMIOTbPHA
TEXHUKA NPeACTaBEHUTE MaTepWany Ha KaHaMAaTa B KOHKypca ra. ac. a-p Meopru Lloves morar aa
6baaT 0606WEeHN KaKTo cneaBa:

- 3aepyna nokazamenu A:

» [loKasaten 1 — npeactaBeHW ca asTopedepaT Ha AUCEPTALMOHEH TPyA, M CNUCHK Cbe 7
nybAvKauum no guceprauuara.

O6wmaT 6poit TOuKK 3a rpyna nokasatenm A e 50 (npy MMHUMaAnNHK M3ncksaHm 50 Touku 3a A/l
»A0UEeHT").
- 3a epyna nokasamenu B:

= [loKa3aTen 3 —npencraseH e xabunutaymoHeH Tpya (MoHorpadguma) [B.3.1].

O6wmAT bpoii TouKM 3a rpyna nokasatenu B e 100 (npu MUHUManNHM n3ncksaHu 100 Toukm 3a
ALl ,, poueHT”).
— 3a epyna nokazamenu I:

* [lokasaten 7 — NnpeAcTaBeHu ca 16 HayuyHW nyb6aMKauMm B U34aHUA, KOUTO ca pedepupaHu u
MHOeKcupaHu B Scopus u/mnamn WoS: [.7.1+1.7.16]. O6wmaT 6poit ToukM no nokasaten 7 e
3069.

= [loka3aTen 8 — npeactaBeHu ca 21 HayyHU NnybanKauumu B HepedbepupaHU CNMCaAHUA C HAYYHO
peueH3MpaHe UK B peaakTUpaHu KoneKkTueHu Tomose: [.8.1+1.8.21]. O6wmAaT 6poit ToUKK
no nokasaren [8 e 137.

O6wmaT Gpor TOUKK 3a rpyna nokasatenu I e 446 (npyv MUHUMANHKW u3nckeaHu 200 ToukKM 3a ALl
2A0UEHT").
— 3a 2pyna nokazamenu [: npefCTaBeHa € aBTOPCKa CMpPaBKa 3a UMTUPaHMA Ha TpyaoseTe Ha
KaHAMAaTa, CbrNacHo KOATO:

= [lokaszarten 12 — 24 ot nybauKauumTe Ha KaHAMAaTa MMaT obwo 55 UMTUPaHUA B HayuHM
usfaHua, pedepupaHM U MHAEKCUpPaHU B CBETOBHOM3BECTHWM 6asvM fAaHHM C Hay4yHa
nHpopmauma. O6bwmar 6poir ToukK no nokasaten 12 e 550.

= [okasaten 14 — 11 or nybaukauuute Ha KaHgupata umat obwo 16 uuTMpaHuMA B
HepedepupaHM U3[aHUA C HaydHO peueHsupaHe. ObwuAT 6poii ToukM no nokasaten [114 e
32.
O6wuaT 6poi TOUKM 3a rpyna nokasatenu [ e 582 (npy muHUManNHU nsncksauu 50 Touku 3a A
»AOUEHT").
- 3a 2pyna nokasamenu E: npeacraBseHM ca AOKYMEHTHM 3a YY4aCcTUA B Hay4YHU NPOEKTH U
I'IyﬁﬂHKYBaHM YHUBEPCUTETTKCH Y'-IeﬁHH I'IOCOGHR, CbrnaCHO KOMUTO:

= [lokasaTen 18 — KaHAMAATHLT € Y4acTBan B 2 HaUWOHANHM NpoeKTa, duHaHcMpaHu oT PHU Kbm
MOH u ot ON ,Hayka u obpa3oBaHue 3a UHTEAUreHTeH pactex”. O6WwmAT 6poi ToukKu no
nokasaren E18 e 20.

* [okasaTen 24 — npeacTaBeHO 3a ydyacTMe B KOHKypca e nybaukyBaHo ydebHo nocobue
[E.24.1]. O6wmAaT 6poii ToukM no nokasaten E24 e 10.

= [lokasarten 29 — KaHAWAATLT € PbKOBOAUTEN Ha 2 HayYHW NpoeKTa, duHaHcupaHu ot HUC npu
TY-Codua. Obwumar 6pon Touku no nokasaten E29 e 40.

06wmAT 6poit ToukM 3a rpyna nokasatenu E e 70 (He ce M3UCKBAT TOYKM 3a ALl ,, A0LEHT No rpyna
nokasatenu E).



- 3aezpyna nokazamenu X: NnpeACTaBeHn ca IOKYMEHTH 3a:

®= [lokasaten 30 — nposerAaHe Ha NeKUMM B NOCNeAHUTE TPU aKaAeMWMYHM ToAWHM no 3
ONCUMNAKHM (2 Ha BbATaPCKM €3KK M 1 Ha aHFNMIACKK e3MK).

O6wmAT Bpoit TOUKM CbINACHO NpeAcTaBeHaTa CnpaBKa 3a nokasaten X e 209 Touku (npu
MWHAMaNHKU M3nckeaHm 30 ToukK 3a ALl ,, A0UEeHT").

[peacrtaBeHUTe 33 yyacTMe B KOHKypca maTtepuanu oT ra. ac. a-p leopru Loues no obem,
CTRYKTYpPa M CbAbPKaHWe ca B 06nacTTta Ha KOHKYPCa M M3NBAHABAT (HAKOM CbC 3HAUMUTENHO
NpesuLeHne) MUHUMANHUTE U3WUCKBAHU TOYKM MO BCUMYUKM FPYNM MOKa3aTeNM 3a 3aemMaHe Ha
aKafemMuyHaTa ANbXKHOCT ,,00UeHT”.

3. O6uwa xapaKTepUCTMKA Ha HayYHOM3CNeAOoBaTeNCKaTa U Hay4yHONPUAOXKHATa AeWHOCT Ha
KaHgupara
NpeAacTaseHuTe OT rA. ac. A-p Feopru Lloues 3a yyacTUe B KOHKYpPCa Hay4HU TpyJoBe U Cnpasku
3a y4acTMe M 33 PLKOBOACTBO Ha Hay4yHM MPOEKTM CBMAETENCTBAT 3a aKTUBHaTa My
Hay4HOM3CNeA0BaTENCKa WM HAyYHO-NPUNOMHA [AEWHOCT, KOATO HaMmbAHO CbHOTBETCTBA Ha
NPOPEecUoHaNHOTO HanpaBNeHWe U HayYHaTa CNeLManHOCT Ha KOHKypca.

HayuyHou3chepoBaTenckata M HayyHO-MPUIOMKHATA AEMHOCT Ha KaHAMAATa € HAaco4eHa Kbm
pewasaHe Ha Hay4yHW, HAYYHO-NPUAONKHU WU MNPUNOKHU Npobiemu B cnegHUTEe TemaTU4YHM
Hanpasnenua: (1) Mogenu, MeToam U CPeACTBa 3a U3TPaKAaHe, MOHUTOPUHI M MPEXOBAa CUTYPHOCT
B KOMNIOTbPHM cuctemu (Tpypose (7.4, 7.5,17.6,17.10, 8.1, 8.2, 8.3, 8.5, 8.7, I8.11, I'8.12,
rg.13, rg.15, rg.16, ra.17, ra8.19, rs.20]); (2) Komnnekcu 3a CUrypHoCT NpU U3rpaKgaHe W
MOHUTOPUHT B SCADA MHAyCTpUanHu cuctemu (Tpygose [B3.1,17.3,7.8,17.11,7.13,17.15, 8.4,
8.8, 18.10, r8.21]); (3) UscnepsaHe Ha Moaenu, METOAM U CPEACTBA 338 MOHUTOPUHT Ha CUTYPHOCT
M JOCTBMHOCT HA KOMMIOTHPHU MPEXM, KAKTO U Ha MeToAM M cpeacTBa 3a obyyeHneTo um (Tpyaose
[7.1,17.2,17.7,17.9,17.12,17.14,17.16, 8.6, 8.9, 18.14,8.18, E24.1).

Hapepn ¢ nybankaumute, oTpasasalyM HayyHaTa AeMHOCT Ha KaHAMAATa B Te3W HanpasaeHus,
TOM e y4acTBan B ABa Hay4yHW NpoekTa, ¢puHaHcupauu ot ®HU u ON ,Hayka u obpasosaHue 3a
MHTENUreHTeH pacTex”, B ABe 2 HAUMOHaNHKM HayyHW nporpamu u e bun pbKOBOAUTEN Ha ABa
Hay4YHW npoekta, ¢uHaHcupanu ot HUC npu TY—Codus no nporpama ,llepcnekTUBHM
pbKOBOAUTENN", UNATO TEMATMKA CHLLO € HACOYeHa KbM METoAM U CpeacTsa 3a KMBepCurypHocT B
KOMMIOTbPHU CUCTEMM, KOMIMIEKCH M MPEKK.

Pe3ynTtatuTe OT Hay4HaTa MU HAaYYHO-NPUAOMKHATa AeMHOCT Ha . ac. A-p Meopru Lioyes, oTpaseHu
B Hay4yHUTE MY TPyJOBe U Yy4acCTUATa MYy B HAaY4YHW NPOEKTU U Hay4YHU OpraHu3auuu no3sonAsart 4aa
ce Aaae Nonox¥uTenHa oueHKa Ha U3ciegoBaTesnickarta My ,EI,EI':IHOCT.

4. OueHKa Ha negarorMyecKara NoOAroToBKa U AEWHOCT Ha KaHguaaTa

l'n. ac. o-p Neopru Lloyes nma neaarorMyeckm OnuT KaTo XOHOPYBaH aCUCTEHT M FNaBeH aCUCTEHT
B Kategpa ,MHPOPMaUMOHHM TexHoNorMM B MHAycTpuATa” Kom OKCT npu TY-Codua ot 2014 r.
CbrnacHo npeacTtaBeHaTa KbM JOKYMEHTUTE MO KOHKYpCa CnpasKka, nejarormyeckara AeMHOCT Ha
KaHAWOaTa ce u3pasABa B NPOBEXAaHe Ha NIEKUUU U NabopaTopHU YyNpaXKHEHUA N0 AMCLMNINHM,
KOWMTO Ca NPAKO CBbP3aHM CbC CNeumanHocTTa Ha Kypca: ,MpexoBa U MHPOPMAaLMOHHa CUrypHOCT”
(OKC ,6akanasbp”), ,KomniotbpHu mpemun” (OKC ,6akanasbp”), ,MHbOpMaLMOHHa cUrypHocT”
(OKC ,6akanaBbp”), ,Mpexosa v uHbopmaumoHHa curypHoct” (OKC ,marmcrep”). lNpaswu
BrnevyarieHne, Ye Npes NocneaHuTe Tpyu roguHK obLimMA Xopapuym Ha BOAEHWTE OT HEro 3aHATUA
3HaYMTEeNHO HaABWLLABA MUHUMAaNHUTE M3UCKBAHUA 33 3aEMaHe Ha A/TbHHOCTTa ,A0LEHT”.



Fn. ac. g-p leoprn Louyes e cbasTop Ha y4ebHO nocobue ,PbkosBoacTBo 3a nabopaTopHu
ynpaxHeHue No MperwoBa M MHPOPMALMOHHA CUIYPHOCT” M34adeHo OT M3aaTenctso ,ABaHrapg,
MNpuma® npes 2021 r., KOETO e NPAKO HAaCOYEHO KbM OCUrypaBaHe U noanomaraHe Ha ydebHua
npouec No BOAEHUTE OT KaHAWAATa AUCUMNAMHU. KaHANMAATbT @ MHOro aKTMBeH B paboTaTta cu ¢
abconBeHTU KaTo pbKOBOAUTEN Ha AUNNOMHM PaboTu Ha 3aBbpluBaLLMTe GaKanaBpu U MarucTpu,
obyuyasaHu BbB PKCT. OTAIMYHO BNeYaTNeHUe 3a NeAarorMyeckaTta AeMHOCT Ha . ac. a-p leopru
Loyes npasu npuBanYaHeTo Ha oby4yaBaHWUTE OT HEro CTYAEHTM 3a paboTa Mo HayyHU NPOEKTH,
KaKTO U CbBMecTHMTe My NybAuKauuu CbC CTyAeHTM B nepuoaa 2019-2021. . ac. a-p leopru
LloyeB e yvacTBan B M3rpaxkgaHeto Ha MHpacTpykTypa Ha naboparopusa ,MHGOpMauMOHHa
CUrypHOCT”, @ CbLUO U B NOSAbPKaHe U 06HOBABaHe Ha nabopaTtopHaTta 6a3a Ha KaTeaparTa.

Bcuuko ToBa MM AaBa OcHOBaHWeE A3 OUEHA Nejarornyeckara AeMHOCT M NOATOTOBKA Ha . ac.
A-p leopru Lloyes mHoro gobpa, cBMAeTeNCTBaWA 33 TOBA, Ye TOW e YyTBbpAEH NpenoaaBaTen
rONAM ONWUT M 3HAYMM NPUHOC NMPU OPraHM3MpPaHeTo U NpoBexaaHeTo Ha yyebHaTa M yyebHo-
nscneposartenckata pabota b DKCT npu TY-Codus.

5. OCHOBHM Hay4yHW U HAYYHONPUNOKHU NPUHOCHK

HayuyHata gelHOCT Ha rn. ac. A-p leopru LloyeB e B TeMaTUYHUTe HanpasneHua ,Mopenm,
MeToAM U CPpeacTBa 3a U3rpaxaaHe, MOHMTOPMHT U MPEXKOBa CUTYPHOCT B KOMMIOTbPHM CUCTEMU”,
»KOMMIEKCK 33 CMIYpPHOCT NpPM M3rpaxgaHe M MOHWUTOPUHT B SCADA uHAyCTpManHu cuctemu”,
2M3cnenBaHe Ha moJenun, MeToan U cpeacTBa 3a MOHMTOPWMHI HA CUMIYPHOCT M AOCTBLMHOCT Ha
KOMMIOTbPHU MPEXK, KAKTO M Ha METOAM U CPEeACTBa 33 06yYEHUETO UM”.

MNpremam bopmMynMpaHUTe B aBTOPCKaTa cnpasBka NPUHOCK, KOMTO moraT ga 6baat 06061eHn
KakTo cnefga:

— Hay4Hu npuHocu:

= pa3paboTeH e TeopeTMYEeH MOAEN 3a 3aluMTa Ha YCTpoMcTBa, paboTewm B SCADA cucTEMM,
KOMTO MOraT AMPEKTHO Aa KOMYHUKUPAT U B3aMMOAEWUCTBAT C pPas/IMiHK NONEBU YCTPOICTBA
KaTo CEeH30pM, KNanaHWu, NOMNK, ABUraTeNU, 3aABUKBAHMUA U APYTK, Ype3 NOAKHF TeXHONOrMA
[B3.1,17.11,18.10];

" npeanoXeH e noaxosd 3a nNpunaraHe Ha MHTENUreHTHU MeToAM 33 NOBULIABAHE Ha
CMTYPHOCTTa B KOMMIOTHPHU MPEXU U CUCTEMM Ype3 BbBEXKIAHE Ha EIEMEHTU Ha U3KYCTBEH
MHTEJIEKT B METOANTE 33 OTKpMBaHe Ha Kmbep3aniaxu Ha pa3nnyHn HuBa [8.2,17.10,18.12,
rg.1s, r8.17j;

" MpeanoXeH noaxos 3a 3non3BaHe Ha afanTUBHM TEXHMKU 38 ONTUMMU3ALMA 338 UHTERAUTEHTHA
MpPEeXO0Ba CUIYPHOCT Ype3 CbBMeCTABAHE Ha PasNMYHM NOAXOAM B CUCTEMUTE 33 OTKPUBAHE Ha
HapywuTenu [(8.11, 17.14, 17.16].

-  HAY4YHO-NPUNOMCHU NPUHOCU:

" npegnoXeHa € KnacupuKauMs Ha HaW-4ecTo CpelaHuTe yA3BMMOCTM B Ou3Hec
MHPOPMALMOHHN cUCTEMM, Ha Ba3aTa Ha KOATO Ca HanpaBeHW NPenopbKku 33 3aluTa M
NPOTHBOAENCTBME CPELLY Pa3/IMiHN BUAOBE 3aMn1axMn, HacoyeHu Kbom Tax [8.1, 7.5];

= KnacuduUMpaHM ca KNOYOBM Npobnemu B KpUTMUHATa MHPOPMAaLMOHHA WMHPPACTPYKTYpa
ype3 aHanu3 Ha SCADA cuctemm u UHayctpuaneH WMHTepHeT Ha HewaTta, M3cneaBaHa e
CHLBMECTUMOCTTa MeXAy TPaaULMOHHMTE MHPOPMALMOHHA CUCTEMM U Te3M 3a ynpasaeHue
Ha NPOMMLUAIEHM MPOLECU Ypes NPUNAraHe Ha pas/IniHU METOAM Ha U3KYCTBEHUA MHTENEKT U
ca NpeasioKeHu Bb3IMOMKHOCTM 3@ M3MNO03NBaHETO MM B KOHKPeTHWM 00NacTM Ha CUrypHocTTa
[B3.1,17.3,18.4,18.8,17.8,17.12,17.13,7.15];



" npeanoXeHa e KoHuenuua 3a paspaboteaHe Ha yuebHWM Kypcose B o0bnactra Ha
KmbepcurypHocTTa 3a CTyAeHTU OT KOMMIOTbPHU U COPTYEPHU UHMKEHEPHMU CMeumnanHocTu
[r8.6,77.9,18.9].

— NPUAOXHU NPUHOCU:

® HanpaseHa e KnacMpuMKaumsa 1 ca pa3paboTeHM NPENOPbKU 32 U3M0A3BaHe Ha pa3nuyHu VPN
TEeXHONOIMKU, U3CNEeMBaHA € CMCTEMA KOMOMHMPpaALLa MPEXOBMU U XOCT BasupaHu cucTeMu 3a
OTKpUBaHe Ha Hapywwutenu (IDPS) B pa3npeneneHa XeTeporeHHa MpPEKOBa Cpeaa U e
OEeMOHCTPMPAHO BAMAHMETO Ha Ta3M CUCTeMa BbpXy NOBMLLIABAHETO Ha edeKTMBHOCTTa 3a
OTKpWBaHe Ha NPOBMBM M HapPyLWKUTENU U HAMaNABAHETO Ha NPOoLeHTa Ha GanlmnBKu anapmu
[r8.18,17.4,18.13,18.16, r8.21];

= dopmynupaHu ca Habop OT KpuTepuu 3a pa3paboTBaHe Ha 3awWMUTEHU codTyepHU
NPUIOXEHUA 33 TrapaHTUpaHe Ha HaAWYHOCTTa, MNOBEPUTENHOCTTa MW LUenocTtra Ha
MHbOPMaLMOHHUTE cucTemum (7.6, I7.7];

" pa3paboTeH U NPOrpamHoO e peannsanpaH Moaen 3a 3aWmTa Ha KubepduanyHa cuctema Upes
M3N0N3BaHETO Ha METOAWN OT M3KYCTBEHUA UHTENEeKT, KaTo MalWWHHO OGVHEHME U HEBPOHHM
MPEKW 33 NPeBaHTUBHO OTKPMBaHe Ha aTaku oT Tun DoS u DDoS [8.5, 8.14];

® pa3paboTeHMn ca M3UCKBAHMA NMPU NPOBEKAAHE HA ENEKTPOHHWU U ANCTaHUMUOHHM 0By4YeHus B
0611acTTa Ha UHKEHEPHUTE HaYKU U NPOrpaMHO e peannsnpaHa CMcTeMa 3a NpoBeXaaHe Ha
OMCTaHUMOHHM 3aHATMA NO KOMMIOTbPHU MpeXK Ha BaszaTa Ha aHanM3 Ha NPOAYKTH, KOUTO
nNpPeaoCcTaBAT Tasn BbaMoXHocT [18.3,18.7,17.1, 7.2, E24.1];

" BHeApeHa e HauMoHanHa naatdopma 3a eNekTpoHHo obyyeHue B obnacTra Ha AapeHarta
eHepreTuka CLPANET [r8.19, '8.20].

Hay4HuTe npuHOCKH B TpyaoBeTe Ha rAa. ac. A-p Neopru Lloues morat aa 6baaT OTHECEHM KbM
KaTeropuute oboratABaHe Ha CbLUECTBYBALULO HaYYHO 3HAHUE M HAaYYHW NOCTUHKEHUA B NPaKTUKaTa.
YacT oT Hay4YHO-NPUNOXKHUTE NPUHOCK Ca CBbP3aHM CbC Cb3AaBaHe UAU MOAUPUUMPAHE Ha MeTOAM,
noaxoaM, MOAeNu, anropuTMK, a ApYru ce OTHACAT KbM [OKasBaHe C HOBWM CpeacTBa Ha HOBM
CbLLECTBEHU CTPAHU HA CbLLECTBYBALLM HayYHWU NPO6AEMU U TEOPHM.

6. 3HauMMOCT Ha NPUHOCKUTE 3a HayKaTa M NpaKTUKaTa

Mo obem 1 KavecTBO Hay4HOM3CNEeA0BaTENCKATa M HayYHONPUNOKHATa AEMHOCTU Ha KaHAMAATa
yaosneTsopaBaT M3UCKBaHMATAE Ha 3PACPB M npaBWAHWMKA 3a NPUAONKEHUETO My. HanbnHo ca
NOKPUTU MUHUMAJTHUTE W3UCKBAHWA NO KOAUMYECTBEHW KpuTepun Ha TY-Codua 3a 3aemaHe Ha
aKaJgeMHuyHaTa ANBHHOCT “goueHT”. HayuyHuTe uscneasaHua ca B 6e3CnopHO akTyanHu 061acTv 1
Hay4yHa TemaTuKa, a NOCTUrHaTUTE MPUMHOCKM oborataBaT Hay4yHaTa TeopuMAa WU MMaT MPUNOXKHA
CTOMHOCT B NPAKTUKaTa, KaTo CbLLO TaKa ca Nofe3HM Npu 0by4eHUeTO Ha CTYAEHTH U JOKTOPAHTH.
Pe3yntatute OT aKTMBHAaTa AeMHOCT Ha KaHAWAaTa ca NpPeAcTaBeHM Ha peauua aBTOPUTETHM
MeXAyHapoaHW M HauMoHanHM GOPYyMWU M €a NONYYUAM NYOAMYHOCT Ype3 BKAKOYBAHETO MM B
peavua MexayHapoaHM WM HAaUMOHaNHW M3OaHWMA. Bb3 OCHOBa Ha CBOATA HayyHa NpPoOAyKUMA M
NPUHOCK KaHAMAATa Ce NOA3Ba C NPU3HAHWE M aBTOPWUTET B HAayYHWUTE CPeaM ¥ Hac U B YyKOMHa, 3a
KOEeTO CBMAETEeNCTBA roNemusa Bpoit LMTMPaHMA Ha HaydHUTE My TpyAoBe.

7. KputuuHu 3abenekku U npenopubKu

HAmam KpuTuuHM 6Genexkn no npeactaBeHWTe OT KaHAMAaTa matepuanu 3a ydactve B
KOHKypca, Te ca opopmeHM MHOro aobpe M ca NpuAapyXeHW ¢ HeobxoaumuTe CNpasKM,
YAOCTOBEPEHUA U APYrM AOKYMEHTM. [penopbKUTe MM KbM Hero ca aa ce opueHTupa B 6baelue
KbM 06y4eHHe Ha AOKTOPAHTM U y4acTUe B HaYYHU KONEKTUBU N0 MEXAYHAPOAHU HAYYHU NPOEKTU.



8. JlnuHKM BneuyaTneHuA U CTaHOBULLE HA peLieH3eHTa

Mo3HaBaM AMYHO rA. ac. A-p MHXK. leoprn LoyeB M MMam OTNUYHW BNevaTAeHWA oOT
nejarorMyeckaTa U HayuyHata My AeMHOCTM, KOMTO Ce XapaKTepuampar ¢ ronama 3aabnboyeHocT u
npeumnsHoct. NpeacTaBeHUTe 33 ydyacTMe B HAcTOALWLMA KOHKYpPC martepuanu ceuMaeTencrsat 3a
HEeroBOTO Pa3BMTME U U3rPaXaaHe KaKTo KaTo y4eH 1M U3cneaoBaTen, Taka v Kato npenogasaren. n.
ac. ao-p Neopru Lloues e Konera, Ha YMATO NPOPECUMOHANHA KOMNETEHTHOCT U 0T3MBYMBOCT MOraT Aa
pasyMTaT KaKTO NpPenogaBaTe/iMTe W CAYXWATEAUTe, Taka W CTYAEHTUTE W [OKTOpPaHTUTE B
yHMUBEpCUTETA.

3AKMTIOYEHUE

Bb3 OCHOBa Ha 3ano3HaBaHETO C MpeACTaBeHUTe Hay4yHW TpyaoBe, TAXHATA 3HAYUMOCT,
CbAbpPIKALLUTE Ce B TAX HAYYHU, HAYYHONPUIOXKHU U NPUAOXKHU NPUHOCH, KAKTO U U3MbJ/IHEHUETO
Ha BCUYKM U3UCcKBaHUA Ha 3PACPB 1 NMN3PACPB 1 Ha NpaBUAHUK 3a YC/IOBUATA U PeAa 3a 3aemaHe
Ha aKagemMu4HU JabKHOCTU B TY-CoduAa Hamupam 3a OCHOBaTe/IHO Aa npeasioxKa ra. ac. 4-p
MHXK. FTeopru PymeHos Lloues Aa 3aeme aKagemMuUyHaTa AJIbKHOCT , 40UeHT” B npodecMoHanHoTo
HanpasneHue 5.3. KOMYHMKALMOHHA M KOMMIOTbPHA TeXHWUKA, cneuunanHoct ,KomnoTbpHu
CUCTEMM, KOMINIEKU U MPEXU”,

Aara: 06.03.2023 r. PELLEH3EHT:
/npod. a-p MuneHa Jlazaposa—-Muuesa/



REVIEW

for a competition for obtaining an academic position , Associate Professor”
in professional field 5.3. Communication and Computer Engineering
specialty “Computer Systems, Complexes and Networks”, announced in SG Ne94/25.11.2022

Applicant: Assist. Prof. PhD. Eng. Georgi Rumenov Tsochev

Jury member: Prof. PhD Eng. Milena Kirilova Lazarova-Mitseva

The statement is prepared in my capacity as a member of a Scientific Jury as confirmed by Order Ne
0¥-5.3-15/25.01.2023 of the Rector of the Technical University—Sofia based on decisions of the
Faculty Council of the Faculty of Computer Systems and Technologies (Protocol Ne2/13.12.2022)
and the Department Council of the Department “Information Technologies in Industry” (Protocol
Ne3/12.12.2022) and a decision of the first meeting of the Scientific Jury from 06.02.2023.

1. Overall characteristics of the candidate's research and applied research activity

In the procedure for obtaining an academic position “Associate Professor” announced in the State
Gazette No. 94/25.11.2022 and on the website of the Technical University of Sofia (TU-Sofia) for
the needs of the Department “Information Technologies in Industry” at the Faculty of Computer
Systems and Technologies (FCST) the only candidate is Assist. Prof. PhD Eng. Georgi Rumenov
Tsotchev.

Assist. Prof. PhD Eng. Georgi Tsotchev graduated in 2012 from TU-Sofia, FCST with a bachelor
degree in Computer Systems and Technologies and a professional qualification “Computer Engineer
— Bachelor” and in 2013 with a master degree in Computer Systems and Technologies and a
professional qualification “Computer Engineer — Master”. In the period 2011-2016 he studied a
second specialty “Industrial Management” at the Faculty of Management of TU-Sofia and
graduated as “Engineer Manager — Bachelor” in 2016. In the period 2014-2018 he was a part-time
PhD student in the professional field 5.3. Communication and Computer Engineering, scientific
specialty “Artificial Intelligence Systems” at the Faculty of Computer Science, TU-Sofia. He received
a PhD degree in 2018 after successfully defending his PhD thesis “Study of methods of artificial
intelligence for application in computer network security”. He was working as a chief administrator
of “Investor.bg” Ltd. in the period 2007-2011. From 2010 till 2019 he was working as a software
application programmer and a system administrator at the Center of Information Resources at TU-
Sofia and in the period 2015-2016 he was an information systems administrator at the University
of Architecture, Civil Engineering and Geodesy. In the period 2014-2019 he was a part-time assistant
at the Departments “Information Technologies in Industry” and “Computer Systems” at the FCST.
Since 2019 he is an Assistant Professor at the Department of “Information Technologies in Industry”
at TU-Sofia. In 2013-2014 he participated in several training courses at Cisco Academy at the TU-
Sofia: “Cisco Exploration: Network Fundamentals”, “Cisco Exploration 2: Routing protocols and
concepts”, “Cisco Exploration 3: Lan Switching and Wireless”, “Cisco Exploration 4: Accessing the
WAN" and “Cisco Security v.1.1” and in 2020-2021 he followed several courses of Huawei Academy:
“HCIA-Security”, “Huawei Certified Academy Instructor” and “HCIA-AI” as well as the courses “Al
Basics for Schools” and “Digital Education with Cultural Heritage” at the European Schoolnet
Academy. He is fluent in English and Russian. Assist. Prof. Georgi Tsotchev is a member of IEEE —
Buglarian section, Association for Computing Machinery, Union of Automation and Informatics
(SAI), FNTS, Union of Electronics, Electrical Engineering and Communications (CEEC), FNTS, Union of
Scientists in Bulgaria, Technical Sciences section. He is also a member of the editorial board of the
journal “Problems of Engineering Cybernetics and Robotics”.



2. General description of the submitted materials

The only applicant for participation in the current procedure for obtaining an academic position
“Associate Professor” Assist. Prof. PhD Eng. Georgi Tsochev has provided all the required
documents, references and evidences according to the Act on the Academic Staff Development in
the Republic of Bulgaria and the Regulations governing the application of the Act.

The applicant Assist. Prof. Georgi Tsochev has submitted for participation in the procedure 38
scientific works, including 1 monograph and 37 research publications, as well as 1 textbook and a
reference for participation in 6 research projects.

A monograph submitted for participation in the procedure as a habilitation thesis is entitled
“Research on the Security of Cyber-Physical Systems” and is published in co-authorship in 2020 by
the publishing house “Education and Cognition”. The monograph has a total of 283 pages structured
in 5 chapters and contains 35 figures, 6 tables and a bibliography of 127 literature sources.

The publications submitted for participation in the procedure are not included in the list of
publications on the PhD thesis. The research papers submitted for the competition are published in
the period 2016-2021 and can be classified as follows:

By type:

— Journal articles - 17;

— Conference papers — 20.

By importance:

- Articles in editions with an impact factor (SJR) -6 [.7.2 (JCI = 0.14), 7.3 (SR = 0.262), .7.8 (SIR
=0.242),1.7.10 (SJR = 0.228), I.7.15 (SJR = 0.226), I.7.16 (SIR = 0.165)].

By place of publication:

~ Articles in editions refereed and indexed in Scopus and/or WoS — 16 [[.7.1+[.7.16];

— Articles in non-refereed peer-reviewed editions — 21 [.8.1+.8.21];

— Articles in refereed and indexed in Scopus and/or WoS international journals — 3 [.7.2, 7.8,
I.7.15];

- Articles in non-refereed international journals — 2 [I.8.2, .8.17];

— Articles in non-refereed national journals — 11 [.8.1, 8.4, I.8.5, I.8.8, I.8.9, I.8.10, I'.8.11,
r.8.13,r.8.14, .8.19, .8.21J;

— Papers in proceedings of international scientific conferences held abroad -4 ['.7.4,1.7.16, .8.16,
r.8.20];

- Papers in proceedings of international scientific conferences held in Bulgaria and national
conferences with international participation — 17 [[.7.1, 7.3, 7.5, I.7.6, 7.7, [.7.9+[.7.14,
r.8.3,r.8.6,r.8.7r.8.12,r.8.15,r.8.18j;

By publication language:

- InEnglish—35[.7.1+1.7.16, .8.1+1.8.9, .8.11+.8.20];

- InBulgarian—2 [I.8.10, I.8.21].

By number of co-authors:

— Self-authored-61[r.7.1,r.7.2,r.7.11, 1.7.13, r.8.5, .8.21j;

- With one co-author—6[I.7.3,.7.5,.7.14,.8.1, 8.4, .8.8];

- With two co-authors—6[.7.7,7.7.8,.7.15,.8.3,.8.10, .8.18];

— With three or more co-authors — 19 [.7.4, .7.6, [.7.9, 1.7.10, .7.12, I.7.16, 8.2, I.8.6, .8.7,
r.8.o,r.s.11,r.8.12,r.8.13,r.8.14,r.8.15, r.8.16, .8.17, .8.19, .8.20J.

The applicant is the first author in 12 publications, the second co-author in 4, the third co-author in
5, the fourth co-author in 5, the fifth co-author in 4 and the sixth co-author in 1 publication out of a
total of 31 co-authored publications. A copyright distribution protocols are not provided for the co-
authored publications that’s why equal distribution among all co-authors is assumed.



In regard to the fulfilment of the minimum required points by groups of indicators for obtaining an
academic position “Associate Professor” in professional field 5.3 “Communication and Computer
Engineering”, the submitted materials of the applicant Assist. Prof. Georgi Tsochev can be
summarized as follows:
~ For the group of indicators A:
» |ndicator 1 — submitted autoreferat of a PhD thesis and a list of 7 publications on the PhD
thesis.
The total number of points for the group of indicators A is 50 (the minimum requirement for
obtaining an academic position “Associate Professor” is 50).
— For the group of indicators B:
= |ndicator 3 — submitted habilitation thesis (monograph) [B.3.1].
The total number of points for the group of indicators B is 100 (the minimum requirement for
obtaining an academic position “Associate Professor” is 100).
— For the group of indicators I':
= |ndicator 7 — submitted 16 publications in editions that are referenced and indexed in Scopus
and/or WoS: [.7.1+.7.16]. The total number of points for indicator I'7 is 309.
» |ndicator 8 — submitted 21 publications in non-refereed peer-reviewed journals or in edited
collective volumes: [.8.1+.8.21]. The total number of points for indicator '8 is 137.
The total number of points for the group of indicators I is 446 (the minimum requirement for
obtaining an academic position “Associate Professor” is 200).
— For the group of indicators 4: citations of applicant’s research papers are as follows:
* |ndicator 12 — 24 of the applicant’s publications have a total 55 citations in publications in
referenced and indexed scientific editions. The total number of points for indicator 112 is 550.
* |ndicator 14 — 11 of the applicant’s publications have a total 16 citations in non-refereed peer-
reviewed editions. The total number of points for indicator 114 is 32.
The total number of points for the group of indicators [ is 582 (the minimum requirement for
obtaining an academic position “Associate Professor” is 50).
— For the group of indicators E: submitted documents for participation in scientific projects and
published university textbooks according to which:

= |ndicator 18 — the applicant participated in 2 national research projects funded by the
Bulgarian National Science Fund and the Operational Programme ,Science and Education for
Smart Growth”. The total number of points for indicator E18 is 20.
® |ndicator 24 — submitted 1 university textbook [E.24.1]. The total number of points for
indicator E24 is 10.
= Indicator 29 — the applicant is the leader of 2 research projects funded by the Research and
Development Sector of the TU-Sofia. The total number of points for indicator E29 is 40.
The total number of points for the group of indicators E is 70 (no points are required for obtaining
an academic position “Associate Professor” for the group of indicators E).
— For the group of indicators M: documents are submitted for:

= |ndicator 30 — lectures given in the last three academic years in 3 disciplines (2 of them taight
in Bulgarian and 1 in English).

The total number of points for the group of indicators ¥ is 209 (the minimum requirement for
obtaining an academic position “Associate Professor” is 30).



All the materials submitted for participation in the procedure by Assist. Prof. Georgi Tsochev
correspond to the professional field of the competition in terms of volume, structure and content.
All the criteria defined as minimum required points for the groups of indicators for obtaining an
academic position “Associate Professor” are fulfilled and some of them are even significantly
exceeded.

3. Overall characteristics of the candidate's research and applied research activity

The research publications presented by Assist. Prof. Georgi Tsochev for participation in the
procedure as well as his participation in scientific projects demonstrate his intensive scientific
activities that fully correspond to the professional field and the specialty of the current procedure
for obtaining an academic position “Associate Professor”.

The applicant's scientific and scientific-applied activities are aimed at solving research and applied
problems in the following research fields: (1) Models, methods and tools for building, monitoring
and network security in computer systems (publications [(7.4,17.5,17.6,17.10,18.1,18.2,18.3,8.5,
rg.7, r8.11, rs.12, r8.13, rg.15, rs8.1e, rg.17, rs8.19, r8.20]); (2) Complexes for security during
construction and monitoring in SCADA industrial systems (publications [B3.1, 7.3, 7.8, '7.11,
r7.13, r7.15, r8.4, ra.8, r8.10, rg8.21]); (3) Study of models, methods and tools for monitoring
security and availability of computer networks, as well as methods and tools for their training
(publications [7.1,17.2,17.7,17.9,17.12,17.14,17.16, 8.6, 8.9, I'8.14, I8.18, E24.1).

Apart from his active scientific and applied activities in the above research fields reflected in his
publications, Assist. Prof. Georgi Tsochev has participated in six research projects, two of them are
national research projects funded by the Bulgarian National Science Fund and the Operational
Programme ,Science and Education for Smart Growth” and two are national research programmes.
He is a leader of two research projects funded by the Research and Development Sector of the TU-
Sofia under the programme "Prospective Leaders". The topic of all research projects are focused on
methods and tools for cyber security in computer systems, complexes and networks.

The applicant’s research and applied research activity as revealed in his research papers as well as
his participation in scientific projects, national and international scientific organizations allows a
highly positive assessment to be given to his research and applied research activities.

4. Evaluation of the applicant's pedagogical training and activities

Assist. Prof. PhD Eng. Georgi Tsochev has teaching experience as a part-time lecturer and assistant
professor at the Department of “Information Technologies in Industry” in the Faculty of Computer
Science at the TU-Sofia since 2014. According to the reference submitted for participation in the
competition for obtaining an academic position “Associate Professor”, the pedagogical activities of
the applicant comprise teaching lectures and laboratory works for numerous disciplines in bachelor
and master programs that are directly related to the competition specialty: “Network and
Information Security” (for bachelor degree), “Computer Networks” (for bachelor degree),
“Information Security” (for bachelor degree), "Network and Information Security" (for master
degree). The total number of teaching hours for lectures conducted by the applicant in the last three
years significantly exceeds the minimum requirements for obtaining an academic position
“Associate Professor”.

Assist. Prof. Georgi Tsochev is a co-author of a university textbook “Study Guide for Laboratory
Exercises in Network and Information Security” published by the publishing house “Avangard Prima”
in 2021 which is directly aimed at providing and supporting the teaching process in the disciplines
taught by the applicant. The candidate is very active in working with graduate students as a final
thesis advisor for bachelors and masters students trained at the FCST. Excellent impression of the



pedagogical activity of Assist. Prof. Georgi Tsochev makes his ability to work with the students on
research problems and to involve them in research projects as well as in preparing and publishing
research papers with students’ participation in the period 2019-2021. Apart from this Assist. Prof.
Georgi Tsochev was responsible for the establishment of the infrastructure of a laboratory
“Information Security” as well as for maintaining and upgrading of the department's laboratory
facilities.

All the above said gives me a reason to evaluate the pedagogical training and activities of Assist.
Prof. Georgi Tsochev as very good that also provides an evidence that the applicant is a well-
established lecturer with broad experience and significant contribution to the organization and
conduction of the academic activities in the Faculty of Computer Systems and Technologies at the
TU-Sofia.

5. Main scientific and applied research contributions

The scientific activity of Assist. Prof. PhD Eng. Georgi Tsochev is in the thematic areas “Models,
methods and tools for building, monitoring and network security in computer systems”, “Complexes
for security during construction and monitoring in SCADA industrial systems”, “Study of models,
methods and tools for monitoring security and availability of computer networks, as well as

methods and tools for their training”.

The contributions of the research activities of Assist. Prof. Georgi Tsochev can be summarized as
follows:

- scientific contributions:

* a theoretical model is developed to protect devices operating in SCADA systems which can
directly communicate and interact with various field devices such as sensors, valves, pumps,
motors, drives and others, through polling technology [B3.1, 7.11, I'8.10];

* an approach for applying intelligent methods to enhance security in computer networks and
systems is proposed by introducing elements of artificial intelligence into cyber threat
detection methods at various levels [8.2, [7.10, 8.12, 18.15, I8.17];

* an approach to use adaptive optimization techniques for intelligent network security by
reconciling different approaches in intruder detection systems is proposed [[8.11, '7.14,
r7.16).

- scientific-applied contributions:

» 3 classification of the most common vulnerabilities in business information systems is
proposed and on that base recommendations are suggested for protection and counteract
various types of threats aimed at them [8.1, [7.5];

» the key problems in critical information infrastructure are classified by analyzing SCADA
systems and Industrial Internet of Things, the compatibility between traditional information
systems and those for industrial process control are explored by applying various methods of
artificial intelligence and possibilities for their use in specific areas of security are suggested
[B3.1,77.3,18.4,18.8,7.8,7.12,7.13, 7.15];

= a concept for the development of cybersecurity courses for computer and software

engineering students is proposed [8.6, [7.9, I'8.9].
- applied contributions:

» aclassification and recommendations are suggested for the use of different VPN technologies,
a system combining network and host based intrusion detection systems (IDPS) in a
distributed heterogeneous network environment is investigated and the influence of the
system on the efficiency for detection of breakouts and intruders and reducing the percentage
of false alarms is demonstrated [8.18, 7.4, 8.13, 8.16, '8.21];



= 3 set of criteria for developing secure software applications are formulated to ensure the
availability, confidentiality and integrity of information systems [[7.6, ['7.7];

* a model for protection of a cyberphysical system through the use of artificial intelligence
methods such as machine learning and neural networks for preventive detection of DoS and
DDoS attacks is suggested and implemented ['8.5, I'8.14];

= requirements for conducting e-learning and distance learning in the field of engineering
sciences are developed and an open source system for conducting distance learning lab
classes in computer networks is implemented based on analyses of existing products [[8.3,
rs.7,r7.1,17.2, E24.1];

= 3 national platform for e-learning in the field of nuclear energy CLPANET is implemented
[r8.19, r8.20].

The scientific, scientific-applied and applied contributions of Assist. Prof. Georgi Tsochev can be
referred to the categories of improvement of existing scientific knowledge and research
contributions applicable in practice. Part of the contributions are related to proposal of new or
modification of existing methods, approaches and models, while other contributions can be referred
as new means to proof essential and new aspects of existing scientific and applied problems and
theories.

6. Significance of the research contributions in science and practice

The research and applied activities and contributions of Assist. Prof. PhD Eng. Georgi Tsochev
completely satisfies the requirements of the Development of the Academic Staff in the Republic of
Bulgaria Act and the Regulations on the Implementation of the Act. The minimum requirements
according to quantitative criteria of the Regulations for the Implementation of the Act in the TU-
Sofia for awarding an academic position “Associate Professor” are fully satisfied. His research
activities fall in relevant and important scientific fields, his research contributions enrich the
scientific theory and have applied practical value as well as useful applications in students training.
The results and contributions of the research activities of the applicant are presented at numerous
prestigious international and national conferences and forums and have received published in
relevant international and national editions. The significance of his scientific, scientific-applied and
applied contributions and the applicants international and national scientific recognition can be
evaluated as very high based on the large number of citations of his research work.

7. Critical remarks and recommendations

| don’t have any critical remarks on the materials submitted for participation in the competition,
they are very well prepared and are accompanied with all the required references, certificates and
documents. My recommendations to Assist. Prof. Georgi Tsochev are to focus in the future on
mentoring PhD students and participating in research teams on international research projects.

8. Personal impression and opinion of the reviewer

| am aware of the pedagogical and scientific activities of Assist. Prof. PhD Eng. Georgi Tsochev and |
have excellent impressions of him. He is especially precise and very persistent in his scientific and
pedagogical activities. All the materials submitted for participation in the current procedure confirm
his advancement and progress as a researcher and a lecturer. Assist. Prof. Georgi Tsochev is a person
on whose professional competence and responsiveness both the faculty academic members as well
as the students at the university can fully rely on.



CONCLUSION

Based on the presented documents and the applicants research papers, participation in scientific
and research projects, the significance of the scientific and applied contributions as well as the
fulfilment of all requirements of the Development of the Academic Staff in the Republic of
Bulgaria Act and the Regulations on the Implementation of the Act and the Regulations for the
Implementation of the Act in TU-Sofia, | am convinced of my positive assessment and therefore |
propose Assist. Prof. PhD Eng. Georgi Rumenov Tsochev to obtain the academic position of
“Associate Professor” in the professional field 5.3. Communication and Computer Engineering,
specialty “Computer Systems, Complexes and Networks”.
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