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CraHoBMLLE

MO KOHKYPC 3a 3aeMaHe Ha akafeMuyHa OSTbXHOCT ,A0LeHT”

) Ha BuUcLUeTO obpa3soBaHue: 5 ,,TexHU4YeCKu Hayku",
popecmoHanHo Hanpasnexue: 5.3 ,,KoMyHUKaLMOHHA U KOMMIOTLPHA TEXHUKA*
cneunanHocT: ,KoMNIOTbLPHU CUCTEMU, KOMMNNEKCU U MPEXU”;

obsiBeH B [1B 6p.94/25-11-2022,
3a HyXxauTe Ha KaTtegpa ,VIHpopmaLMOHHN TEXHONOrMn B UHAycTpuaTa”
Ha ®akynTeT KOMNIOTbLPHU cuctemmn n TexHonorum, TY-Codusa
C KaHAuaarT: rn. ac. A-p uHx. Neopru PymeHoB LloueB

YneH Ha Hay4HoO Xypu: npod. A-p uHX. OrHsaH Hakos Hakos

. Obwa xapaktepucTuka Ha HayyHouscnepoBaTenickata M HayuvHo-
npuUnoXxHara AeUHOCT Ha KaHaupaTa

3a yyacTve B KOHKypca KaHAMAaTbT € NPpeAcTaBun CNUMCHK ¢ 37 HayyHu Tpyaa,
KOUTO ca pasgeneHu cnopes HauMoHanHUTe U3UCKBaHUA:

IToxazaTten u Touku no 3PACPB 3a o
Munnmaui- Bpoii
o0s1acT Ha Bucme oOpa3oBaHue S.
HU H3HcKBa- | U3nbjiHeHH | TOYKH MO
I'pyna | Texuuueckn HayKu, po¢eCHOHAIHO
Hus 3a AJ] 001mo noKa3arteJi
HanpasJjenue 5.3. Komynnkanunonsa
JoueHr H
U KOMIIOTHbPHA TEXHUKA
1. HCepTalMOHEH T 3a
A i Eh 50 50 50
npucexaane Ha OHC | nokrop
3. XabunuranuoHeH T -
B B byA 100 100 100
MOHOTrpadus
7. Hayuna nyOnukanuss B H3IaHuS,
KOMTO ca peepupaHy U HHIECKCUPAHH B 309
CBETOBHOU3BECTHM 0a3d JaHHH C
HayyHa HHpopMaIus
r Y opyan 200 446
8. Hayuyna nmyOJIMKaIus B
HepeepupaHd CHHCAHUS C HAy4HO 137
pEleH3UpaHe WIM B  pedaKTHpaHH
KOJICKTUBHH TPYIOBE
12. I[luTHpaHus WX pELEH3UHd B
Hay4YHU U3JaHUs, pedepupaHd H
UHJIEKCHUPAaHU B CBETOBHOU3BECTHH 0a3u 550
it JaHHK C Hay4YHa HHpOpMAIus HIH B 50 587
MOHOTpaduM U KOJEKTHBHH TOMOBE
14. llutupanuss WM peHEH3UHd B
HepedepupaHu CIHCAaHHUS C HAY4YHO 32
pelLieH3upaHe
18. YuacTue B HallMOHAJICH HAyUYEeH HIIH
E a y 0 70 20
oOpa3oBaTesieH IPOEKT




24. IlyOnuKyBaHO  yHHBEPCHTETCKO
y4eOHO mocobue uik y4eGHOo mocobue,
KOETO C€ MH3MOJ3Ba B YUYHJIMIIHATA
Mpexa

10

29. PBKOBOICTBO Ha HayuyeH WM

40
obpa3oBaTesieH IpoeKT

30. Xopapuym Ha BOJIEHHM JIEKLHH 3a
IIOCJIEAHUTE TPU TOJUHHM B OBJITapcKH
YHMBEDCUTETH,  aKpeAUTHPAHH  OT
HAOA wnu B 4yXInecTpaHHM BHCIIH
e | yMTHI, Ch3a/ICHU U
(byHKIIHOHUpAIIH o
3aKOHOYCTaHOBEHHUS pejl B ChOTBETHATA
CTpaHa ¥ 1O  JUCHHIUIAHA  OT
npo)eCHOHATHOTO  HalpaBlIeHHE, B
KOETO € 005IBEH KOHKYPCHT

30 209 209

(0)11(0) 1457

OT npencraseHuTe B AOKYMEHTWTE Ha KaHAuAaTa € BUAHO, Ye MNOKpuBa
MUHUManNHUTE W3NCKBaHMA 3a 3aemMaHe Ha akageMunyHa [ONbXHOCT ,AOLEeHT!,
cbrnacHo [lpaBunHuka 3a ycnoBusiTa M peda 3a 3aemaHe Ha akageMUyHu
ANbXHocTn B TY — Codhusi B obnact 5. TexHn4eckn Hayku.

Il. OueHka Ha nepgaroruyeckarta NOAroToBKa U AEWHOCT Ha KaHAMAATA

'n. ac. o-p vHx. Neopru LioyeB paboTtu B TexHuyeckn yHusepcuteT -Codusi ot
2010 r. 3aeman e pasnuuyHN ONBLXHOCT, kKaTo npe3 2019 r. e Ha3Ha4yeH 3a rnaBeH
acuUCTEHT B kaTegpa ,IHhopMaunoHHM TexHonorum B MHAyCTpuaTa“ BbB dakynrterta
KOMMIOTBPHM CUCTEMU U TexHonoruu. [pes roanHuTe e BoAMN NeKUMU Ha CTyAeHTM
ot OKC ,6akanasbp“ n ,maructop“. Cnopes npeacraBeHaTa akageMuyHa cnpaska
KaHOnaaTbT Npes3 TpWu roauvHn e Boaun obyYeHWeTo Ha CTYAEeHTUTE Mo AUCUMNANHM
.Mpexosa n wWHdDOPMALMOHHA CUIYpPHOCT® — cneunanHocT ,MIHOPMaLMOHHM
TeXHonorum B wUHAycTpuAaTa®, ,MpexoBa ¥ WHMOPMAUMOHHA CUTYpHOCT' —
cneuvanHocT ,KOMMOTbPHO U COTYEpHO MWHXEeHepcTBO® U ,MHdopmaLmnoHHa
CUrypHocT" - cneumnanHocT ,KoMNoTbpHY Hayku®.
3a HyxauTe Ha obyyYeHMeTo e M3roTBeHo y4ebHo nocobue, otbenssaHo B T.1.
I'n. ac. a-p nHx. Meoprn LjoyeB nma Heobxoammara npakTuyecka v negarormyecka
KBanudukayms.

Ill. OCHOBHM Hay4HU U HAYYHO-MPUITOXHU NPUHOCH

KananpaTsT pasgens Hay4HUTE CUM NPUHOCK B TPW HaNpPaBeHUs:

e Mopenu, meToan N CpeacTBa 3a M3rpaxKaaHe, MOHUTOPUHI U MpEeXoBa
CUrYPHOCT B KOMMIOTbPHU CUCTEMU.

AHanusupaHu ca npobnemMum u TEHAEHUUWM Ha pasBUTUE Ha CbBPEMEHHUTE
KOMMIOTbPHU cucTemn. HanpaBeH e cucTeMeH aHanu3 U Knacudukaums  Ha
3annaxute 3a Ou3Hec MHQOpPMaUMOHHWUTE cucTeMu. WMacnegsaHu ca pasnuyHm
noaxoau 3a narpaxkaaHe Ha KnacuuKauMoHHU anropuTMn U TEXHUKM 3a narpakgaHe
Ha 3awWuTHU moaenu. PasrnegaHn ca BbNpocK OTHACAWM ce A0 onepaTuBHaTa
CbBMECTUMOCT Ha KOMMIOTbPHWTE CUCTEMM, 4Ype3 M3Mon3saHe napagurmMute Ha



M3KYCTBEHUS WHTEMEKT U Bb3MOXHOCTUTE 3a TAXHOTO npunoxeHue. Pasrnegaxu ca
KnacuuKaumMoHHN anropuTMU U TEXHWKU 33 aHanu3 U MU3BMNMYaHE Ha 3HAHUSA OT
LaHHW
e Komnnekcu 3a CUrypHOCT npu usrpaxgaHe u moHutopuHr B SCADA
WHAYCTPUanHu CUCTEMMU.

AHanuanpaHu ca npobnemyu n TEeHAEHUMW HA pas3BUTUE HA WHOYCTpUAnHUTE
CUCTEMU U TAXHATA CUIypHOCT. HanpaBeH e cuctemeH aHanus u knacudukaumsa Ha
3annaxuTe 3a uHaycTpuanuute cuctemu. WascnepBaHeTo e cneuuduumpaHo 3a
CUCTEMM OT TWUM 3a LUAMOCTEH KOHTPOM W YyNpaBreHWe Ha aBTOMaTu3npaHuTe
npouecu. NacneneaHa e CbBMECTUMOCTTA MeXAY TPAAULMOHHUTE UHOPMAaLIMOHHN
CUCTEMW W Te3W 3a ynpaBfeHue Ha MPOMULLMEHW Npouecw, Ypes npunaraHe Ha
pasnU4yHM METOAM Ha W3KYCTBEHUSs WHTenekT. PasrnegaHu ca Bb3MOXHOCTUTE 3a
TAXHOTO NPWUNOXEHWe B KOHKpeTHW obnactm Ha curypHoctTa. [lpeanoxeHun ca
anropuTMMN N TEXHUKW 33 aHanNu3 1 U3BMMYaHE Ha 3HAHUA OT AaHHW, 3a NoBULIABaHE
Ha HUBOTO Ha CUrypHOCTTa

e W3cnegsaHe Ha mogenu, MeToaM M CpeacTBa 3a MOHWTOPMHT Ha
CUTYPHOCT W AOCTBMHOCT HA KOMMIOTbPHU MPEXW, KAaKTO M Ha METOAU U
cpefcTsa 3a 0by4YeHneTo um.

AHanuanpaHu ca npobnemu n TeHAEHUUN OT rMeAHa TOYKa Ha CUrypHOCTTA Npy
pasBUTMETO Ha KOMMIOTbLPHUTE Mpexu. HanpaBeH € cuctemMeH aHanu3 wu
knacucpmkaums Ha 3annaxute 3a MpexoBa W MH(OPMAauUMOHHA CUIypHOCT.
W3cnepBaHu ca pasnuyHu noaxogu B obnactra Ha ocurypsiBaHe Ha MpexoBara
CUIYPHOCT Ype3 W3NOon3BaHe Ha napagurMuTe Ha WU3KYCTBEHUS UHTEMNEKT.
WacnepeaHu ca Bb3MOXHOCTUTE 33 TAXHOTO MNPWUNOXEHWE B OMNpeaeneHu
npobnemun obnactu Ha Tasn cekuma. Pesyntatute oT uscnensaHuaTa nognomarar
pasBMTUETO HA MeToaMuKaTa Ha obydYeHMe NO KOMMITbPHU MPEXU B NPUCHCTBEHA U
AVCTaHUMOHHA dopma. lNpennoxenn ca cpefcTea 3a OCbLUEeCTBABaAHE Ha obyyeHne
B AUCTaHLUMOHHA chopma.

KaHgupaTtbT uma ronsm 6poit HayyHo, HayYHO-NMPUNOXHW U NPUIOXHU NPUHOCK
B CbOTBETHUTE HanpaBfEeHUsl, KOUTO ca OTpa3eHu B NpeacTaBeHaTa cnpaska 3a
npuHocuTe. KaTto uano cuutam, Ye npeacraBeHarta cnpaBka oTpasssa NpUHocuTe Ha
KaHamaara.

IV. 3HauMMOCT Ha NPUHOCUTE 3a HayKaTa U NpakTUKaTa

MNpencraBeHUTE Hay4yHU TPyAoOBE Ha rn. ac. A-p vHx. eopru LloyeB ca no
TemaTta Ha KoHKypca. WHTepec npeacrtaBnsBaTt pas3paboTkuTe W nNpeanoxeHuTe
METOAMKU MNPU U3rpaKgaHeTO Ha 3aluta Ha KOMMIOTbPHWU CUCTEMU U MPEXW.
MocTurHaTuTe pesyntat¥ U ycnexu B MpuiaraHeTo Ha WHTENUIEeHTHW mMeToan 3a
NOBULUABAHE HA CUIYpPHOCTTa B KOMMKOTBLPHUTE MPEXMN U CUCTEMW, YPE3 BbBEXAAHE
Ha eneMeHTV Ha U3KYCTBEeH WHTENEKT B MeTOAMTEe 3a OTKpMBaHe Ha kubepsannaxu
Ha pas3nuW4HU HUBA MOraT ca NoAXOoAsLUM 3a NPAKTUYECKO U3NOoN3BaHe.

KaHgupaTtsT uma npuHocu n B obnactra Ha obyyeHueTo. [lokazaTencreo 3a
TOBa ca nybnukauuute obnacrra Ha eNekTPOHHOTO U AUCTAHUMOHHO oby4YeHue.

NHTepechbT KbM Hay4yHUTE OOCTWXKEHWUS Ha KaHgwugata ce noTebpXaasaT oOT
npeAcTaBeHaTa aBTopcka crnpaska 3a 71 untupaxus.

V. KpuTu4Hu Genexku u npenopsuKu



Kbm npepocrasenute oT rn. ac. A-p nhx. [eopru LloueB HayyHu Tpypose
HAMaM CbLLECTBEHM KPUTUYHU 3aBEenexKu.

lMpenopbysam Ha kaHaupata na NPOABLIKU Hay4YHO-U3cnenoBaTenckara cu
AENHOCT B M3BPaHOTO HayyHO HanpasneHve w Aa yBenuuu pabortata cu CbC
CTYAEHTW N MNagu yyeHue.

3aknioyeHue

MpencraseHnte martepuanu no KOHKYpCa, CbAbpXaluuTe ce B TAX HayyHu,
HaY4YHO-NPUNOXHN 1N NPUNOXHU NPUHOCK, LUSNOCTHATa Hay4YHo-u3cnegoBarencka u
neaarornyecka AenHOCT, Mu naBaT OCHOBATENHO Aa npeanoxa rn. ac. A-p WHX.
Feopru PymeHos Lloues Aa 3aeme akapeMuvHaTta ANbXHOCT ,0OUeHT’ B
npochecnoHanHo Hanpasnexuve 5.3 »KOMyHUKaLumMoHHa u KOMNKOTbLPHa TeXHUKa",
cneumanHoct  KOMMIOTbLPHWM  cUCTEMU, KOMMAEKCU 1 Mpexu” B kaTeapa
/HMOPMaLNOHHN TexHonorun B WHAYCTpUsATa", dakynTeT KOMMIOTLPHU CUCTEMU U
TEXHONormmn kbM TexHuyecku YHusepcuter - Codhms.

Hata: 07.03.2023 r. YneH Ha xypuTo:
(npodh. a-p uHx. OrHsH Hakos)



Opinion

Competition for Academic Position "Associate Professor"

higher education field: 5 "Technical Sciences",
professional field: 5.3 "Communication and computer technology"

specialty: "Computer systems, complexes and networks";

announced in the State Gazette No. 94/25-11-2022,
for the needs of the Department of Information Technologies in Industry
the Faculty of Computer Systems and Technologies, Technical University of Sofia

with candidate: Chief Assistant Prof. eng. Georgi Rumenov Tsochev, PhD

Member of a scientific jury: Prof. eng. Ognyan Nakov Nakov, PhD

applied activities

General characteristics of the candidate's research and scientific-

To participate in the competition, the candidate has submitted a list of 37
scientific papers, which are divided according to national requirements:

Indicator and points under the

. . Minimum
DA_\SRBA for hlgher e(_iucatlon Requireme Nisilior ot
field 5. Technical sciences, Implement i
Group g . nts for AP points per
professional field 5.3. . ed Total 2
. Associate indicator
Communication and computer
Professor
technology
A 1 Dlss"ertatlon for awarding ESD 50 50 50
Doctor
B |3. Habilitation work - monograph 100 100 100
7. Scientific publication in editions
referenced and indexed in world-
e 309
famous databases of scientific
r information 200 446
8. Scientific publication in non-
refereed journals with scientific 137
review or in edited collective works
12. Citations or reviews in scientific
publications, referenced and
indexed in world-famous databases 550
n of scientific |nformat_|on or in 50 582
monographs and collective volumes
14. Citations or reviews in non-
refereed journals with scientific 32
review
E 18. Participation in a national 0 20 20

scientific or educational project




24. Published university textbook or
textbook that is used in the school 10
network

29. Leadership of a scientific or

educational project "

30. Workload of lectures for the last
three years in Bulgarian universities,
accredited by NEAA or in foreign
universities, established and
X |functioning in accordance with the 30 209 209
statutory procedure in the respective
country and in disciplines of the
professional field in which the
competition was announced

TOTAL 1457

The documents of the candidate show that he meets the minimum
requirements for taking the academic position of "associate professor" according to
the Regulations on the terms and conditions for development of academic positions
at the Technical University of Sofia for higher education field 5. Technical Sciences.

Il. Assessment of the pedagogical training and activity of the candidate

Ch. Assist. Prof. eng. Georgi Tsochev, PhD has been working at the Technical
University of Sofia since 2010. He has held various positions and in 2019 year he
was appointed chief assistant professor at the Department of Information
Technologies in Industry at the Faculty of Computer Systems and Technologies.
Over the years he has led lectures to students from the Bachelor's and Master's
Degree. According to the attached documents, for the last three years the candidate
has led the training of students in the field of "Network and Information Security" —
specialty "Information Technologies in Industry"”, "Network and Information Security"
— specialty "Computer and Software Engineering" and "Information Security" —
specialty "Computer Science".

For the needs of the training, a textbook, noted in section |, has been prepared.
Ch. Assist. Prof. eng. Georgi Tsochev, PhD has the necessary practical and
pedagogical qualifications.

Ill. Basic scientific and applied research contributions

The candidate divides his scientific contributions into three arias:

* Models, methods and tools for building, monitoring and network security
in computer systems.

Problems and trends of development of modern computer systems are
analyzed. A systematic analysis and classification of threats to business information
systems is made. Various approaches for building classification algorithms and
techniques for building protective models have been investigated. Issues related to
the interoperability of computer systems using artificial intelligence paradigms and
their application capabilities are discussed. Classification algorithms and techniques
for analyzing and extracting knowledge from data are reviewed.



» Complexes for security during construction and monitoring in SCADA
industrial systems

Problems and trends of development of industrial systems and their security are
analyzed. System analysis and classification of threats to industrial systems are
made. The researches are specified for SCADA systems. The compatibility between
traditional information systems and those for industrial process management by
applying different methods of artificial intelligence is studied. The possibilities are
examined for their application in specific areas of security. Algorithms and techniques
for analyzing and extraction of knowledge from data are proposed to increase the
level of security.

e Study of models, methods and tools for monitoring security and
availability of computer networks, as well as methods and tools for their
training.

Problems and trends from the point of view of security in the development of
computer networks are analyzed. System analysis and classification of threats to
network and information security are made. Different approaches in the field of
providing network security by using artificial intelligence paradigms are studied. The
possibilities for their application in certain problem areas of this section are studied.
The results of the research support the development of the methodology of training in
computer networks in a onsite and remote form. Means for the implementation of
distance learning have been proposed.

The candidate has a large number of scientific, scientific-applied and applied
contributions in the respective fields, which are reflected in the submitted reference
for the contributions. In general, | believe that the report presented reflects the
candidate's contributions.

IV. Significance of contributions to science and practice

The presented scientific works of Ch. Assist. Prof. eng. Georgi Tsochev, PhD
are based on the topic of the competition. The developments and proposed
methodologies in building protection of computer systems and networks are of
interests of the researchers. The results and successes achieved in the application of
intelligent methods to increase security in computer networks and systems by
introducing elements of artificial intelligence in the methods of detecting cyber threats
at different levels may be suitable for practical use.

The candidate also has contributions in the field of training. Proof of this are
the publications in the field of e-learning and distance learning.

The interest in the scientific achievements of the candidate is confirmed by the
submitted author's reference for 71 citations.

V. Critical remarks and recommendations
To those provided by Ch. Assist. Prof. eng. Georgi Tsochev, PhD scientific
works | have no significant critical remarks.
| recommend the candidate to continue his research activity in the chosen
scientific field and to increase his work with students and young scientists.

Conclusion



The presented materials of the competition, the scientific, scientific-applied and
applied contributions contained therein, the overall research and pedagogical activity,
| find it reasonable to propose Chief Assistant Professor eng. Georgi Rumenov
Tsochev, PhD take the academic position of Associate Professor in professional
field 5.3 "Communication and Computer Technology", specialty "Computer
Systems, Complexes and Networks" at the Department of "Information Technologies

in Industry”, Faculty of Computer Systems and Technologies at the Technical
University - Sofia.

Date: 07.03.2023 Member of the scientific jury:
(Prof. Eng. Ognyan Nakov)



