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BBpXY JUCEPTAlMOHEH TPY/ 3 npn,uo6HBaHe Ha 06pa3013aTeJIHa FHAyuHd
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Tema Ha muceptammonuus Tpya: V3cnenBane U peanusalys Ha Mpexcbﬂa:i_“_’« /
curypHocT, 6asupanu Ha Blockchain TexHonorus

Yjen Ha HAyYHOTO XypH: ipod. 1-p MHxK. ATaHacka Jlumurposa bocakoBa-
Apnencka

1. AKTyaJIHOCT Ha pa3paGoTBaHHs B AHCEPTALHOHHHUSA TPYA NpodeM.

B HacTOSmMAT JUCEpTAlMOHEH TpPyJ Cca pasliie[aHd OCHOBHAaTa CTPYKTypa H
NpHHIMIKTE Ha paGoTa Ha pasmpeseneHu cucTeMu Oasupanu Ha Blockchain Texnomoruu.
HanpageH e mnperiie Ha OCHOBHHTE UM NPHJIOKEHHS CBBP3aHM C H3IIOJI3BAHETO Ha KPHIITO
BanyTH. Pasriieqanu ca Bh3MOXHOCTHUTE 3a npuiarae Ha Blockchain Texnonoruu B KOHTEKCTa
Ha IoT (Internet of Things) ¥ MO-KOHKPETHO KaTO 9acT OT KOHLENIHATA ,,YMEH AoM™ (Smart
Home), a ChI0 ¥ BB3MOXKHOCTATE 3a HHTerpupaHe Ha Blockchain Texnonoruu u Ge3xuIHH
mpexu 3a npeBosun cpeactea (VANET). OtieneHo € BHUMaHHe Ha NPOOJIEMHUTE CBBP3aHH C
MOCTHTaHETO Ha KOHCEHCYC B paslpeielieHH cucTeMH u3nomsBamy Blockchain Texsonoruu u
€ IOTBLP/ICHO aHAIMTHYHO OCHOBHOTO H3HUCKBAaHE OTHACAIIO CE IO OTHOIEHHETO MEXITY Gpost
Ha YYaCTHHIMTE ¥ O6posi Ha ,,KOMIPOMETHPaHUTE"* 3BEHA IPH MOCTUTaHe Ha KOHCEHCYC.

PasriiejanuTe MEXaHU3MHM 32 3alIWTa HA JaHHUTE KaTo YacT OT CHCTeMH 06a3upaHH Ha
Blockchain TexHOIOr|M 3acAraT aKTyallHd 3a ChBPEMEHHHUS JUTUTAJICH CBAT MpOOJIEMH, KOETO
MOKa3Ba IIOCTHATA aKTYaJJHOCT Ha TEMaTHUKaTa.

2. CTemneH Ha Mo3HABaHe ChCTOSTHHETO HA npoﬁnema.

JucepraiMOHHUAT TpyA MMa o6y o6eM 103 cTpaHuLM U € CTPYKTypHpaH B TPH OCHOBHH
IJIaBH, BbBEICHNE, 3aKIIIOYCHHUE, CIIUCHK C JIMTEPATyPHU U3TOUHHILIM, U3II0JI3BAHH CHKPAICHUSA
u Gurypu.

HanpaBeHusT B IMCEpTAallMOHHHMS Tpyn 0030p ce ocHoBaBa Ha 211 nureparypHM
W3TOYHMIIH, TTO-TOJIIMATa YacT OT KOUTO Ha aHrmiicky e3uk. Hax 50% ot nuTupanuTe HayYHH
U3ClieIBaHUA ca IMyOJMMKyBaHM INpe3 MOCIEJHUTE NET IOAMHU, KOETO CBINO IIOTBHPXK/IaBa
aKTyaJTHOCTTa Ha TeMaTHKaTa.

B mucepTaioHHHS TP/ ca M3MOI3BaHK 0010 52 QUrypy KaTo 4acT OT TAX NPEeACTaBAT
B 0000IIEH BH]] H3BJIeYeHa OT MHOXXECTBO M3TOYHHUIM WH(POpMAaLKs, KOETO CBUIETEICTBA 3a
YMEHHE 3a TBOpYECKa HHTEpIIpETalis Ha IMTepaTypHU MaTepHall.

3. ChoTBeTCTBHE Ha H30paHaTa MeTOAHMKA Ha H3CJeJABaHe H IOCTaBeHATa
1eJ M 321a49H HAa JHCePTANMOHHMSA TPYA ¢ IOCTHITHATHTE MPHHOCH.

Karo ocHOBHa 1iel Ha OUCEPTAIMOHHUS TPYZA NOKTOPAHTHT € IPEICTaBHI ClieJHaTa
¢dopmynupoBka: ,llenta Ha HacTOAMIOTO H3CIeNBaHE € Ja aHauM3Mpa Iporeca Ha
B3amMozielicTeue Ha Blockchain TexHosoruaTa mpH OomepupaHe ChC CTPOro CHEIMPHIHHTE
JMYHM JaHHHM, KaTo: TpaH3aKIWH, TpaHChepu Ha MapUYHU CpejcTBa, nepcoHannu IP anpecw,
KpHUIrTonopTdeiiny, faHHA oT OMTa U eXeTHEBHETO ChOMPaHU U ChXPaHABaHHM B PaMKUTE Ha
KoHIemuuaTa 3a Smart Sity, Smart Home, VANET.”“ 3a mocturanero Ha Tasd ILen ca
H3MBJIHEHH IIeCT OCHOBHM 3aJayd OTHACAllM C€ A0 aHaiu3a Ha BB3MOXKHOCTHTE 32
uHTerpupane Ha Blockchain TexHonorumTe B cuctemu G6a3upany Ha KoHuenuure Smart City,
Smart Home 1 VANET; cpaBHUTEIHOTO CBIIOCTaBSHE Ha BHE3MOXHOCTHTE 32 3allMTa Ha



qyBCTBUTE/IHH JIAYHH JAHHH OT OTESHIMAHHU 3I0HAMEPEHH (XaKePCKH) aTaKy PU U3IIOI3BaHEe
Ha nomyasapau loT mporokomu u Blockchain TexHonoruy; aHalMTHYHO MOTBBPXKAABAHE HA
M3MCKBaHMATA MO OTHOIEHWe Opos ydacTHHIM M Opos Ha KOMIIPOMETHPAaHMTE TaKuBa 3a
pemaBaHe Ha mpobiieMa 3a MOCTUTaHE Ha KOHCEHCYCHO pEIIeHHe IpPe/CTaBIIiBAIl OCHOBEH
kasyc B Blockchain TexHonorumte; ch3iaBaHeTo Ha GasupaHo Ha Blockchain TexHomoruu
NpUIOKEHHE 3a TiIacyBaHe. M3mon3BaHMTe NpHM M3CIEIBaHUATA METOJUKHM CIlOMarar 3a
pemaBaHe Ha IOCTABEHUTE 3a1a4K ¥ IIOCTHTAHETO Ha PHHOCH, YHHTO XapaKTep Moxe fia Obze
ONpeieNieH KaTo ,,HayTHO-TIPUJIOKEH  H ,,IPHIIOKEH .

4. Hayunu W/W/IH HAyYHO-IPHJIC/KHH NPHHOCH HA IMCEPTANHOHHHS TPYA.

B JMcepTalMOHHHAT TPy Ca MOCOYeHH oOmo 7 MpUHOCa, Kato | € ompejeneH Karo
,,JHayden*, 4 xaro ,,Hayuaso-npunoxuu” u 2 karo ,,JIpunoxuan‘. Curram, e TaKa HalpaBeHaTa
KIacH(HUKays Ha IPUHOCUTE HE OTroBaps Ha CHIHOCTTA Ha MOCTHTHATOTO, KOETO 61 MOIJIo
na ce 0606 MO-CKOpPO B JBE KATErOpHMH- MPUHOCH C ,,HAYYHO-TIPHIOXKEH M NPHUHOCH C
,TIPUJIOXKEH" XapaKTep.

PesyiratTe OT NMpEACTaBEHWTE B AWCEPTAlMOHHMA TPYJ HM3CICIBaHUA MOraT ja ce
NpWiIokaT B OOyYEeHHETO Ha CIEHHAIMCTH IO WMHPOPMAIMOHHM W KOMYHHKAI[HOHHH
TEXHOJIOTMH, a CHIIO M 3a OCHTYpsBaHE Ha eJIEKTpOHHa miatdopMa 3a rjacyBaHe IIpd u3bopa
Ha CTY/I€HTCKY MPEACTABUTENIH.

5. Ilpenenka Ha MyOaHKALMHTE MO AHCEPTAIHOHHHS TPYA.

Kato myGnuKaiuiy o JUCEpPTalMOHHUA TPy ca OCOYEHM 5 CTaTHH, €HA OT KOHTO € B
CBAaBTOPCTBO C HAyYHMs PHKOBOAMTEN, a OCTaHAIMTE 4 ca camocTosTenHH. llocoueHute
my6muxamuu popmupart o6mo 120t. mpu Heo6xoxuM MUHKMYM OT 30T. EnHa OT cTaTuuTe € Ha
OBITapcKd €3WK, a OCTAaHAIMTE Ca Ha aHITMHCKM e3MK. IlocoyeHara KaTto BTOpa IO pen
my6nukanus B crmcbka (P2) KBM HacToOsIMS MOMEHT He € myOmukysana. Cuwram, 4e
TIOCOYEHHUTE IMyOJIMKAIMK B JOCTaTh4YHA CTENEH OTpa3saBaT NPEICTaBCHUTE B TUCEPTALMOHHUA
TPYA pe3yITaTy.

6. 3abeexKH H IPENOPHKH.

B mpeacraBeHuTe 1O MpoLieAypaTa MaTepHald MMa JOIyCHATH IpaMaTHYeCKH
HETOYHOCTH ¥ TEXHHYECKH IPELIKH, KOUTO 3aTPyHABAT BB3NPHEMaHEeTo Ha HHpopManusaTa. B
Ta3¥ Bph3Ka GMX Ipenopbyaia Ha JOKTOpaHTa Jia 6bjie mo-npelyu3eH Npi GOpMyIMpaHeTo Ha
TBBPJIEHHS M TAXHOTO JI0Ka3aTecTBo. B 6beme 6ux npenopbuaia Mar. uux. I'eopru Mckpos
Ja mpombDkM paborata cu B obnacTra W Ja NOMYJSIpU3Upa IOCTUTHATHTE PE3yJITaTH B
pEHOMHUpaHH HayqHH W3/JaHHUS B CTPaHaTa U 1y KOUHA.

7. 3aKjII04eHHe.

Crnen 3amo3HaBaHe C TPENCTaBEHUTE IO MpolefypaTa MaTepualld, CYHTaM dYe Te
CHOTBETCTBAT Ha M3MCKBAHMATA Ha 3aKOHA 3a pa3BUTHE Ha aKaJ[EMUYHUS ChCTaB B PemyGimka
Brirapus (3PACPB), IIpaBunHuka 3a npunarase Ha 3PACPD u IIpaBriHuKa 3a yCIOBUATA U
pela 3a mpuaoOuBane Ha Hayunu crernend B Texunudecku yHuBepcHTET — Cous, KOETO MU
JaBa OCHOBaHHE [a MpeJioka Ha HAy4HOTO JXypd Aa HPHCHAH Ha Mar. HHXK. ['eoprm
Jdamuatpos Mckpos ofpasoBaTeHata ¥ HaydHa CTeleH ,dokTop“ B IIH 5.3
KoMyHHKallHOHHA ¥ KOMITIOTBPHA TEXHWKA, Hay4Ha CIIELHaIHOCT ,,KOMIIOTBPHHA CHCTEMH,
KOMILIEKCH ¥ MPEeXH".

04.10.2023r. UsieH Ha )KypHUTO:
/mpod. n-p umx. A. BocakoBa-ApaeHcka/

=

N A Besias A
N Pavan nnoedY,

\;'Hueepcumemc\
G

(%) N
DAKVATET EMEKTPO- '\ P
HHKA # ABTOMATHKA”
Rt (\‘)/
B




OPINION
on a PhD thesis

Author: Eng. Georgi Dimitrov Iskrov

Dissertation Topic: Research and Implementation of Network Security Based on
Blockchain Technology

Member of the scientific jury: Prof. Dr. Eng. Atanaska Dimitrova Bosakova-
Ardenska

1. Relevance of the problem developed in the dissertation work.

In the current dissertation, the basic structure and principles of operation of distributed
systems based on Blockchain technologies are examined. An overview of their main applications
related to the use of crypto currencies has been made. The possibilities of applying Blockchain
technologies in the context of IoT (Internet of Things) and more specifically as part of the Smart
Home concept, as well as the possibilities of integrating Blockchain technologies and wireless
networks for vehicles (VANET) are reviewed. Attention is paid to the problems related to
reaching consensus in distributed systems using Blockchain technologies, and the main
requirement related to the relationship between the number of participants and the number of
"compromised" units when reaching consensus is analytically confirmed.

The discussed mechanisms for data protection as part of systems based on Blockchain
technologies affect issues relevant to the modern digital world, which shows the overall relevance
of the topic.

2. Level of knowledge on the current state of the problem.

The dissertation has a total volume of 103 pages and is structured in three main chapters,
introduction, conclusion, list of references, used abbreviations and figures.

The overview made in the dissertation work is based on 211 sources, the majority of which
are in English. More than 50% of the cited scientific studies were published in the last five years,
which also confirms the actuality of the topic.

A total of 52 figures are used in the dissertation work, some of which present in a
summarized form information extracted from multiple sources, which testifies to the ability to
creatively interpret the literary material.

3. Correspondence of the chosen research methodology and the thesis goal and
tasks with the contributions achieved.

As the main goal of the dissertation, the PhD student presented the following formulation:
"The goal of the present research is to analyze the interaction process of Blockchain technology
when operating with strictly specific personal data, such as: transactions, money transfers,
personal IP addresses, crypto wallets, data from everyday life collected and stored within the
concept of Smart City, Smart Home, VANET." To achieve this goal, six main tasks related to the
analysis of the possibilities of integrating Blockchain technologies into systems based on Smart
City concepts have been completed, Smart Home and VANET; the comparative apposition of the
possibilities to protect sensitive personal data from potential malicious (hacker) attacks using
popular IoT protocols and Blockchain technologies; analytical confirmation of the requirements
regarding the number of participants and the number of compromised ones to solve the problem
of reaching a consensus solution representing a basic case study in Blockchain technologies; the
creation of a voting application based on Blockchain technology. The methods used in the
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research help to solve the set tasks and achieve contributions, the nature of which can be defined
as "scientific-applied" and "applied".

4. Scientific and/or applied contributions of the thesis.

A total of 7 contributions are listed in the dissertation, with 1 designated as "Scientific", 4
as "Scientific-Applied" and 2 as "Applied". I believe that the classification of the contributions
made in this way does not correspond to the essence of what has been achieved, which could
rather be summarized in two categories - contributions of a "scientific-applied" nature and
contributions of an "applied" nature.

The results of the research presented in the dissertation can be applied in the training of
specialists in information and communication technologies, and also to provide an electronic
platform for voting in the election of student representatives.

5. Evaluation of publications on the dissertation work.

5 articles are listed as dissertation publications, one of which is co-authored with the
supervisor, and the other 4 are independent. The mentioned publications form a total of 120
points, with a required minimum of 30. One of the articles is in Bulgarian, and the rest are in
English. The second listed publication (P2) is currently unpublished. I believe that the mentioned
publications sufficiently reflect the results presented in the dissertation work.

6. Notes and recommendations.

There are grammatical inaccuracies and technical errors in the materials presented under
the procedure, which make it difficult to percelve the information. In this regard, I would
recommend the doctoral student to be more precise in the formulation of statements and their
proof. In the future, I would recommend eng. Georgi Iskrov to continue his work in the field and
popularize the achieved results in renowned scientific issues in the country and abroad.

7. Conclusion.

After examination with the materials presented in the procedure, I believe that they
correspond to the requirements of the Law on the Development of the Academic Staff in the
Republic of Bulgaria, the Regulations for the Implementation of the aforementioned Law and the
Regulations for the Terms and Procedures for Acquiring Scientific Degrees at the Technical
University of Sofia, which gives me the reason to propose to the scientific jury to award M.Sc.
Eng. Georgi Dimitrov Iskrov the educational and scientific degree ""doctor" in scientific area 5
Technical sciences, professional filed 5.3. Communication and computer technology, scientific
specialty "Computer systems, complexes and networks". I

04.10.2023 Member of the Jury:
/Prof. Dr. Eng. A. Bosakova-Ardenska/
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