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BbpXy AUCepTaLMOHEeH Tpya 3a npugobuBaHe Ha oGpa3oBaTte ayyHa cTe
q)A-K 1 [(
»HOKTOp” B npochecuoHanHo HanpaenexHue 5.3 KoMmyHukauu mmyl\ﬁm%

TeXHUKa, Hay4Ha cneyuanHocT ,,KoMnTbPHU CUCTEMU, KOMIJTRKC
cbrnacHo 3anoBep Ne: 0X-5.3-49 ot 19.07.2023 r. Ha e
PekTopa Ha TexHu4yecku yHuBepcuteT-Codhus

ABTOp Ha AncepTaUMOHHUA TpyA: Mar. uHxk. Feopru JumuTtpoB Uckpos

Tema Ha gucepTauvoHHus Tpya: ,M3cnegBaHe M peanusauua Ha MpeXoBa CUrypPHOCT,
6a3upanu Ha Blockchain TexHonorua“

PeueHsent: npod. a-p Konbo 3nataHoB OHkoB, karegpa ,Marematuka w
uHcpopmaTuka”, ArpapeH yHuBepcureT, lnosagus

1. AKTyanHOCT Ha pa3paboTBaHuA B OWCEpPTALMOHHUA TPyA NpobGriemM B HayuyHO W
NPUNOXHO OTHOLWEHHKe.

Blockchain obobwaBa MaTtemaTh4yecku MNO3HaHWA W eneMeHTW Ha MHMOPMALMOHHU U
KpunTorpadhCkM TEXHONOIMK 3a Aia Ce rapaHThpa CUrypHOCTTa Npu NPEHOC Ha CbobLLeHus B
nyénuyHute wmpexu. B Hakoum HaydHu nybnukaumm Blockchain ce onpepena kato
,€BOMIOLUMOHHA CTbMKa" B HOBOTO [OKONMEHWE WH(OPMALMOHHA W  KOMYHWUKALMOHHM
TEeXHONoOrMn. 3a aKTyanHocTTa Ha AUCEePTaLMOHHUA TPYA MOXE Aa Cce Cbau U OT hakTa, Ye B
peduua cBOUM OOKYMEHTW, pelueHuss U JeHocTu B nepuopa 2016-2022r. EBponeiickata
KOMWUCUS onpefensa OCHOBHO MACTO Ha Blockchain TexHonorusta B pasBATMETO Ha
€NeKTPOHHOTO NPaBUTENCTBO U ENeKTPOHHUSA BU3HEC, a CbLUO Taka MOCTaBsA Ha4yanoTo Ha
nsrpaxxgaHeTo Ha uHdpacTpykTypa 3a Blockchain ycnyru (EBSI).

Bes HMKakBO CbMHEHWe, 3aAbnboYeHUTe Hay4yHU M3creaBaHUsi OTHOCHO W3MOM3BAHETO Ha
Blockchain TexHonorusta 3a nosuwaBaHe HUBOTO HA CUTNYPHOCT Ha WHopmMauuaTa B
KOMMIOTbPHUTE MpEXW € OT CbLIECTBEHO 3HA4YeHUEe 3a MHOXECTBO MNPUIOXEHUA B
npakTukaTa. Beuyko ToBa onpefens BuMcokarta CTEMEH Ha akTyanHoCT Ha paspaboTBaHus B
ANCEPTaLMOHHUSA TPpyA Npobnem B Hay4HO U NPUMOXHO OTHOLLEHMKE.

2. CteneH Ha No3HaBaHe CbCTOAHUETO Ha NpobnemMa U TBOpYeCcka MHTepnpeTauusa Ha
nUuTepaTypHUA MaTepuarn.

B auceptaumaTa ca uutMpanu 211 nutepaTypHu u3ToyHuuu: 206 Ha aHrnuiicku, 2 Ha
6bnrapcku U 3 Ha pycku esuk, kato 202 ot Tax (Hag 95%) ca nybnukysaxu B nepuoaa 2018-
2021r.



JlutepTypHuaT 0630p MMa aHanuUTM4YEH xapakTep W e pasnonoxeH B Mnasa | ,,Jusaiin,
knacudgukauma n cTpyktypa Ha Blockchain TexHonorusata” Ha guceptaumoHHusa Tpya. Mar.
uHx. . UckpoB mHoro nobpe noswaea Blockchain TexHonorusta u pastupa HayyHaTa u
MPUNoXHa CbLHOCT Ha AaucepTauusaTa. BUOHO € CMCTEMHOTO MUCNEHE Ha [AOKTOpaHTa W
cnocobHocTTa My Aa UsBnMYa sHaHue U MHGopMaLmsa OT NpoyyeHaTta nuTeparypa.

WMsnonseaH e cTaHOapTHUAT 3a HaydHW TpyaoBe B obnactta Ha WHGopmaTukaTta U
KOMMIOTbPHWUTE HayKu HA4YMH Ha NO30BaBaHe Ypes HoMepa Ha M3TOYHKKA B BubnuorpacdusTa,
KOETO MO3BONsABA Ha YMTaTENs MO-NEeCHO Aa YCTaHOBSBA Bpb3ka Mexay pedepeHuusTa B
TEeKCTa U MbIIHOTO ONMUCAHWE HA U3TOYHUKA B GubnuorpadusTa.

3. CbhoTtBeTcTBUE Ha u36paHaTa MeToouKa Ha u3criegBaHe W MNocTaBeHaTa uUen WU
3agavu Ha gucepTalUOHHUA TPyA C NOCTUTHATUTE MPUHOCH.

Llen Ha agucepTaunoHHua Tpya Ha mar. uHxk. . UckpoB e ga ce HanpaBu aHanus Ha
curypHoctTa npefoctaesaHa ot Blockchain texHonorusita npu npegaeaHe Ha cbobLieHus B
nybnuyHu Mpexu, Aa ce aHanusupaT OCHOBHUTE paboTHU MexaHusMuM M Aa ce ussenat
npegumcTBaTa U HegocTaTbLUTE Ha TO3WM AMHAMWYEH WU cnoxeH npouec. [MpunoxeH e
WHTEpAUCUUNNUHAPEH NoAxoA, KaTo HaW-BaXHO MSACTO 3aeMaT eMNUPUYHO-aHaNUTUYHUS
METO4, aHanu3bT Ha [AEelCTBUMETO Ha KOHCEHCycuTe, CUCTEMEH W (haKTOpEeH aHanus.
N3BpanuaT nogxon e cbobpaseH ¢ noctaBeHata Uen. Tosu noaxon uManucksa 3aabnboyeHu
MO3HaHWA OTHOCHO MOCTaBEeHWTE B AuUcepTauuaTa 3afgadm U YMEHMs 3a TBOPYECKOTO UM
npunarade. W3bpaHute mMeToau Ha uscnenpaHe npefocTaBAT [o6pW Bb3MOXHOCTM 3a
MOCTUraHe Ha Hay4YHWU W NPUINOXHW Pe3ynTaTw.

4. O6wa xapaKTepucTUKa Ha AUCEepPTaLMOHHUA TPya. HayuyHu U NPUNOKHM NPUHOCH.

AvcepTauuaTa cbabpKa HOPMATUBHO U3UCKBAHWUTE CTPYKTYPHU €NeMEeHTU — BbBeaeHue, 3
MmaBM C W3BOAM KbM BCAKA OT TAX, HacokM 3a Obaewo pasBuTUe, 3aKiloyeHue,
NnpeTeHAupaHn NPUHOCKH, CMUCbK Ha nybnukauuuTe NO AOUCEPTALMOHHUS Tpya W
Bubnuorpadcus.

B pamkute Ha JlutepatypHus o63op B MnaBa | ca pasrneganu npuHUMNUTE Ha OelcTBue Ha
koHceHcycute Proof of work, Proof of stake, Proof of authority, Proof-of-capacity n Proof of
burn. MNpeacraBeH e aHanWa Ha CUIypHOCTTA M 3alyUTaTa Ha AAHHW NpU TAXHATa MUrpauus
OT efHa KbM Jpyra Bepura.

B kpas Ha Tasu rmaBa ca HanpaBeHW apryMeHTUMpaHu W3BOAW W ca AedvHupaHu uen u 6
3afa4u Ha gucepTaLMoOHHUA TPYA.

B Mnaea Il ,Blockchain u loT” ce pasrnexpatr npeagMmcTBata M HegocTaTbUUTE Ha
Knacuyeckata KoHuenuus 3a ,MHTenureHTteH rpag”. O6cb %:ocmre 3a
nsnonssaHe Ha Blockchain TexHonorusaTa kato Ha4uMH Oa AT€ AaHHKM OT

XaKkepcka ataka. AHanusmpaTt ce Bb3MOXHUTE XaKepCKu K %’Xm%T & JloM” kaTo
HA i AP




YyacT oT KoHuenuuAaTa 3a ,MHTenureHTeH rpag” v kak Blockchain TexHonoruaTta 6u morna ga
MUHUMU3NPA TexHUA edpekT. PasrnegaHa € npuHUMNHA CXeMa Ha NPUMOXEHUEeTO Ha
Blockchain TexHomorusta B KoHUenuusaTa Ha loT M KOMyHUKauuaTa Mexay TpUTe Cros:
Bb3npuMemaHe Ha [OaHHUTe, KOMYHWUKauWOoHeH u MpexoB. PeanuavpaH e dyHKUMOHaneH
aHanus 3a npunoxeHueTo Ha Blockchain B 10T, cBbp3aH ¢ BUaoOBE Xakepcku aTtaku U TEXHUTE
uenu B loT.

O6cbaeHn ca npobnemute cbe curypHocTTa npu VANET — 6e3XnyHn Mpexu, CBbp3BalLm
rpyna ABWXeLLn ce Unn HenoaBuXHU NPEeBO3HU cpeacTBa. AHanuaupa ce UHTErpupaHeTo Ha
Blockchain kbm TO3n TN mMpexu 3a ocurypsBaHe Ha UHTENUIEHTEH KOHTPON Ha Tpaduka u
npenocTaBsaHE Ha nonesHa MHopMaUusa B peanHo Bpeme.

B naea lll ,AHanu3 Ha curypHocTTa npegoctaBaHa oT Blockchain” ca nposeaeHn aHanusm
Ha yctonyusoctTa Ha Blockchain TexHonorusta npu snoHamepeHu xakepcku ataku (DoS,
Sybil, n pap.). CneuvanHo BHWMaHue e oTAeneHo Ha ponATta Ha Blockchain npwu
AeleHTpanusnpaHua noaxop 3a npeporspaTtaBaHe Ha Double-spending (ABOWHO xapyeHe).

MNoapobHo e npeacTtaBeH u aHanusvpaH npobnema Ha BusaHTuilickaTa TONEpPaHTHOCT KbM
rpewkn (Byzantine fault tolerance), nosHaT owe kaTto gunemarta Ha BU3AHTUICKUTE
reHepanu. Tosu npobnem ce pelwasa B AucepTauusita Ypes MaTeMaTU4eCKo-eMMNUpUYHUS
mMeToA. ToBa e BaXKeH BLMPOC OTHACALLY Ce A0 NPUHOCUTE Ha AucepTauusaTa, KonTo we 6bae
obcbaeH no-gony.

OueHsBam BUCOKO cnocobHOCTTa Ha AOKTOpaHTa SICHO M apryMeHTMpaHO Aa NpeacTaBu
BMXKOAHETO CU 3a pasBUTWE Ha MNony4vyeHuTe pesyntatu. ToBa BuKOaHE € B MNOcoKa Ha
nsrpaxxgaHe Ha TeCcToB anroputbM KbM abcTpakTHus mogen Ha Blockchain B koHuenuuaTa
JMHTenureHTeH rpan”, TectoB mogen 3a VANET cuctemarta ¢ Bb3MOXHOCTU 32 UHTErpUpaHe
c obnayHu CTPyKTypu W oTAaneyveHn wusdmcnutenHn apxutektypu MEC (Mobile Edge
Computing), 3aabn6oyeHo nscneaeaHe Ha echekTa Ha pasnMYHUTE TUNOBE XaKEPCKU aTakun u
Bb3[ENCTBUETO UM BbPXY Pa3nU4HU KOHCEHCcYcU. PeanuctuynuaT nornen Bbpxy 6baeLloTo
pasBUTUE Ha MNONny4YeHuTe pesynTaTh € nokasaTten 3a npodecuoHanuama U UHTENeKTa Ha
aBTOpa Ha AUCepTaLMOHHUA TpyA.

OueHKa Ha Hay4YHUTEe U NPUNOXHU MPUHOCH.
A) HayyeH npuHoc 1.

B HavanoTto aBTOPBT NpencrasA npoﬁnema Ha BusaHTuitckaTa TONEPaHTHOCT KbM TpPeLUKn
no onucarteneH HadunH: reHepanu, apMmun, B3eMaHe Ha pelleHuAa U CbrnacyBaHOCT. ToBa e
Heobu4yaliHO 3a aunceptauua B obnactra Ha KOMNIOTLPHUTE CUCTEMMW. CKknoHeH cbM ga
Oﬂ,06pﬂ TO3XW noAaxoAd MO ABe MPUYUHU. a) I'lp06J'IeM'bT cTaBa IneceH 3a Bb3lNpunemaHe,
BKMIOYUTENHO OT Hecneuuanuct B obnacrtra; 6) aBTOPBT NpaBu B Tepnpetauua Ha
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Hay4HUAT NPUHOC Ha AOKTOpaHTa Ce CLCTOW B MAaTEMaTUYECKO-EMMMPUYHOTO [OKa3BaHe Ha
TeopemaTa 3a HEeBb3MOXHOCT B paMkuTe Ha npobnema 3a BusaHTuiickata TONepaHTHOCT
KbM rpewku. B HacTosAwata pabota ce copmanusupart ycrnoBusTa OTHacsAWM ce A0
WHTEpaKTWBHaTa CbINacyBaHOCT MEXAY y4acTHULMTE B pasnpefeneHata cuctema/mpexa,
3a fa Moxe TA Aa Npoabmku Aa cyHKUMOHMpA. W3BECTHUTE pelleHusi Ha CroMeHaTus
npobnem ca Ha 6asaTta Ha rpadhMyHO-aHaNUTUYEH noaxoa. B Tasu gucepraunsa 3a MbpPBU NbT
€ HamepeHO pelleHVe Ha npobrema Ha BusaHTWiickaTa TONEPaHTHOCT KbM rPEeLLKU 4pes
MaTemMaTU4eCKO-EMMNUPUYHIA MeTop.

B nasa lll.4.4. Ha puceptauuaTa ,[loka3aTencTBo 3a HEBL3MOXHOCT' € JonycHaTa
HETOYHOCT OT AoKTopaHTa. 3nucaH e uspasa (n < 3m+1), a Tpsabea ga ce yete: (n > 3m +1).
[loKTOpaHTLT yBEOOMU CBOEBPEMEHHO 4SIEHOBETE Ha XYPUTO C YBEPEHWETO, Ye e
HanpaBeHa KopeKuua B aucepTtauuaTa u astopedepara.

B) Hay4yHO-NpUNOXHW NPUHOCH.

MNpuemam MpuHoc 2, Ho Bux uckan ga otbenexa HETOYHOCT BbB HOPMYNUPAHETO My, LUTUPaM
.PasrnegaHa e koHuenuua 3a 6baewo pasBuTe Ha u3bpoeHuTe cUCcTeEMMU C MOMoLLTa Ha
obna4yHn CTpPyKTypu W oTAanedeHu wusvucnutenHu apxutektypu MEC (Mobile Edge
Computing)”. He e AcHo kou ca Tes3u ,,u3bpoeHu cuctemMu”. gesaTa 3a cbxpaHsBaHe Ha
AaHHW B 0BnayHW CTPYKTYpU W U3NON3BaHe Ha OTAANEYEeHU WU3YMCIUTENHU apXUTEKTYpU
MEC e passuta B 'maBa Il Ha guceptauusaTa. MpuHoc 2 6u morbn ga ce geduHupa no-
Aobpe no cnegHus HadvuH: “PasrnegaHa e koHuenuus 3a 6baewo passutme Ha loT u VANET
Mpexu c uHterpupaHe Ha Blockchain u usnonasaHe Ha o6nayvyHu CTPYKTYpU U OTAAnNEYeHu
usuncnutenHu apxutektypu MEC (Mobile Edge Computing)”.

MpuHocu 3-5 ca MHoro fobpe aeduHUpaH U paskpUBaT CbLUECTBEHW CTPaHW HA pesynTaTuTe,
MOCTUrHaTU B AucepTaumoHHaTta pabora. Te ce oTHacaT Ao abeTpakreH Mogen Ha NpunoXxeHue
Ha Blockchain TexHonoruaTa u pasnuyHUTE TUNOBE KOHcecycu B Smart Sity 1 Smart Home,
dyHKUMOHaNEH aHanu3 Ha pasnu4yHn xakepcku ataku B loT, Smart Sity n Smart Home, kakTo
U aHanu3 Ha yctonvmBocTTa Ha Blockchain TexHonoruaTa u mogen 3a npeBeHUMs U 3awuTa.

B) MpunoxHu npuHoCH.

BescrnopHu ca npunoxHuTe npuHOCUM Ha pAoktopaHTa. [MpegnoxeHa e peanusauua Ha
kKoHceHcyca PoA (Proof of authority) B pamkute Ha VANET 3a koHTpon Ha nbTHaTa
obcTtaHoBKa (NpuHoC 6). PaspaboTeHn ca CTpyKTypa Ha NPOEKT, LUSANOCTEH NporpaMeH Ko u
npouedypa Ha u3NbIHEHWe C npunoxeHue Ha Blockchain TexHonorusTa B cuctema 3a
npoeexaaHe Ha usbopu (NpuHOC 7). 3By4aT MHOrO akTyanHO TBbpAEHWATa Ha aBTopa,
CBbp3aHNW C MPUHOC 7, OTHOCHO BBb3MOXHOCTUTE Ha Blockchain 3a HamanaBaHe Ha
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B AvceprtauuaTa He e AUCKYTMpPaH BBbNPOCA 32 HANMUYMETO Ha pesynTaTh, KOUTO BOASAT A0
NPSAK WKOHOMUYECKU echeKT. ECTecTBOTO Ha AUCEepTauMOHHUA Tpyd € TakoBa, 4Ye Henpsik
WKOHOMMUYECKU eheKT CbC 3HauuTeneH MoTEeHUMan Cce CbabpXa B NpaKTUYecKuTe
NPUNOXEHUA Ha NyBnMYHUTE KOMNIOTLPHU MPEXU Ha OcHoBaTa Ha Blockchain TexHonorusTa
C ornej Ha CUMrypHOCTTa Ha NpeHoca Ha AaHHU U NpefocTaBsHe Ha MH(OPMAaLMOHHU YCnyru
Npu HAKOM byHKUMOHanHocT Ha Smart Sity, Smart Home, VANET u gp. Uma noruka B
TBbPAEHWETO Ha [OKTOpaHTa 3a HaMansBaHe Ha pasxoguTe B MPUMOXEHWeTO 3a
npoeexaaHe Ha u3bopu ¢ usnonseaHe Ha Blockchain. Tosa pasbupa ce nopnexu Ha
6baeLLn uscneasaHus, hHaHCOB aHanu3 U oLeHKa.

5. lMpeueHka Ha nyGnukauMmMTe NO AUCEPTALMOHHUA TPYA.

MNpenctaeeH e CNUCHK OT NET Hay4yHU Ny6GnukaumMm cBbp3aHu ¢ aucepTtauusTta. EgHa ctaTtus
e Ha Gbnrpacku esuk, octaHanuTe YeTUpy ca Ha aHrnuiicku. [lee ctatum ca ny6nukysaHu B
CnucaHWA, ocTaHanuTe B MaTepuanute Ha MexgyHapoaHu KoHdepeHuun. JIMYHUAT npuHoC
Ha mar. uHx. I". Uckpos e 6eacnopeH. Toll e eauHCTBEH aBTOP HAa YeTUpU OT nybnukauuuTe, a
netata e B CbaBTOPCTBO C Hay4YHUA My pbkoBoguTen gou. A-p Hukonah KakaHakoB.
Benukn nybnukauuy oTpassBaT BakHWM W3CNeaBaHWA M pesynTaTh Ha AucepTauvoHHaTa
pabora.

Hai-npectmxkHa e nybnukauusa [P2], npeacraeeHa B AIP Conference Proceedings (SJR =
0.164), kosiTo € caMocTosiITeNHa U Hocu Ha aBTopa 40 To4ku. Taka e U3NbIHEHO U3UCKBAHETO
3a npugobusaHe Ha obpasoBaTenHata U Hay4Ha CTeneH ,00KTop” 3a MUHUMYM 30 TOYKU OT
rpyna [ crnopepn ,[paBunHKK 3a nNpunaraHe Ha 3akoHa 3a PasBUTUETO Ha akaJeMWYHUS
cbecTtae B Penybnuka Bwnrapus” 3a npodecmoHanHo Hanpaenexue 5.3. KomyHukauuoHHa ¢
KOMMIOTbpPHA TEXHUKA.

6. MHeHus, NpenopbKA U KPUTUYHU Benexku.

MNpeueHkaTa Ha pokTopaHTa Mar. uHx. . Uckpor, ye uutupam (cTp. 2): ,Hactoawmar
AucepTauuMoHeH Tpyad HAMa MNpeTeHuuM A[a npeactaBnsiBa MbiHO WU LUMPOKOOOGXBATHO
npobnemute CbLNBLTCTBALM CLBPEMEHHOTO passuTue Ha Blockchain TexHonoruarta’, e
npodpecmoHanHo HanpaeeHa. ToBa My € [ano Bb3MOXHOCT [a ONpefenu TOYHO LenuTe,
3agayute, MetoguTe Ha paboTa, KaTto UAN0 MACTOTO Ha AucepTauMoHHua Tpya. B
AuncepTtaumMoHHata pabota uMa norudecka MOCNefoBaTENHOCT WO Ce OTHaca Ao
npoBeAeHUTE uscnenBaHus.

ABTOpedepaTbT OTpasfiBa BCUYKM CbLUECTBEHW €NEMEHTU Ha [UCEepPTaUUOHHUA Tpya —
CTPYKTYpa, Uenu, 3agadvu, OCHOBHW pe3yntaTtu, MNPUHOCKU, NPUNoXeHusa U nybnukauuu.
ObembT My oOT 31 cTpaHMuM € Ha o0OuM4yalHO npUeToTo HWUBO 3a AucepTauua B
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B Hakou npunoxenua Ha Blockchain TexHonorusta 6M 6uMno ymecTHo ga ce npasu
CpPaBHUTENEH aHanu3, Ha OCHOoBaTa Ha CUMYMAaUWOHHM WU3YUCNEHMA. TakbB € Cny4YyasT C
koHceHcycute PoW (Proof of work) u PoA (Proof of authority) B pamkute Ha cuctemata
VANET 3a koHTpon Ha nbTHaTa o6cTaHoBKa.

B Tekcta Ha AuncepTauuaTa ce 3abenAsBaTt HAKOWM TEXHUYECKU HETOYHOCTU, HO Te He BNUAAT
CblleCTBEHO Ha D.Oﬁpldﬂ €31K K CTUN Ha aBTopa.

3AKNIOYEHUE.

Bb3 ocHOBa Ha HanmpaBeHWs aHanu3 cuyuTam, Ye AucepTauuoHHata pabota Ha Mar. WHX.
Feopru OumutpoB WMckpoB oTroBaps Ha W3UCKBaHWATA Ha 3akoHa 3a pasBUTMETO Ha
akajemuyHus coctae B Penybnuka Bbnrapua u lNpaeunHuka 3a HerosoTo npunaraHe 3a
nony4yasaHe Ha obpasoBaTenHa u Hay4Ha cTeneH , Jlokrop”.

Nasam NONIOKUTEITHA oueHka Ha AucepTauMOHHUA TPYA W NpeanaraM Ha YneHoBeTe Ha
yBaxkaemoTo HayyHo >Kypu cbLyo Aa rnacyeat NonoxuTenHo Mar. MHx. Feopru Oumutpos
WckpoB pa nonyuyu oGpasoBaresniHata U Hay4Ha cTeneH , JJokTop” B npodecuoHanHo
HanpaBneHue 5.3 KomyHMKauMOHHa M KOMMIOTbPHA TeXHWKAa, Hay4yHa cneuManHocT

»KOMNIOTLPHU CUCTEMU, KOMNIIEKCU U MPeXu”.

Hata: 11.10.2023 r. PeueH3eHT: .

/ npodb. a-p K. OHkoB /
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based on the order Ne: OX-5.3-49 / 19.07.2023 of the
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Author of the PhD thesis: M.Sc Eng. Georgi Dimitrov Iskrov

Subject of the PhD thesis: Research and implementation of Blockchain-based network

security
Reviewer: Prof. PhD Kolyo Zlatanov Onkov, “Mathematics and Informatics”

department, Agricultural University, Plovdiv

1. Relevance of the problem developed in the PhD thésis in scientific and applied
terms

Blockchain summarizes mathematical knowledge and elements of information and
cryptographic technologies to ensure the security of message transmission in public
networks. In some scientific publications Blockchain is defined as an "evolutionary step" in
the new generation of information and communication technologies. The relevance of the
PhD work is undoubted due to the fact that in the period 2016-2022 the European
Commission in a number of its documents, decisions and activities has assigned a key
place to Blockchain technology in the development of e-government and e-business, and
also has initiated the construction of infrastructure for Blockchain services (EBSI).

Without any doubt, in-depth scientific research on the use of Blockchain technology to
increase the level of information security in computer networks is essential for many
applications in practice. All of this determines the high degree of actuality of the problem
developed in the PhD work in scientific and applied terms.

2. Level of knowledge of the state of the problem and creative interpretation of the
literary material

A total of 211 publications are referenced in PhD work: 211 in English, 2 in Bulgarian and in
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The literature review has analytical character and is located in Chapter | "Design,
classification and structure of Blockchain technology" of the PhD thesis. M.Sc Eng. G.
Iskrov knows Blockchain technology very well and understands the scientific and applied
nature of the PhD work. The systematic thinking of the PhD student and his ability to extract
knowledge and information from the studied literature are visible.

The standard reference method for scientific works in the field of informatics and computer
science is used through the number of source in the bibliography, which allows the reader to
establish more easily a connection between the reference in the text and the full description
of the source in the bibliography.

3. Correspondence of the research methodology and the set aim and tasks of the
PhD thesis with the achieved contributions

The PhD thesis of M.Sc. Eng. G. Iskrov aims at analyzing the security provided by
Blockchain technology when transmitting messages in public networks, analyzing the main
working mechanisms and bringing out the advantages and disadvantages of this dynamic
and complex process. An interdisciplinary approach is applied. The most important place is
occupied by the empirical-analytical method, the analysis of the action of consensuses,
system and factor analysis. The chosen approach is consistent with the set goal. This
approach requires in-depth knowledge about the tasks set in the PhD work and skills for
their creative application. The selected research methods provide good opportunities for
achieving scientific and applied results.

4. General characteristics of the PhD thesis. Scientific and applied contributions

The PhD thesis contains the legally required structural elements — introduction, 3 chapters
with conclusions to each of them, directions for future development, conclusion, claimed
contributions, list of publications on the PhD work and bibliography.

In the frame of literature review as a part of Chapter I, the working principles of Proof-of-
work, Proof-of-stake, Proof-of-authority, Proof-of-capacity and Proof-of-burn consensuses
are discussed. An analysis of the security and protection of data during its migration from
one chain to another is presented.

At the end of this chapter, well-reasoned conclusions are drawn and the aim and 6 tasks of
the PhD work are defined.

Chapter Il "Blockchain and loT" examines the advantages and disadvantages of the
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"Smart Home" as part of the "Smart City" concept and how Blockchain technology could
minimize their effect are analyzed. Principal framework of the application of Blockchain
technology in the concept of loT and communication between the three layers: data
perception, communication and network, is considered. Functional analysis for Blockchain
application in loT related to types of hacker attacks and their targets in loT has been
implemented.

Security issues with VANET — wireless networks connecting a group of moving or stationary
vehicles, are discussed. The integration of Blockchain to this type of networks to ensure
intelligent traffic control and provide useful real-time information is analyzed.

Analyzes of the resilience of Blockchain technology to malicious hacker attacks (DoS, Sybil,
etc.) have been realized in Chapter Ill "Analysis of security provided by Blockchain".
Special attention is paid to the role of Blockchain in the decentralized approach to prevent
Double-spending.

The problem of Byzantine fault tolerance, also known as the Byzantine generals problem, is
presented and analyzed in detail. In the PhD thesis this problem is solved through the
mathematical-empirical method. This is an important issue concerning the contributions of
the PhD work, which will be discussed below.

| highly appreciate the PhD student's ability to present clearly and reasoned his view for the
development of obtained results. This view is in the direction of building a test algorithm to
the abstract model of Blockchain in the “Smart City concept”, a test model for the VANET
system with opportunities to integrate with cloud structures and remote computing
architectures MEC (Mobile Edge Computing) and as well as in-depth study of the effect of
different types of hacker attacks and their impact on different consensuses. The realistic
view on the future development of obtained results is an indicator of the professionalism and
intelligence of the author of the PhD work.

Evaluation of the scientific and applied contributions
A) Scientific contribution 1

At the beginning, the author presents the problem of Byzantine fault tolerance in a
descriptive way: generals, armies, decision-making and coherence. This is unusual for a
PhD work in the field of computer systems. | am inclined to endorse this approach for two
reasons: a) the problem becomes easy to perceive, including by a non-specialist in the field;
b) the author makes an important interpretation of this problem on a network/distributed
system with the main meaning of Blockchain.




PhD student's scientific contribution consists in the mathematical-empirical proof of the
“‘impossibility theorem” within the Byzantine fault tolerance problem. In the present work, the
conditions regarding the interactive coherence between the participants in the distributed
system/network are formalized so that it can continue to function. Known solutions to the
mentioned problem are based on a graphical-analytical approach. In this thesis, for the first
time, the mathematical-empirical method is used to find a solution to the problem of
Byzantine fault tolerance.

In Chapter 111.4.4 of the PhD thesis "Proof of impossibility" an inaccuracy was admitted by
the PhD student. The expression (n < 3m+1) is written, but it should be read: (n > 3m +1).
The PhD student informed the members of the jury in a timely manner with the assurance
that a correction was made in the PhD work and Author abstract.

B) Scientific-applied contributions

| accept Contribution 2, but would like to point out an inaccuracy in its wording, quote "A
concept for future development of the listed systems was considered with the use of cloud
structures and remote computing architectures MEC (Mobile Edge Computing)". It is not
clear which these "listed systems" are? The idea of storing data in cloud structures and
using remote computing architectures MEC is developed in Chapter Il of the PhD thesis.
Contribution 2 could be defined better as follows: "Concept for future development of loT
and VANET networks with Blockchain integration and use of cloud structures and remote
computing architectures MEC (Mobile Edge Computing) is considered".

Contributions 3-5 are very well defined and reveal essential aspects of the results
achieved in the PhD work. They refer to an abstract application model of Blockchain
technology and different types of consensus in Smart Sity and Smart Home, functional
analysis of various hacker attacks in lIoT, Smart Sity and Smart Home, as well as analysis of
Blockchain technology resilience and model for prevention and protection.

C) Applied contributions

The applied contributions of the PhD student are indisputable. An implementation of the
PoA (Proof of authority) consensus within VANET for traffic control is proposed
(contribution 6). A project structure, a complete program code and an implementation
procedure with the application of Blockchain technology in an election system have been
developed (contribution 7). The claims of the author related to contribution 7 about the
possibilities of Blockchain to reduce bureaucracy, costs, corruption and foremost increasing
the security of transmitted data when holding elections sound very relevant.

The issue of the presence of results that lead to a direct economic effect is not discussed in
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significant potential is contained in the practical applications of public computer networks
based on Blockchain technology with a view to the security of data transmission and providing
information services in some functionalities of Smart Sity, Smart Home , VANET, etc. There
is logic in the PhD student's claim of reducing costs in the election application using
Blockchain. This is of course subject to future research, financial analysis and evaluation.

5. Evaluation of publications related to PhD thesis

A list of five scientific publications related to PhD work is presented. One article is written in
Bulgarian language, the other four in English. Two articles have been published in journals,
the rest in the proceedings of international conferences. The personal contribution of M.Sc
Eng. Georgi Iskrov is indisputable. He is single author of four of the publications, and the
fifth is co-authored with his scientific supervisor Assoc. Prof. PhD Nikolay Kakanakov. All
publications reflect important research and results of the PhD work.

The most prestigious is a publication [P2], presented in the AIP Conference Proceedings
(SJR = 0.164). This is single author publication of the PhD student and brings him 40 points.
Thus, the requirement for acquiring the educational and scientific degree "doctor" for a
minimum of 30 points from group "D" according to the "Regulations for the implementation
of the law on the development of the academic staff in the Republic of Bulgaria" in
professional field 5.3 Communication and computer technology is fulfilled.

6. Opinions, recommendations and critical notes

The assessment of PhD student M.Sc. Eng. G. Iskrov that | quote (page 2): "The present
PhD thesis does not claim to fully and comprehensively represent the problems
accompanying the modern development of Blockchain technology", is professionally done.
This gave him the opportunity to define precisely the aims, tasks, methods of work and as a
whole the place of the PhD work. There is a logical sequence in the PhD thesis as far as the
research is concerned.

The Author abstract reflects all essential elements of the PhD work — structure, aims, tasks,
main results, contributions, applications and publications. Its volume of 31 pages is at the
usual accepted level for professional field 5.3 Communication and computer technology.

In some applications of Blockchain technology it would be appropriate to make a comparative
analysis based on simulation computations. This is the case with the PoW (Proof of work)
and PoA (Proof of authority) consensuses within the VANET traffic control system.

There are some technical inaccuracies in the text of the PhD work, but they do not
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CONCLUSION

On the basis of presented analysis, | consider that PhD thesis of M.Sc Eng. Georgi
Dimitrov Iskrov fulfils the requirements of the Law of Academic Staff in Republic of
Bulgaria and Regulations for its implementation to receive educational and scientific degree
“Doctor”.

| evaluate POSITIVELY the PhD thesis and propose the members of Honorable Scientific
Jury to vote positively for M.Sc Eng. Georgi Dimitrov Iskrov to receive educational and
scientific degree “Doctor” in the professional field 5.3 Communication and computer
technology, scientific specialty “Computer systems, complexes and networks”.

October 11, 2023 Reviewer:-
/ Prof. PhD Kolyo Onkov /
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