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Tema Ha anceptaunoHHnaA Tpya: Uscnedeare u peasiusayusi Ha Mpe)xoea cu2ypHocm,

ABTOp Ha ancepTaunoHHus Tpya: Meopau JQumumpoe Uckpos

6a3supaHu Ha Blockchain mexnonozus

YUneH Ha Hay4yHOTO Xypu: gou. A-p uHxX. MuTtko LLonos

1. AKTyanHocT Ha pa3paboTBaHuA B AUCEPTALMOHHUA TPyA Npobnem

PaspaboTBaHNAT B AucepTauMoHHUs Tpya npobnem e B obrnactra Ha GrokyenH
TEXHONOrMUTE M aHann3 Ha NPUIOXMMOCTTa UM B CUCTEMUTE 3a KOMYHWUKALMOHHA CUIYPHOCT
N 3aWuTa Ha JaHHWTe B pasnpeeneHn cucteMu. briokdyenH TexHomormmte Makap U aa
CTbNBaT BLPXY CTapu U [obpe yTBbPAEHU TEXHOMOMMWU € CPaBHUTENTHO HOBa TEXHOMOorus,
KOATO 6bpP30 U3NM3a OT paMKUTE Ha MbPBOHAYAINHOTO CU MPUMOXEHNE 3@ KPUMTO-BanyTH, C
ronsam noTeHUMan 3a npuroxeHne B pasnpegeneHute cuctemu. CobluecTByBaT
CblLLEBPEMEHHO M 3HauUTeneH GpoW npeau3BUKATENCTBa, KOUTO BCE Ollle ThPCAT CBOETO
pelleHne B akageMuUyHuUTe cpegu U uHaycTpusita. ToBa MU [aBa OCHOBaHWE [a OLEeHs
paspaboTBaHuA B AMcCepTauuoHeH Tpyd npobnem W nocTaBeHWTe Uenu U 3ajadu Karo
aKkTyanHu B Hay4YHO-MPUNOXHO U MPUNOXHO OTHOLLEHME.

2. CreneH Ha no3HaBaHe CLCTOSIHUETO Ha NpobrieMa ¥ TBopYecKa MHTeprnpeTaums
Ha nuTepaTypHUA maTepuan

AnceptaumoHHuAT Tpya e npeacTtaBeH Ha 103 cTpaHuUM CTPYKTypupaHu B yBoAd, 3
rmaBu, 3akniodveHne u 6ubnuorpadusa. B guceptaumoHHus Tpya ca uuTtupanu 211
nuTepaTtypHn M3TOYHWKa, npeobrafaBallaTa 4yacT OT TAX ca OT MocrneaHuTe 5 roguHu.
[oKTOpaHTLT e 3ano3HaTt ¢ MOCTUrHaTUTE Pe3ynTaTi B 06ractTa Ha BGriokYeiH TeXHOMornnTe
N TeXHUTE NPUNOXEHUA B CUCTEMUTE 32 KOMYHUKALMOHHA CUTYPHOCT W 3aluuTa Ha AaHHUTe
B pasnpegeneHu cuctemu. Cuntam, Ye HanpaBeHOTO NUTEPATYPHO NpoyYBaHe AeMOoHCTpMpa
A06po no3HaBaHe Ha CbCTOSIHUETO U MOCTMKEHUATA MO TemaTukaTta Ha auceprauusTa.

3. CnorBeTcTBMe Ha u3bpaHaTa MeToAMKa Ha U3cneABaHe U NOCTaBeHaTa uen u
3aja4vv Ha AucepTauMOHHUA TPyA C NOCTUrHATUTE NMPUHOCHK

MeTtogukata Ha uacnegpaHe npegcraenaBa Cb4YeTaHMe OT aHann3n U CpaBHEHUA,
aHanuTM4Hn Mogenn 1 cb3gaBaHe Ha MNpoTOTUNKM 3a MOTBbPXAABaHE Ha MonyyYeHuTe
aHannTn4HM pes3yntaTtun. Cuutam, 4e V|36paHaTa MEeTOAuKa CbOTBETCTBA Ha NnpegmMeTHaTa
obracT 1 3aedHO C NocTaBeHuUTe uenu n 3agavu B guceptaunoHHUA Tpya KopecnoHaupart c
nocTurHaTuTe NPpUHOCH.

4. Hay4Hu n/vunu Hay4yHO-NPUIIOXKHU NPUHOCU Ha AUCEpPTaLMOHHUA TPyA
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tbopmynupoBkaTa npeanoxeHa oT asTopa. [MpuHOCUTE OT AUCEpTaUMOHHMA Tpyd 6Guxa
mornun fa 6baat dopmynupaHn Taka:
Hay4Hu:
e Teopema 3a HEBb3MOXHOCTTa B paMkuTe Ha napagokca Byzantine fault
tolerance (BFT).
Hay4Ho-npunoxHu:
e Mopgen Ha cuctema 3a “YMmeH pag” u “YmeH [om” 6asuvpaH Ha Griok4einH
TexHororuaTa.
e AHanMa3 Ha yCTOMYMBOCTTA Ha OrokYernH TexHOonorusta Ha HaKou OoT
W3BECTHWTE aTaku.
MpUnoXxHu:
e Peanusauma Ha KoHceHcyca Proof of Authority npu VANET (Vehicular ad hoc
network) mpexuTe.
e Peanuzauua Ha nsbopHa cructema Ypes GrokyeinH TexHonorusTa.

5. MNpeueHka Ha nyGnukaunnTe No gucepTaLUOHHUSA TPyA

BbB Bpb3ka ¢ AucepraumaTa ca npeacTtaBeHn 5 3arnasus, OT KOUTO 3 B CrMcaHWs U
2 Ha KOHdepeHUWMM B cTpaHaTta. YeTupu OT cTaTUUTE ca CaMOCTOATENHW, a B ApyraTta
KaHOMOaTbT € Ha MbpBO MACTO. lNybrnukauvoHHaTa AeVHOCT Hamupam 3a [oCTaThbyHa 3a
rnonynapusnpaHe Ha nocTurHaTuTe pe3yntaru. Juncear gaHHu 3a HanMyYHU LUTUPaHIS.

6. MHeHusA, NnpenopbLKU U Genexku

Mo otHoweHne Ha obxsaT, obem W KayecTBo, paspaboTkata OTroBaps Ha
MVUHUManHWTe M3NCKBaHUA 3a guceprtaumsi. Bce nak Gux HanpaBum HAKOMKO 3abenexku,
MHEHUSt U MPENopPbKM:

O63opHata YacT oT AgucepTauusTa NpoabIHkasa 1 B criefpalluTte rnasu.
MpeonoxeHnte NpunoxeHnss Ha Grok4YeilH TexHonorusTa 6uxa Mornu ga ce
OTOEenAT B CaMOCTOSATENHa rnaea.

He poctaTtbyHO SCHO ca OTKPOEHW NMIUYHUTE MPUHOCK Ha [OKTOpaHTa.

O6embT Ha AncepTaLMOHHUS TPy NO3BONABa NPeAcTaBsAHETO Ha [oKa3aHaTa
Teopema U NpunoxeHusaTa Ha GNoKYenH TeXHoNorusaTa B No-ronemMu aeTannu.

e HaBcsakbae B AuceprauusTta, KbAeTo € M3nonssaH TepMuHa “YmeH rpag’ e
JornycHata rpellka npu W3NUCBaHETO Ha aHrmuicku esuk (Sity - City).
3abensasBart ce U ApYr CUHTAKTUYHW Y CeMaHTUYHMU HETOYHOCTM.

e PasrnexgaHeto Ha OnNOKYelH TexXHOMOrUATa € OrpaHWYeHo MNPeaUMHO [0
Bitcoin n Ethereum, kouto ca TBbpae orpaHWYeHW OTKbM MPUNOXEHWE B
nsbpaHute oT aBTopa obnactu. [penopbyBamM My fga ce 3arnosHae C
npoektnte nopd wankarta Hyperledger, KkbaeTto wWe oTKkpue aocTa
MO-MHTEPECHM OT Hay4Ha W Hay4yHO-MpUNOXHa rregHa Todka npobnemu u
Bb3MOXXHOCTH.

7. 3aknwoveHue

MNpeacraBeHNAT AucepTauMOHEeH TPYLA OTroBapsi Ha CbBKYMHOCTTA OT MUHUMAmHW
Kputepun 1 nokasartenu 3a npugobusaHe Ha obpasoBaTenHa v HayyHa cteneH "[okTtop",
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Mpenops4yeam Ha Hay4YHOMO Xypu da npuckOu Ha Meopau Jumumpos Uckpoe

o6paszoeamesniHama u Hay4yHa cmeneH ,,JJokmop*“ e npoghecuoHanHo HanpassieHue 5.3
,»KOMyHUKayuoHHa u KoMnroMbpPHa MexHuKa*“.

Hata: 12.10.2023 r. YneH Ha XypuTo:
p. Mnosaws (,g@'}ﬁ/-p/M’MTKo LLiorios)
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on a dissertation for acquiring an educational and scientific degree "PhD"

Author of the dissertation: Georgi Dimitrov Iskrov
Topic of the dissertation: Research and implementation of network security
based on Blockchain technology

Member of the scientific jury: Assoc. prof. eng. Mitko Shopov, PhD

1. Relevance of the problem developed in the dissertation

The problem developed in the dissertation work is in the field of blockchain
technologies and analysis of their applicability in systems for communication security
and data protection in distributed systems. Blockchain technology, while building on
old and well-established technologies, is a relatively new technology that is rapidly
moving beyond its initial crypto-currency application, with great potential for
application in distributed systems. At the same time, there are also a significant
number of challenges that are still seeking their solution in academia and industry.
This gives me reason to evaluate the problem developed in the dissertation work and
the set goals and tasks as relevant in a scientific-applied and applied sense.

2. Degree of knowledge of the state of the problem and creative
interpretation of the literary material

The dissertation is presented on 103 pages structured in an introduction, 3
chapters, a conclusion and a bibliography. 211 literary sources are cited in the
dissertation, the majority of them are from the last 5 years. The PhD candidate is
familiar with the results achieved in the field of blockchain technologies and their
applications in systems for communication security and data protection in distributed
systems. | believe that the literature research done demonstrates a good knowledge
of the state and achievements on the subject of the dissertation.

3. Correspondence of the chosen research methodology and the set goal
and tasks of the dissertation with the achieved contributions

The research methodology is a combination of analyses and comparisons,
analytical models and creation of prototypes to confirm the obtained analytical
results. | believe that the chosen methodology corresponds to the subject area and,
together with the goals and tasks set in the dissertation work, correspond to the
contributions achieved.

4. Scientific and / or scientific-applied contributions to the dissertation
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The contributions of the dissertation work are presented ity pﬂdMTQ%/
contributions of the dissertation could be formulated as follows: e e
Scientific:
e An impossibility theorem within the Byzantine fault tolerance (BFT)
paradox.

Scientific and applied:
e Model of a system for "Smart City" and "Smart Home" based on
blockchain technology.
e An analysis of the resilience of blockchain technology to some of the
known attacks.
Applied:
e Implementation of Proof of Authority consensus in VANET (Vehicular
ad hoc network) networks.
e Implementation of an election system through blockchain technology.

5. Evaluation of dissertation publications

In connection with the dissertation, 5 titles have been presented, of which 3 in
journals and 2 at conferences in the country. Four of the articles are stand-alone and
the other has the candidate first. | find the publication activity sufficient for
popularising the achieved results. No data on available citations.

6. Opinions, recommendations and notes

In terms of scope, volume, and quality, the paper meets the minimum
requirements for a dissertation. However, | would like to make a few observations,
opinions and recommendations:

e The overview part of the dissertation continues in the following
chapters.

e The proposed applications of blockchain technology could be
separated into a separate chapter.

e The personal contributions of the doctoral student are not sufficiently
highlighted.

e The scope of the dissertation allows for the presentation of the proven
theory and applications of blockchain technology in greater detail.

e Everywhere in the dissertation, where the term "Smart City" is used, a
mistake was made in the English spelling (Sity - City). Other syntactic
and semantic inaccuracies are also noted.

e Consideration of blockchain technology is primarily limited to Bitcoin
and Ethereum, which are too limited in application in the author's
chosen fields. | recommend him to familiarise himself with the projects
under the Hyperledger hat, where he will discover much more
interesting problems and opportunities from a scientific and
scientific-applied point of view.
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7. Conclusion

The presented dissertation work meets the minimum set of criteria and
indicators for obtaining the educational and scientific degree "Doctor", according to
the Law for development of the academic staff in the Republic of Bulgaria and the
Regulations of TU-Sofia for its application.

I recommend to the scientific jury to award Georgi Dimitrov Iskrov the
educational and scientific degree "PhD" in professional field 5.3
"Communication and Computer Engineering".

Date: October 12, 2023. Member of the jury: ,
City: Plovdiv (assoé,,p‘rof;}/“f’lrit'ko"_,,Sﬁopov, PhD)



