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Tema Ha nucepraunonnus Tpyn: M3ciaeaBane H peanu3anus Ha MpPeKOBa CHTYPHOCT,
O0asupanu Ha Blockchain Texnonorus

ot npo¢. a-p I'pumia Banentunos Cnacos
TV — Codus, Gunman [Inosaus, e-mail: gvsigtu-plovdiv.bg

1.AKTyaqHOCT Ha AUCEPTALMOHHUSA TPY/.

IIpeutoxkeHuaT qucepTalliOHeH TPy € Ha Ge3CMOpHO aKTyalHa U BaKHa TeMa CBHP3aHa C
H3CIe[BaHEe W aHaIM3UpaHE Ha CUTypHOCTTa mpenocTaBsHa oT Blockchain texmomorumure u
NpUIaraHeTo U npu oOMEHa Ha JaHHH B NYOIHMYHH KOMIIOTHPHU Mpexu. OGeKT Ha H3CleBaHe
Ca OCHOBHHUTE TEXHOJOTHYHH BB3MOXKHOCTH HAa pa3/IMUYHHTE KOHCEHCYCH H3IIOJN3BaHH BbB
Blockchain TexHosnorusra na 3aluraBar NpeHacsHAaTa MOBEPUTENHA HH(POPMAIHS, KaTo NaHHH
3a IMYHOCT, aAPECH, ChAbPKAHHE HA CHOOILEHUATA, TPAH3AKLIUY U T.H..

PeliennTe KOHKpETHH 3a/au B [AMCEPTALMOHHMS TPYH HMAT TPSKO INPAKTHYECKO
IPHUIOXKEHHUE IIPH Pa3pabOTBAHETO HA METOIM H CPEJCTBA 3 IIOBUIIABAHE HA CHTYPHOCTTA TIPH
obmeHa Ha naHHH B pamkuTe Ha HTepHer Ha memara (IoT), ye6 yciyru, MHTEIHTEHTHO
3ApaBeonasBaHe, HHTEMUICHTEH Ipaj (smart city), VANET, unrtenurented oM (smart home), u
JOpYTH MHTEPHET CUCTEMHU Oa3upaHy Ha 0OMEH Ha JaHHH U ChOOIIEHHS.

2. CreneH Ha MO3HABaHe CbCTOSIHHETO HA Npobaema.

Hanpagenoro nurepatypHo npoyusane (OCHOBHO B IVIaBa 1) U HalpaBeHHs aHAIH3 B HETO,
TNI0Ka3BaT €IHO MHOTrO 00pO MO3HABaHE HAa TEMAaTHKaTa CBbP3aHA C aHAIM3UPAHE HAa MPEXOBA
curypHoct 6asupana Ha Blockchain texuomorusra. Jluteparypuute 3armasus (o6mo 211) ca
CBBP3aHU C TEMAaTHKaTa Ha JMCEPTALIMOHHUSA TPYH, KaTO B OCHOBHATA CH 4YacT Ca Ha aHIJIMHCKH
€3HK, 3 Ha PYCKH U 2 Ha OBJITrapCKH.

JlurepaTypHOTO IIpOy4BaHE 3aBBpIIBA C AHAIM3 M M3BOAM, Ha YHMATO OCHOBA €
(opmynupana menTta Ha AHCEPTALMOHHHA TPy M ca AeGUHUPAHH 3aJaduTe 3a HEHHOTO
MIOCTUTaHE.

3. CnoTBeTCTBHE HA mﬁpaﬂaTa ME€TOAMKA Ha H3cCJeABaHe C IOCTaBeHaTa IeJd H
3aJaY4M Ha JTUCEPTALUOHHUA TPyad.

W3bpanata OT MOKTOpPaHTa METOAMKA 3a HAyYHO H3CIEBaHE aBa BB3MOXKHOCT Ja
OCBIIECTBM OCHOBHATA IIe] Ha TUCEPTALMOHHMSA TPY[ ,,Ja CE M3CIeqBa ¥ aHAIM3Upa Mpoleca Ha
B3auMozeiicTBue Ha Blockchain TexHonorusta npu omepupane cbC CTPOro creuupUUHUTE
JMYHM JIaHHH, KaTO: TPaH3aKIMM, TPaHC(EpH Ha IApHYHH CpeICTBa, nepcoHamuu IP ampecw,
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KPUNTONMOPT(EHNM, NaHHU OT OHTA M ©XKCJHEBHETO CHOMPAHM M CHXPAHABAHH B PAMKHTE HA
KoHnemuuaTa 3a Smart Sity, Smart Home, VANET. Kakto u jga ce rapaHTHpa
HETMPUKOCHOBEHOCTTa HA TE3M YYBCTBUTENHU M YA3BMMH JaHHH OT Kpax0a, MpPUCBOSABAHE,
3J10ynoTpeda MM arpeCHBHU XaKEPCKH aTaku' .

Mertoaunuecku AUCEPTALUOHHUAT TPY[ ClI€Ba JJOTHUECKaTa NoCiaeI0BaTEIHOCT:

— BobBenenue B passutueto Ha blockchain cucremute B cdepara Ha KpuNTOBaTyTHTE H
OCHOBHHTE T€XHOJIOTHYHU BH3MOXHOCTH Ha PasIM4YHUTE KOHCEHCYCH H3IIOI3BaHHU B TSIX 3a
3allMTa NPEHACSHETO Ha MOBepuTeNHa MHopManusi. KakTo ¥ mpenocTaBsHOTO HHBO Ha
curyproct ot Blockchain B cpaBHenue ¢ knacuueckute MeToaM 3a IpeHOC Ha NAHHH B
PamKuTe Ha KoHUenuusTa Smart Home, Bp3€HCTBHETO HA Pa3IMYHUTE BUI0BE XaKEPCKHU
aTakd ¥ MUHMMH3MPAHETO Ha MIETUTE IPUYHHEHH OT THX.

— OyHKUMOHANEH aHATM3 Ha M3M0N3BaHeTo Ha Blockchain TexmonmorusTa B MHTepHeT Ha
wewara (IoT). VA3BMMOCTH, THIIOBH XaKkepcKW aTakM U pelIeHHA. M3crensaHe Ha
B3aHMO/ICHCTBALIUTE MIPOLIECH IIPH TpaHChepa Ha JaHHH, CHOTBETHO IIPHU M3IION3BAHETO Ha
KJIACHYECKUTE MPOTOKOIH 3a mpeHoc Ha nanHd MQTT 3a IoT, u ot mpyra crpana npu
u3nonssanero Ha Blockchain 3a cpiure nenu.

— Awnanu3 Ha u3nmonssaHero Ha Blockchain npu o6msnaTa Ha chobmenus BB VANET ¢
Npeax0oXaaly KOHCEHCYCH 3a IOBMIIABAaHE Ha HUBATa Ha 0E30TKA3HOCT, HAAEKIHOCT,
CHT'YPHOCT M MaIllabMpyeMOCT.

— Amnanusupade ycroifumsoctTa Ha Blockchain Ha pasnuuHu THIOBE 370HaMEpeHH
XaKepckH aTak, kato: DoS, DdoS, Ping-flooding, Sybil, Double-treasure-spending. Kakro
¥ TIpe/iIaraHe Ha METOAUKY U TI0JIE3HM NIPAKTHKH 32 TAXHOTO MPEJIOTBPATIBAHE.

— Ilpemnarane ma maremaTuuecku Mogen, Gasupan Ha Blockchain Texnomoruw, pu
pemaBaHe Ha napajgokca Ha Byzantine fault tolerance (BFT).

— Ilpenniarane na excrepuMeHTalIHa cucTeMa 3a u3bopu ¢ npunoxenue Ha Blockchain
TEXHOJIOTHH.

C'-II/ITaM, 49C M3II0JI3BaHaTa METOJMKA Ha U3CJIeIBAHE € B ChOTBETCTBHUE C IIOCTaBEeHATa 11 U
3alav9y Ha NUCEPTalluOHHUA TPYA.

4. XapakTepucTHKA HA 1UCEPTAUHOHHMS TPY.

3ano3HaT CbM C MpPENCTABEHMAT BAPHAHT HA NMCEPTALMOHHHUSA TPYZ 3a MPE-3aIHTATA.
Hamupam nosoxuTenHo passuTHe U I0N00psiBaHe HA MaTephana ¢ OTpaboTBaHe HA HAIPaBEHHTE
HPENOPBKH U 3a0€NeXKHU IPH 00CHKIAHETO.

Wscnenpanusta B AUCEPTALMOHHUSA TPY/ Ca U3JI0KEHH B YBOJ U 3 TJIaBH.

B yBona ce BpBex1a npobiieMaTHKaTa Ha AUCEPTALMATA.

B mbpBa riaa e Hanpasen 0630p Ha pasuTHeTO Ha blockchain cuctemuTe B cepara Ha
KPHNTOBAIYTHTE. Pasriienany 1 aHATM3HPaHH ca Haif-4ecTo M3I0JI3BAHUTE METONH 32 KOHCEHCYC
np1 Gopmupane Ha 610Kk0Be BB Bepura Ha Blockchain cucTemMu. AHAaNMM3MpaHO € M3MON3BaHETO
Ha Blockchain Bepurute B pamMkuTe Ha KoHuenuuure Smart Sity (MHTenureHTeH rpan), Smart
Home (unrenurenten nom), VANET (Vehicular ad hocnetwork). M3BbplIeH € CHCTEMEH H
(bakTopen aHanM3 Ha JEUEHTPAIM3MpaHa CHCTEMA 32 TPAH3AKIMM MEXAYy pasIHdHH
KpUNTOBaNyTH — Atomic Swaps ¢ M3ThKBaHE Ha NPEJUMCTBA M HENOCTATBbUM NpH OOMEH Ha
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000CHOBaHA 1I€/Ta Ha JUCEPTAL[MOHHUS TPY/ U 3a1a49uTe 33 HEHHOTO MOCTUTaHE.

B riaBa BTopa e HampaBeH aHann3 Ha Smart Home B pamMkuTe Ha KOHIEMIMATA 3a Smart
Sity, BB3MOXKHHMTE XaKEPCKM aTakd M Bb3MoxkHOCTMTe Ha Blockchain Texnomormsta na
MHHHMH3HpPa e(eKTa OT TAX BBPXY CHCTeMaTa. B riaBara e HanpaBeH (yHKIMOHAIEH aHAIN3 Ha
npunoxennero Ha Blockchain B IoT. Pasriemana e mpumepHa apXMTeKTypa H3ION3BaIa
koHceHcyc DpoS u PoA mna Blockchain B pamxure na Smart Home. Ilpennoskeno e
NPOTHBOJCHCTBHE U MPEBEHIUA HAa XaKePCKHUTE aTakd B PAMKHMTE Ha M3TION3BAaHHTE KOHCEHCYCH
Ha Blockchain 3a IoT, Smart Sity u Smart Home. HampaBen e dakTopeH aHamM3 Ha
usnon3saneTo Ha Blockchain npu 06msua Ha cro6uienus 8 VANET.

['maBa Tpera e mocBeTeHa Ha JOKa3BaHe ycTohWumBocTTa Ha Blockchain Texnomorusra,
KaKkTo Ha DoS araxw, Taka u Ha Sybil aTaku. C momomuiTa Ha CTPYKTYpPHO-(QYHKIIHOHATEH aHAIH3,
IOCPEICTBOM IpadM4eH IOAXOJ Ce JOKa3Ba HEIPUTOJHOCTTA M HEUENechoOpasHOCTTa Ha
arakata THIn Double-treasure-spending mpu Blockchain  Bepurure. IlpemmoxeHo e
EKCIIEPUMEHTAIIHO-MaTEMaTHYECKO PElIaBaHE M JO0Ka3BaHE Ha TeOpeMara 3a HEBB3MOXKHOCT B
paMKuTe Ha 0TpaboTBaHE Ha mapajokca Ha Bazantine fault tolerance (BFT) ¢ M3mona3BaHeTo Ha
Blockchain Ttexmomormi#i. B mocnenHara uyacT Ha riaBaTra ce JAEMOHCTPHMpA IIPAKTHYECKO
npunoxenre Ha Blockchain, xato u3bopma cucreMa — MOCPENCTBOM IISTIOCTHO H3JIOMKEH
nporpamMeH KoJ (aelcTBala nporpama).

Crnen Tpera rnapa ca npeicTaBeHH OOOOIIEHWE M HACOKM 3a OBJEIIO Pa3sBUTHE Ha
H3CleIBaHMATa B 001aCTTa Ha TUCEPTALMOHHHUS TPYI.

S. Ilpunocy Ha AMCEPTALMOHHUS TPY/.

IIpuemam 1o mpuHIMI OPMYNHPaHUTE OT AOKTOPAHTA MPUHOCH, KOUTO MOTaT jJa ObaaT
KIaCH(PULMpPaHH KaTO Hay4HM, HAYYHO-TIPHIOKHM M MPUIOXKHU. Te ca 0600meHH cren
[I0C/IeIHAaTa IJlaBa Ha AMCepPTaluoHHuA TpyA. Cuuram, 4e GopMyiaupaHHTe NMPUHOCH IOKAa3Bar,
4e€ MOCTaBEHUTE 3aJa4M Ca M3MBbJIHEHH. To3U MOAX0M 3a NpencTaBsiHe Ha MPHHOCHTE € yIOayeH,
3alI0TO CBBP3Ba (pOpMyNHpaHaTa Lied M 3aJaud HAa JUCEPTAlMOHHATA paboTa ¢ HOCTUTHATHTE
pe3ynTaru.

Hayuen nmpunoc:

- IIpennoxeno e Joka3aTelCTBO Ha TeOpeMara 3a HEBB3MOXKHOCTTA B PaMKMTE Ha
napagokca Byzantine fault tolerance (BFT).

ITo-BaxHUTE HAYYHO-TIPUIIOXKHH NPUHOCH Ca CIIEAHUTE:

- [Ipennoxena e KOHLENIMA 3a OBACNIO Pa3BUTHE HA H3OPOEHHUTE CHCTEMH C TIOMOIILTA
Ha 00NayHM CTPYKTYpH M OTHAJCUeHH u3uuciautendu apxurektypy MEC (Mobile
Edge Computing).

- IIpemnoxen e abcTpakTeH Mozmen Ha mpuioxenue Ha Blockchain Texnomorusra B
pamkure Ha KoHuenuuure Smart Sity u Smart Home. IIpeacraBena e npumepHa
peanu3alisa Ha apXUTEKTypa u3non3pama koncencycu DPoS u PoA na Blockchain B
pamkure Ha Smart Home.

- [IpencraBen e QyHKIMOHANEH aHANU3 HAa Pa3lMYHHTE BUIOBE XAKEPCKH aTakKd U
texuute nenu B 10T, Smart Sity u Smart Home. IIpemioxeHo e npoTHBOAEHCTBHE |
MPEBCHLMSI HAa XaKEPCKMTE aTakd B PAMKUTE Ha M3MOJ3BAaHUTE KOHCEHCYCH Ha
Blockchain 3a IoT, Smart Sity u Smart Home.
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- TIpencrasen e aHanu3 Ha ycToiumBocTTa Ha Blockchain TexHonOruATa Ha pasin4Hy
THIIOBE 3JIOHAMEPEHH XaKepcku aTakd, kato: DoS, DdoS, Ping-flooding, Sybil,
Double-treasure-spending. ITpennoxeH e Moen 3a IPEBEHLUS U 3aIMTA.

[Tpuno>xHU IPUHOCH:

- Ilpennoxena e peanusanus Ha koHceHcyca PoA (Proof of Authority) B pamkute Ha
cucremata VANET (Vehicular ad hoc network) 3a KOHTpon Ha MbTHaTa 0OCTaHOBKA.

- [IpeacraBeHO € EKCICPUMEHTANHO IMPAKTHYECKO MPUIOKEHHEe Ha 0aszata Ha
Blockchain Texnonorusra mon ¢gopmara Ha u3bopHa cucteMa. M31m0xkeH € MbIHHA
M3XOJICH KOJI, CTPYKTYypaTa Ha IPOeKTa ¥ IpolleypaTa Ha H3I'bIHEHHE.

Hay‘IHO-IIpI/IJ'IO)KHI/ITC IIPHHOCH C€ OTHACAT KbM CICOHHUTE OBE I'PYIIHU: JOKAa3BaHE C HOBH
CpeacTBa Ha CBUICCTBCHHW HOBH CTpaHH B CBUIECTBYBAIlld HAYYHH HpOGJ’ICMI/I U TCOpHH;
Chb3JaBaHC Ha HOBU MOACIIM, TEXHOJIOTHH U AJITOPUTMH. XapaKTep Ha IIPHHOCHUTE 3a BHEAPSABAHE!
MCTOLOJIOTHH H aJITOPUTMH.

C‘-II/ITaM, Y€ MOCTUTHATUTE pPE3YITaTH, HAYYHO-IIPHJIOKHWUTE W IMPHUIOXKHU INPHUHOCH Ca
INpE€AUMHO JIMYHO [MO€JIO Ha KaHAuJaTa. Te JOKa3BaT, 4Y¢ MAOKTOPaHTHT HMa KallalluTeT na
H3BBPLUIBA CAMOCTOATCIIHO U3CJICA0BATEIICKA U HHXXCHEPHA ﬂCﬁHOCT.

6. Ilpenenka Ha My0JIUKAIIUATE 10 AUCEPTALUOHHHSA TPYA.

[To nucepTallMOHHUS TPYA Ca MPEACTAaBeHU MET MyONUKaluy, eHa OT TAX B ChaBTOPCTO C
PBKOBOIMTENS Ha JOKTOpaHTa M 4eTupu camoctositenuu. Yetupu nyonukanuu (P1, P2, P3, P4)
ca IpeaCTaBeHH Ha MeXAyHapoaHHu KoH(epeHuwu B briarapus. P1, P2, P3 ca nybiaukyBanu Ha
»TechSys“ 2021 u 2022 u ca unaekcupand B cucremara SCOPUS. Ilybnukanusa PS5 e
MyNHKyBaHa B cnucanue B benrapus. /o MoMeHTa HAMa OTKPUTU LIMTHPaHMS Ha NIPEICTABEHUTE
MyOIMKAIIH.

Bceuuku HY6HI/IKaI_II/II/I MMaT IPAKO OTHOIICHUE KBM PEIIaBaHUTE B AUCEpTALlHUATA BBIIPOCH.

Bpoar na mnyOnukauuure otroBaps Ha wusuckBaHusAta 3a OHC pokrop B Hayuno
HampaeyeHue 5.3.

7. 3HAYMMOCT Ha pe3yJITATUTE OT ANCEPTALMOHHUSA TPY/ 32 HAYKATA M NPAKTHKA.

JIOKTOpaHTBT € H3BBPLIMWI rojsgMa mo obeM paborta, OTIMYaBalla CE ChC 3aABIOOYEHOCT H
KOMIIETEHTHOCT. PaboTaTa e 3HaunMa He caMO 3apaiy HayYHO-IPHUIIOXHHUTE MOCTHXKEHHUS, HO U
3apald BB3MOXKHOCTTA 33 INPSKO NpakTHyecko mpuioxeHHe Ha Blockchain Texmonoruute B
koHnemiuuTe 3a Smart Sity 1 Smart Home, VANET cucreMute, CHCTEMHUTE 3a IIPOBEX/IaHE Ha
n300pwu.

8. Onenka Ha ChOTBETCTBHETO HA aBTOpedepaTa ¢ H3UCKBAHUATA 32 H3TOTBAHETO MYy.
ABtopedepatbT B 00eM 0T 31 cTpaHuLM OTroBaps Ha HW3MCKBAaHHUATA W MPCACTaBs

CBABPKAHUETO, OCHOBHUTE IOCTIDKEHHUS, PE3YJNTaTHTE OT H3CIENBAHUATA W IPUHOCHTE B
IUCEPTALlMOHHUS TPYA.
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9. MHeHuUs, IPENOPBKHU U 0eeKKH.
O6pa3oBaTenHUTE eI Ha AUCEPTALMATA Ca H3IBIHEHH.

o 3abenexku:

B luceprauuonHus Tpya Ha cTp. 89 uzpedyeHue BTOpO OT TeKyIuus ab3al uMa J0MyCHaTa
rpelika, U3passpalia ce B 3HaKa 3a HEPaBeHCTBO: M3MUCaHo € n < 3m+1, a TpsOBa na ce yere n >
3m +1. Ceiiara rpemnika ce nostaps ¥ B ABropedepara Ha ctp. 23 pen Ne 7 -, Jloka3aTencTBo 3a
HEeBB3MOXHOCT®. Clefl UCKYCHUs ¢ JOKTOPAHTa € YCTAaHOBEHO, Y€ IpellikaTa € Bb3HHUKHaNa MpH
o(opMsiHE Ha OKOHYATENIHUS BapuaHT Ha mynukauus [P1]: ,,Analysis of the Protection Granted to
Blockchain in the Operation of the Task of the Byzantine Generals (Byzantine Fault Tolerance
(BFT), Byzantine Agreement Problem, Byzantine Generals Problem)”.

e Ilpemopbku:
IMocturnatute pe3yntaTy € 1obpe ga 6paaT CpaBHEHH C APYTH MOJ0OHH, OIYIEHH IIPH
aJITepHaTUBHM H3CIeIBaHUs B 001acTTa Ha qUcCepTalUsITa.

Hamam 3a0enexku 0 OTHOLIEHHE Ha KOJMYECTBOTO M KA4ECTBOTO HAa H3BBPIICHATa B
nuceprauusita pabora.

10. 3akarouenue

OueHkata MU 3a peLiEH3HpaHUA AUCEPTAIlMOHEH TPy, aBTopedepara M IyONMKAIMHTE,
OTpassBally M3CJIEABAHUATA B AMCEPTALMATA € MOJ0KUTENHA. JlucepTanuara ChabpiKa Hay4dHH,
Hay4YHO-TIPUJIOXKHH M IIPUIIOKHH IIPUHOCH B IOCTaThYHA CTEIIEH U OTrOBaps HAa U3MCKBAaHMATA Ha
3aKkoHa 3a pa3sBUTHE Ha aKaJeMHYHUA ChCTaB B penydiuka benrapus (3PACPB) u IlpaBunnuka
3a HEroBOTO MpuJaraHe, KakTo M Ha [IpaBuiHuKa 3a yclnoBHMATa M peja 3a NpuaoOMBaHE Ha
HayuHu creneHd B TY-Codus.

B pe3yaTar Ha MOCOYEHUTE 10 TYK MOCTHKEHHS B JHCEPTALMOHHMSA TPYI, Npeaiaram
Ha yBaxkaemoTro Hayuno :xypum pga mnpucbaum Ha Mar. uHxK. [Leopru HWckpos,
oOpasoBaTe/lHATA M HAy4YHa CTemNeH ,,JOKTOP” MO CIeNHATHOCT ,,KoMMIOTHPHH CHCTEMH,
KOMILIEKCH U Mpexu”.

Hara: 13.10.2023 r. WzroTteui:

(npod. n-p umx. I'pumia Criacos)
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REVIEW

about the PhD thesis for acquisition of the scientific degree “doctor” in the professional field 5.3
“Communication and computer technics”, doctoral program “Computer systems, complexes and
networks”,

Author of the PhD thesis: MSc eng. Georgi Iskrov

Topic of the PhD thesis: Research and implementation of blockchain-based network
security

Reviewer: Prof. eng. Grisha Valentinov Spasov, PhD, TU — Sofia, Plovdiv Branch,
Department of Computer Systems and Technologies, e-mail: gvs@tu-plovdiv.bg

1. Actuality of the problems in the PhD thesis

The proposed PhD thesis deals with an indisputably actual and important topic related to
research and analysis of the security provided by Blockchain technologies and the application and
exchange of data in public computer networks. The object of research is the main technological
capabilities of the various consensuses used in Blockchain technology to protect the transferred
confidential information, such as personal data, addresses, content of messages, transactions, etc.

The developed specific tasks solved in the dissertation work have a direct practical
application in the development of methods and means of increasing security in data exchange
within the Internet of Things (IoT), web services, intelligent healthcare, smart city, VANET,
intelligent home (smart home), and other Internet systems based on data and message exchange.

2. Degree of knowledge of the state of the problem

The literature review in Chapter 1 and the analysis made in it show a very good
knowledge of the topic related to analyzing network security based on Blockchain technology.
The references (211 in total) are related to the subject of the dissertation work, with the main part
being in English, 3 in Russian and 2 in Bulgarian.

The literature review ends with an analysis and conclusions, on the basis of which the
goal of the PhD thesis and the tasks for its implementation are defined.

3. Correspondence of the chosen research methodology with the set goal and tasks of the
PhD thesis.

The research methodology chosen by the PhD student makes it possible to achieve the
main goal of the dissertation "to study and analyze the interaction process of Blockchain
technology when operating with strictly specific personal data, such as: transactions, money
transfers, personal IP addresses, crypto wallets, household and daily life data collected and stored
within the Smart City concept, Smart Home, VANET. As well as, ensuring the inviolability of
this sensitive and vulnerable data from theft, misappropriation, misuse or aggressive hacking
attacks".

Methodologically, the dissertation follows the logical sequence:

6
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- Introduction to the development of blockchain systems in the field of cryptocurrencies
and the main technological capabilities of the various consensuses used in them to protect
the transfer of confidential information. As well as, the level of security provided by
Blockchain compared to classic data transfer methods within the Smart Home concept,
the impact of various types of hacker attacks and minimizing the damage caused by them;

- Functional analysis of the use of Blockchain technology in the Internet of Things (IoT).
Vulnerabilities, types of hacking attacks and solutions. Study of the interactive processes
of data transfer, respectively when using the classic data transfer protocols MQTT for IoT,
and on the other hand when using Blockchain for the same purposes;

- Analysis of the use of Blockchain in the exchange of messages in VANET with prior
consensuses to increase the levels of fail-safe, reliability, security and scalability;

- Analyzing Blockchain's resistance to various types of malicious hacking attacks, such
as: DoS, DdoS, Ping-flooding, Sybil, Double-treasure-spending. As well as offering
methods and useful practices for their prevention.

— Proposing a mathematical model based on Blockchain technologies in solving the
Byzantine fault tolerance (BFT) paradox.

— Proposing an experimental system for elections with the application of Blockchain
technologies.

I believe that the research methodology used is in accordance with the goal and objectives
of the dissertation.

4. Characteristics of the PhD thesis

I was familiar with the presented version of the dissertation for pre-defense. I find a
positive development and improvement of the material by working out the recommendations and
remarks made during the discussion.

The PhD thesis is presented in an introduction and 3 chapters.

In the introductory part the problems of the dissertation are introduced.

In the first chapter, an overview of the development of blockchain systems in the field of
cryptocurrencies is made. The most frequently used methods of consensus in the formation of
blocks in a chain of Blockchain systems have been examined and analyzed. The use of chains in
Blockchain systems within the concepts of Smart City, Smart Home, VANET (Vehicular ad hoc
network) has been analyzed. A systematic and factor analysis of a decentralized system for
transactions between different cryptocurrencies - Atomic Swaps, highlighting advantages and
disadvantages of data exchange between different chains has been carried out. The chapter ends
with the relevant conclusions, justifying the purpose of the dissertation work and the tasks for its
achievement.

In the second chapter, an analysis of Smart Home within the concept of Smart City,
possible hacker attacks and the possibilities of Blockchain technology to minimize their effect on
the system is made. In the chapter, a functional analysis of the application of Blockchain in IoT is
made. An example architecture using Blockchain DpoS and PoA consensus within Smart Home
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is discussed. Countermeasures and prevention of hacker attacks are proposed within the used
Blockchain consensuses for IoT, Smart Sity and Smart Home. A factor analysis of the use of
Blockchain in VANET message exchange was done.

Chapter three is dedicated to proving the resilience of Blockchain technology to both DoS
attacks and Sybil attacks. With the help of structural-functional analysis, by means of a graphical
approach, the unsuitability and inexpediency of the Double-treasure-spending attack on
Blockchain chains is proved. An experimental-mathematical solution and a proof of the
impossibility theorem is proposed within the framework of working out the paradox of Byzantine
fault tolerance (BFT) with the use of Blockchain technologies. In the last part of the chapter, a
practical application of Blockchain, as an election system, is demonstrated by means of a
completely exposed program code (working program).

After the third chapter, a summary and guidelines for future research in the field of
dissertation work are presented.

5. Contributions to the PhD thesis

I accept in principle the contributions formulated by the PhD student, which can be
classified as scientific, scientific-applied and applied. They are summarized after the last chapter
of the dissertation. I believe that the formulated contributions show that the defined tasks have
been fulfilled. This approach for presenting the contributions is appropriate because it connects
the formulated goal and tasks of the dissertation with the achieved results.

Scientific contribution:
- A proof of the impossibility theorem within the Byzantine fault tolerance (BFT) paradox
is proposed.

The most important scientific and applied contributions are the following:

- A concept for future development of the listed systems using cloud structures and
remote computing architectures MEC (Mobile Edge Computing) is proposed;

- An abstract application model of Blockchain technology within the Smart City and
Smart Home concepts is proposed. An example implementation of an architecture using
Blockchain DPoS and PoA consensus within Smart Home is presented;

- A functional analysis of the different types of hacker attacks and their targets in IoT,
Smart City and Smart Home is presented. Countermeasures and prevention of hacker attacks are
proposed within the used Blockchain consensuses for IoT, Smart Sity and Smart Home;

- An analysis of the resistance of Blockchain technology to various types of malicious
hacker attacks is presented, such as: DoS, DdoS, Ping-flooding, Sybil, Double-treasure-spending.
A model for prevention and protection is proposed;

Applied contributions:

- Implementation of the PoA (Proof of Authority) consensus within the VANET
(Vehicular ad hoc network) system for traffic control is proposed.

- An experimental practical application based on Blockchain technology in the form of an
election system is presented. The complete source code, project structure and implementation
procedure are laid out.



Scientific and applied contributions belong to the following two groups: proving with new
means of significant new features in existing scientific problems and theories; creating new
models, technologies and algorithms. Nature of the contributions for implementation:
methodologies, algorithms.

I believe that the achieved results, the scientific-applied and applied contributions are
mainly a personal work of the candidate. They prove that the PhD student has the capacity to
perform research and engineering activities independently.

6. Evaluation of the publications on the PhD thesis

Five publications are presented on the dissertation work, one of them co-authored with the
supervisor of the doctoral student and four are with one author — the PhD student. Four
publications (P1, P2, P3, P4) have been presented at international conferences in Bulgaria. P1, P2,
P3 are published on "TechSys" 2021 and 2022 and are indexed in the SCOPUS system.
Publication P5 was published in a journal in Bulgaria. To date, no citations have been found for
the presented publications.

All publications are directly related to the issues addressed in the dissertation.

The number of publications meets the requirements for obtaining educational and scientific
PhD Degree in Scientific field 5.3.

7. Significance of the results of the PhD thesis for science and practice

The PhD student has carried out a large volume of work, distinguished by thoroughness
and competence. The work is significant not only because of scientific and applied achievements,
but also because of the possibility of direct practical application of Blockchain technologies in
Smart City and Smart Home concepts, VANET systems, and election systems.

8. Assessment of the conformity of the abstract with the requirements for its
preparation

The abstract of 31 pages meets the requirements and presents the content, main
achievements, research results and contributions to the dissertation.

9. Opinions, recommendations and notes

The educational goals of the dissertation are fulfilled.
Notes:

e In the Dissertation on page 89, the second sentence of the current paragraph, there is an
error made in the inequality sign: n < 3m+1 is written, but n > 3m +1 should be read. The same
mistake is repeated in the Abstract on page 23, line No. 7 - "Proof of impossibility". After a
discussion with the PhD student, it was found that the error occurred when creating the final
version of the publication [P1]: "Analysis of the Protection Granted to Blockchain in the
Operation of the Task of the Byzantine Generals (Byzantine Fault Tolerance (BFT), Byzantine
Agreement Problem, Byzantine Generals Problem)”.

9




Recommendations:
* The achieved results should be compared with other similar ones obtained in alternative
research in the field of the dissertation.

I have no remarks regarding the quantity and quality of the work done in the dissertation.
10. Conclusion

My assessment of the dissertation, the abstract and the publications reflecting the research
in the dissertation is positive. The dissertation contains scientific-applied and applied
contributions to a sufficient degree and meets the requirements of the Law for development of the
academic staff in the Republic of Bulgaria and the Regulations for its implementation, as well as
the Regulations for the conditions for acquiring scientific degrees in TU- Sofia.

As a result of the above-mentioned achievements in the dissertation, I propose to the
Scientific Jury to award to MSc eng. Georgi Iskrov educational and scientific degree

"Doctor", in the professional field 5.3. “Communication and computer technics”, doctoral
program "Computer systems, complexes and networks".

Date: October 13, 2023. Reviewer:

(Prof. eng. Grisha Spasov, PhD)
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